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Improve efficiency, maximise yield, reduce waste.

# Real-Time Asset Performance Monitoring #@ Predictive Maintenance Analytics
@ Increased Visibility of Energy Utilisation ® Automating Assets through Intelligent Control

ﬁi Asset Health Insight & Anomaly Detection ﬂi Remove Inefficiencies & Reduce Costs




Shift Your Manutacturing
to Lightspeed

Accelerate your loT journey with Hitachi Vantara's unmatched
industrial and digital capabilities

Gain Throughput

Address your production challenges and find the upsides

Uraw ins

Transform Quality
Predict quality with advanced trending and anomaly detection.

yrmation.

Recognized as an "Advanced 4th Industrial Revolution Lighthouse”
by the World Economic Forum.

For more information, visit: hitachivantara.com/manufacturing
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Hype and buzzwords
hold back IoT potential

Widespread hype around the internet of things continues to promise great things,
but adoption and the pace of delivery has underwhelmed

Josh Sims

ot all is well. "The prob-

lem,"” savs Andrew Dunbar,

“is that “internet of things’
issuch a broad, almost meaningless
term. What's more, the whole idea
of 10T has beer
more in emphasis than in inaccu-
racy, It's all connected underwear
and connected bathmats, and that
bores people becanse they can'l see
the application,”

Dunbar is general manager of dig-
ital consultancy Appnovation and
just the sort who should be singing
the praises of 10T, the prospect of
interconnecting computing devices
embedded  in  everyday objects
including, ves, your pants. Bul he
thinks the story of the potential util-
ity of IoT has been pushed too hard,
with wild-sounding predictions that
it will, according to Ericsson, be
worth some %619 billion o elecom

ssively oversold,

operators within the next six vears,
and in a way thal misses the point.

“The emphasis should e on the
goals it might help achieve rather
than the processes,” he argues,
“I'm interested in losing weight,
for example. Through monitor
ing food consumption, minimising
o] waste and so on, loT can help
me do that. But I'm not interested
in the mechanism. I'm interested in
the end-result. That's what has been
missed: s aboun digital means of
meeting human needs,”

I certainly true [or consumers.
But even businesses, given a chance
of cost-savings and improved sys-

tems, meed 1o see the point, Michelle
McEenzie, IoT principal analyst
at digital research firm Anal
Mason, concedes that the pace of

delivery  has  been  considerably
slower than anticipated too, also
slowing 10T adoption. All ralk and
ne tech has perhaps been the cause
of a surprising lack ol awareness aof
IoT among 25 per cent of small and
medium-sized  cnterprises  (SMIEs)
cspecially, according to an Analysys
Mason survey conducted last vear,
with 2 per cenl of large businesses
sLill not engaged wilth the idea either.

“One major lol challenge is
there's been oo much  hype
and a lot of discussion ol what
[oT can do for indusiry without
much proof that it actually can,”
MoKenzie explains. "Frankly

ir's

hard 10 see how companies that
have deploved [oT have benelited
from it, in terms of cost-savings
or advantages, even with them
understandably  not  advertising
any benelits they've found.”

This in part stems from the fact
that, ence investigated, it becomes
guickly clear 10T is, as McKenzic
slresses, more a complex ecosys-
tem of hugely variable technology
rather than the singular, manage
able entity it sounds like it is. 1%
not just aboul connectivity, bt
requires data analytics, cloud ser
vices, 10T security products and
overcoming a skills gap in han-
dling all these things. And il you
have the data, its not always clear
what to do with ir. No wonder loT
adoption has faltered.

“Certainly a lot of companices are
still coming 1o terms with what
10T actually is and are reluctant to
admit their ignorance,” says Martin
Franzen, director of digital train-
ing company Apis. "But then look
at companies that have embraced it
and often thelr systems are enticely
internal. There's no real use of the
internet at all, so the name itsell is

confusing. And I'm not sure this is

an unusual pace of change for new

1ech; a couple of years ago everyone
was bemused by the cloud wo,”
Those companies that  have
already invested in LoT have typ
jcally taken a highly customised
approach. But it's another IoT chal-
lenge that without velume, and the
price reductions that come with
it, such an approach is also highly

expensive and oul of the reach of

most SMEs, Large companies are
almost twice as likely as SMEs to
be planning loT adoption. And
that’s even with acknowledgement
of IoT being a loeng-lerm project,
with most companies intending to
start small, connecting mayvbe a
few thousand devices, and grow-
ing lrom there, wilh most initially
using it to cut costs rather than
develop new services.

There are companics well down
the path in arranging their IoT

naw [oT davices

I 2 ; connect to the web

avary sacond

25bn

astimated loT connections by 2025
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readiness, The Weir Group, sup-
plier ol engineering selutions for the
minerals, ofl and gas industries, is
already providing smart products to
provide real-time equipment moni-
toring, with the future likely 1o see
such boons as predictive mainte-
Namncea I]".l AL Il.1l]!121|'|1t‘l'.1| fon.

“How to gel enough Craction in the
near term to demonstrate the poten-
tial; how to put infrastructure in
place; how to integrate [oT into estab-
lished infrasiructure. We've worked
through these questions and think
i lot of businesses will be doing the
same,” says Weir Group’s 10T prod-
uct management director Alasdair
Monk. "But it takes significant com-
mitment, a leap of faith. As tends 1o
happen with digital disruption, busi-
nesses that don't commit tend o get
left behind by the marker,”

Analysys Mason's McKenzie adds:
"It helps that we're starting o see
mare IoT suppliers raising aware-
ness through trials and proals of
concepl, bul we still need more sim-
plification and fewer buzzwords.
S
these suppliers bringing all that's
needed togelher on behall of induos-
try, both to ralse awareness amd
make deployment much casier.”

This would quickly raise confi-
dence, bul il needs © come soon
o maintain momenfum. Security
s a particular ol challenge. “The
impact of 1oT will, eventually, be
massive,” says Dan Wolff, IT security
expert, formerly of IBM and McAlee,
But right now there's a “huge black
hobe in understanding™ quite what a
challenge sccurity alone will be, for
both consumer and indusirial uses of
1o, added to which "there's a dearth
it".

1% a classic chicken amd cgg: once
the market is there, the products
will come. And, withour wishing
to add to the hype, the market is on
its way. Between 2018 and 20258, the
numbrer of global IoT conneclions is
expected o grow sevenlold to 5.3bil
lion, according to Analysys Mason,
ol pacing the growith rate for sman-
phones over Lhe same period, Seeing
this as a positive would be more
assured if, as Appnovation’s Dunbar
umderscores, the 10T industry, such

5 will e about a lot more of

of tech availabde wo deal witl

as il is, stoppred talking big in terms
of value, or of gimmicks, and started
focusing on the provision of solu
tiens te problems, But that will come,

“I think it"s incevitable there will
be a leething process while the new
ideas 10T proposes are bedded in,”
he says, "But once that phase is over,
it will be exponential how things
will then connect,” @
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Al helps

protect

endpoints Iin
the loT age

The internet of things has multiplied
opportunities for cybercriminals

to hack companies, but in this
increasingly difficult threatscape,
artificial intelligence can proactively
protect data, assets and individuals

he number of connected

devices is exploding as the

internet of things [loT) plays
an increasingly influential and trans-
formational role in nearly every walk
of life, at home, in the workplace,
on the streets and production lines
around the world. There will be 75
billion connected devices by 2025,
Statista predicts. and this will help
drive huge efficiencies for businesses
as well as eliminating mistakes from
manual processes,

As the number of devices contin-
uas to increase, so doas the sheer
witight of unstructured data within
enterprises. Cybercriminals seek to
manipulate such data for malicious
purposas, intercepting loT commu-
nications, from a sensor Lo a sarver,
user to user or sensor to user, and
altering its flow for their own per-
sonal gain. This could mean modi-
fying the data to steal information,
changing & value for financial gain or
even industrial sabotage and state
funded cyberterrorism,

The wide influence and availabil-
ity of loT, and cpportunities for mali
cious actors to intercept communica
tions, poses & major risk to businesses
However, cybercriminals don’t abways
try to attack inside the businesses
themselves because thet’s hard to
do. Theugh many prevention methods
within organisations are not as effec-
tiviz a5 business leaders would like, ¥5
per cent of companies do nonetheless
have & formal security policy in place
that is shared with emplovees, accord-
ing to an IDG study.

It is therefore far easier for hack
ers to concentrate on a business
user that is working remotely. such
as behind a personal firewall at homae
where the connection and devices
are far less secure,

The rise of digital personal assistants.
such as Google Home and Amazon
Alexa, has exacerbated this threat and
widened the attack surface. By tarpget
ingthese kinds of sensors, hackers have

new oppertunities for stesling sensi-
tive information. Last year, Security
Research Labs claimed malicious apps
could be designed to listen in on pao-
ple’s conwersations through Amazon's
Echo and Google's Nest devices.,

“We're seeing a very different kind
of threat,” says Adam Enterkin, senior
vice president of seles, Europe,
Middle East and Africa. at BlackBerry.
“It's not just the data itsell in its
rawest form that's under threat, but
alsovoice informeation, certainly from
aremote attack point of view. Anyone
has been able to use a microphone
for many years, but not had access to
it unless it was right in front of them.
That's definitely something we see
has changed.”

with flexible working only $et o rise
further, enterprizes need to ensure
they are secure. Yet while companies
are surely imvesting in cyber-pre-
vention, the frequency with which
high-profile breaches sre exposed in
the media is not slowing, The recent
attack on foreign exchange giant
Travelex is just the latest in a long line
of large companias whose customers
expected more robust cyber-pro
cesses from them. Often. hackers
aren’'t concernad about whather it's
a mobile, server or desktop, they're
just trying to get in by whetever
means they can.

“Some are now even chucking a
UsB key onto porches for kids to pick
up and then put into the home com
puter or laptop. The hecker then has
access to the families” systems.” says

Enterkin. "On top of that, an awlful lot |

of people will have similar passwords
for personal devices and their corpo
rate systems. 5o, once a home laptop
has baen infiltrated, hackers can deci-
pher passwords and get into corpo-
rate systems that way.”

A mentality shift is required among
IT security professionals to ensure
greater protection in the lolT age.
Chief information security officers
have spent years implementing
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Commercial feature

policy-driven  ways of protecting
their assets. data and individuals. but
enforcing the same rules and controls
on everyong results in very inflexible
ways of working.

Traditionelly, companies will deploy
their IT services, acquire policy-driven
devices and security measures, and
then see what's happening in their
environment., Based on information
they see around threats and vulnera-
bilities, thay than retrospactively try to
fix the issues that exist

This reactive approach cannot sur
vive for longin the fast-changing world
of loT. Instead, BlackBerry is advocat-
ing beginning with a "left shift”, which
requirasa full review of security meas
ures before deploying anything, rather
than the other way around. It imvolves
implementing a secure development
life cycle and ensuring software is

There is no other company in the
world that’s better positioned

to protect data through the
internet than BlackBerry

glready at a certain security standard
before it is deployed.

Crucially, it also means locking at
more adaptive ways of applying secu-
rity. driven by ertificial intelligence
[Al) and machine-learning algorithms
which learn from all the data and
behaviour that is monitored across
an enterprise environment. In the
IDG study, seven in ten IT profes
sionals said it's only & matter of time
before the window of vulnerability
has a negative effect on their busi-
ness continuity.

By feeding Al-driven insights back
into their systems. businesses can
close the window of vulnerability and
constantly evolve their approech to
sacurity. The transformative effect
Al has on security was the key driver
behind BlackBerry's acquisition last
year of cybersecurity firm Cylance,

"There's a huge amount of data col
lated in the loT. We can analyse that
data and start to build mathematical
algerithms which we then apply to an
Al process,” says Enterkin. "Besed on
this information, we can start to pre-
dict what’s happening. We can look
at avery single thing that"s happened
in melware and viruses over the last
30 years and predict how a virus or
& piece of malware in the future will
react and respond.

"By wusing Al and machine-learn
ing models, we elso end up in a

position where not only eare we more
secure, but there is fundamentally
a better user experience. Based
upon set metrics and an analytical
view, we can decide whether some
thing is normal or requires action.
BlackBerry is championing the user
exparience and enabling IT to be as
frictionless as possible for employ
eas, while providing robust security
at the same time

“There is no other company in the
world that's better positioned to pro
tect dete through the internet than
BlackBerry because we've been doing
it for the best part of 40 years. We can
provide security at any level, includ-
ing mobile devices, desktop and IoT.
There are 150 million cars around the
world today using BlackBerry software
to communicate. We are even operat-
ing on the International Space Station,
50 BlackBerry is much more than just
a mobile company. We provide security
with a seamless touch.”

For more information please visit
blackberry.com

*2zBlackBerry.

Intelligent Security. Everywhere.
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Peerin
throug

the world's
webcams

The so-called 'search engine for the
internet of things' exposes which
connected devices are at risk, and is being
used by the good and bad guys alike

Clive Thompson

here's something  deeply

unseltling aboul peering

inte olther people's inse-
cure webcams.

It was a January cvening and 1
was hanging on Twilter with Luke
Stephens, an ethical hacker, who was
sending me links hed found o web-
cams apen online. The devices didn't
have password protection turned on
Iy default and their owners appar-
ently didn't realise this. Like so many
internet of things (107} devices, the
CAMEras Were an nsecure mess.

I saw one camera that looked out in
the lobby of & building in India and

another in a Spanish plaza. Then,
mest alarmingly, 1 found one in a
house in Germany showing a clear
view of whal appeared o be a bed-
room, with a cabinet half open and a
small talde with a few bottles of waler
on it. Mobody was in view, 1 immedi-
ately elosed the browser window, leel-
ing like a creepy voyeur.

How haed Stephens and 1 found
all these open, insecure webcams?
Mot through any nefarious hacking.
We were using Shodan, the "scarch
engine for the internet of things™.

Shadan is a ol that lets anvone
search lor IoT devices online, Il vou

hunt for a particular piece of hard-
ware - a new voice-controlled ther-
mostat, say - it will provide yvou with
a list of them anywhere in the world,
O il vou type in the TP address of
your firm or house, Shodan will show
vou whether you have any public
devices online.

Much as Google "crawls” the inter-
net, pinging every webpage (o create
a massive list of them, Shodan crawls
the universe of Internet-connected
devices, It doesn’t actually log on 1o
them; il just records any metadata
Lhey publicly broadeast,

You might imagine that Shodan
wirtld Be a choice ool for black-hat
hackers. A search engine, ripe with
possibly vulnerable targels,

But in reality, it's mostly used by
while-hat security professionals, 1o
hed p them keepr their compa nies salfe,
Shodanand othersites thal haveblos-
samed in the wake of its success have
become a crucial way 1o lgure oul
whether any of their online devices
are accidentally insecure,

"Hackers will find vulnerabilities,”
as sShodan creator John Matherly
savs, “What's important is that you
respond in a timely manner amd fx
the bugs.” He launched the ool ten
vears ago and now 20 per cent of his
customers are securily professionals
within Fortune 100 firms.

What types ol things do white-hat
hackers find on shodany A dizzy
ing array of leaky devices, US-based
securily researcher Mate Warfield has
[onnd devices that were vulnerable Lo
ransomwareattacksand even Monero
mining fjack a
Dbusiness's devices amd use them illic-
itly Lo mine cryplocurrencies.,

Plus, new vulnerabilities are dis
covered dally, so whenever Warfield
hears of some new leaky, picce of
soliware or hardware, he can quickly

ks when botnets

use Shodan to check if his clients are
exposed. TIUs extremely useful when
vou need to quickly assess the risk,”
he notes.

Having even one loT device that's
vulnerable can become a  criti-
cal weak point for a firm. Becently,
Tom Lawrence, founder of secu-
rity firm Lawrence Systems, ran a
test (o show how this works. Using
Shodan, Lawrence found an exposed
prort on a device at the firm and dis-
covered an employee’s name on it
Using the name, Lawrence says:
"We found some records on them.
We found their LinkedIn,” This led
i the employee’s mobile numiber,
which allowed Lawrence to generate
"a phishing attempt through a pass-
word reset that you send to a fake link
on there”, Thus he demonstrated how
vou could break inte a firm through
one leaky device.

Many firms use Shodan o set up a
maonitor, a sort of Google alert, which
pings irshoedan findsa vulnerable loT
device suddenly alive on their net-
work, Nathan McNulty, who works
in security for a school district in
Oregon, recently had one such alert
ping when an employee pul a server
online and, through a single vpo,
left it exposed. "Fortunately, it had
ner data on it yvet when we found out,”
says McNulty, "but it could have been
very bad.”

Otherwhite-hat hackersuseShodan
1o hunt for so-called bug bounties,
checking major companies for vul-
nerabilities, then alerting the frm in
the hope of a reward, Stephens was
recently prospecting for bug boun-
ties when he found a company with
a device so insccurely configured
that it “allowed any hacker 1w gain
Tull control of that system”, he says.
"This level of access also would have
madde it casy 1o read from a database,
which contained personal details of
all cuslomers.”

sometimes  security  profession
als, just for curiosity's sake, will gzo
on a Shocdan salar, poking around
1o see whal unprotected devices are
aroumd. They quickly stumble across

RACONTEUR.NET—{ @
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I saw something
that allowed you
to change the
flow of water
through a city.

It was wide open

alarming stufl. Personal webcams
may be the least of the world's prob-
lems, but governments worldwide
are leaving mission-critical systems
Iving arouml uttedy exposed, accord-
ing to Martherly,

Security expert Daniel Miessler
says: "] saw something that allowed
vou [© change the [ow of waler
through a city. It was basically open-
ing amd closing the ports that control
the dam structure, It was wide open.”
He's also found exposed "power con-
tred systlems, water control systems,
manufacturing pant controls: the
nastiest stull you can imagine”™.

Warfield adds: "1 could write a
novel on the interesting and ter-
rifving things I've found.” These
include an insecure air-condition-
ing system for an Asian skyscraper
and a remote-controlled fire-sup-
pression water cannon at a port in
the South Pacific.

As Matherly concludes: "We live in
acrazy world.” Most white-hat hack-
ers seem resigned 1o the fact that
firms, and individuals, aren’t going
to stop putting Lo hardware online.
S0 they offer this important advice:
il vou buy an IoT gadger, immedi-
ately change the password, update
the software and put it on a separate
network. That way, if it gets hacked,
it won't e a stepping stone 1o your
email, financial databases or other
personal details, @

loT DEVICES MOST VULNERABLE TO ATTACK

Share of total 10T attacks, by connected device

75.2%

Router

15.2%

Connected

camera

2.1%

Firewall

5.4%

Multimedia
device

1.9%
Other

Symantes 200F
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Unleash the
potential of your
loT strategy

While loT increases visibility and
productivity, it can become a security
threat if implemented incorrectly.

Talk to us today to see how we can reduce
the security risks associated with loT.
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Playing the
IoT long game

How quickly will managers see a return on investment from
the internet of things? And how much is short-termism holding
back IoT’s potential?

Marina Gerner

he internet of things
(IoT) has huge potential.
According to one forecast,

there will be a trillion connected
computers in the world by 2035, built
into everylhing [rom cars o loasters.,
Collectively, such IoT devices, which
record, monitor and communicate
data, herald what some call the "sec-
ond phase ol the internet”,

Companies al the [orefront of
1ol are sef to be the winners of the
future. Bul we have vel o see what
industries and uses will benefit the
most, In many cases, [oT projects
might rake vears, and even decades,
o comie o Cruition. Al the same
time, the decisions of executive
managers are increasingly shaped
by short-term concerns.

Given that 10T projects involve
significant funding, a meaningful
return on investment (Rol} is cru-
clal. S0 how long should it take for

companies (o see an [oT Rol? Does
this vary across industries? And how
can we ensure the long-term think-
ing needed for 0T projects is not
hampered by managers' cgos and
short-lermismy

IoT projects can lake many [orms
from aptimising the performance
of eguipment on the factory Moo,

66

If managers’
evaluation and pay are
short term in nature,
they tend to favour
short-term payoft

1o utilising workspaces more effi-
cientlyand improving patienthealth
through wearable technoelogy. “I"ve
observed a few cases of successiul
lol application o improve produc-
Lion processes,” says Vilali Kalesnik,
director of rescarch for Europe at
Kescarch Afliliates, Multiple sen
sors are Maced around the produc-
tion line to provide engineers with
real-time information, collect data
and then apply machine-learning
algorithms o improve production.
“What is interesting albwu 1o is
how quickly you can see Rol,” says

Jon Forster, manager of the invest

ment trust Impax Environmental
Markets, “For instance, industrial
companies ollen adopl sellware
to make their operations more efli
clent and, indeed, tend to see Rol
prety much from day one; reduced
labour costs, the benefits of predic-
tive malntenance, for example.”

But while some indusiries might
benefit straightaway, others need
more patience. S0 how long does It
take for IoT Kol to pay off across a
variety of industries? Three vears, on
average, acconding to Gartner's 2019
ToT Implesmentation Trends Survey,
which included 501 companies work-
ing on loT projects. Some 32 per cent
of companies estimate they would
achieve financial payback for their
0T projects in one to two years, with
10 per cent estimating this would
take less than a year. Only 8 per cent
estimate they would have 1o wait for
mere than fve years,

Al the same time, we have yet 1o
see the Tull potential of 1oT. Kalesnik
compares the evolution of 1oT to the
introduction of Internel compa-
nies in the nineties, “If we were to
invest in search businesses back in
the late-nineties, we would probably

choose Yahoo! and AliaVista, OfF
course, today we know that Google,
which was a really geeky company
ar the time, is the winner,” he says.

Although the petential of online
sea rch businesses was obvious from
the onset, it was really difficult o
forecast which particular business
would win. In the same vein, it's yet
unknown which technologies, com-
panies and applications will bepeft
from IoT the most.

As [oT continues (o evolve, some
projects might take years and dec-
ades o develop, What happens if
Rol on 10T projects is only expected
once a manager has left the role?
Does this impact the decision-mak-
ing process?

Alter all, managers may nol have
the company's best inlerests at
heart, 1f thelr egos interfere. They
might choose to Invest in projects
that make money in the short
term, within their tenure, even il
potential 10T projects could bring
more value o the company in the
long run.

"Il managers’ evalvation amnd pay
areshort lerm in nature, they tend Lo
favourdecisions which favour short
term payoll over the long term,”
says Kalesnik. Research has
shown that executives
tend  to sacrifice
the long-term value
[Jf L'[ZIIH[JZ-I.Il'iEh o meet

shori-lerm earnings targets.,

In a 207 study, rescarchers
Alex Edmans, Vivian W. Fang and
Katharina A, Lewellen found that
stock options used as execulive
lncentives tend o make manage
ment sensitive to short-term stock
performance, They found such
focus on short-term  performance
leads to reduced research and devel -
opment, and investment.

sowhat can be done to counter this
tendency? Kalesnik suggests a longer
investing period for management
stocks of about three o five vears o
ensure managers have incentives o
look after the long-term value of the
company. What's more, he points out
that startups, where managers” prof-
its tend to be tied up wirth the equiry
they own for a long time, narurally
align with the long-term thinking
needed for [oT projects.

For companies 1o succesd with [oT,
the right managerial incentives are
kew. Alter all, the second phase of the
internet promises o be a long game. @

HOW LONG WILL IT TAKE TO ACHIEVE FINANCIAL PAYBACK

FROM loT PROJECTS?

Survey of companies working on loT projects

32% 10% 8%

One to two Less than

More than
years ayear five years

Gartnar 2019
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loT is gamechanger in
net-zero emissions

If renewable energy and green technology are saviours in the drive
towards net-zero emissions by 2050, the great enablers are those
bringing the internet of things to life

mart connectivity is now
enabling some of the UK's
most inténsive engrgy usars

te moniter what they wse, drastically
improve energy efficiency and slash
consumption at a time when all eyes
are on carbon neutrality,

“Winning businasses will be increas-
inghy defined by their ability to reduce
their carbon footprint. Advances in
cloud and edge-based technology
are a real gamachanger because they
transform energy-consuming assets
into intelligent, automated devices that
can boost efficiency,” explains Jordan
Appleson, chief executive of Hark,
a producer of real-time, cloud-based
monitoring and control systems.

Digital technologies under the
internet of things (loTh umbrella are
predictad to reduce global emis-
sions by up to 15 per cent in the next
decade. This will be critical in tack-
ling climate change and meeting the
Paris Climate Accord goals. Retail
food outlets alone are respansible for
3 per cent of all electricity consumed
in the UK and 1 per cent of green-
house gas emissions.

Yet the UK government has said its
energy targets for commercial build-
ings will not be met, the market isn't
delivering change fast enough and a
step-change is needed.

loT RESULTS FROM ONE OF THE
TOP FOUR UK SUPERMARKETS

24,000

assets monitored

100,000 |

sensors connected

“Deploying loT at scale, nationwide,
could help. It's one thing to monitor
and adjust a single refrigerator or 8
bank of lights, it’s another to do this
across an entire chain of supermarkets
or offices, at thousands of locations.
Then you realise what adding intelli-
gent controls achieves, The efficiency
gaing are impressive, making a real
difference to the bottom line.” says
Appleson, whose Hark Platform is used
by the biggest names in retail.

"Existing sensors in old assets can be
connected and overlaid with data from
new machinery, creating a unified data
feed. Machine<learning algorithms
help make predictions on energy use,
detecting anomalies. say a refrigera-
tor using more energy than it should,
or & high-energy asset that could be
automatically turned off when not
in use. It's about knowing where the
high-value, low-hanging fruit is when it
comes to efficiency gains.”

Connected laT devices feed informa-
tion from the edge to the cloud in real
time and the challenge is knowing how

| to analyse the sheer volume of data

200m+

daily readings

intelligently. Standardisation is difficult
as there's no cookia-cutter model and
no two companies are the same, This is
where case studies and experience are

| erucial. as is understanding the end-

600+

store rollout

to-end picture of energy use.

“You have to be agile, start off in one
location, with a couple of problems,
and scale up. Forward-thinking com-
panies get it. It's a journey with our

| clients. When it becomes a shared

£ Am+

saved in 12 months

challenge for everyone, we achieve
great things,” says Appleson, whose
award-winning. plug-and-play Hark
Platform is deployed by life science

and manufacturing companies, logistic
firms and smart building aperators.

“Changing human behaviour is the
biggest issue. You need to articulate
energy efficiency in peoples’ every-
day lives. By using push notifications
to politely nudge people, we can notify
facilities” managers by text to switch of f
devices. manage energy use or operate
machines efficiently, with feadback
from connected devices.”

IoT is driving more automation, espe-
cially with building heating and cool-
ing systems, which are huge energy
consumers. If the system knows how
many people are in there in real time,
then this can be used to automatically
turn off the system when everyone's
left. consarving power. This is usaful
during peak times when energy costs
are highest,

“We need to get a lot smarter about
how we use anergy. laT has so much
to offer. We can alse predict when
a machine is likely to break down,
pre-empting maintenance. Algorithms
now automatically analyse use pat-
terns, sending real-time alerts if some-
thing changes. We then priaritise call-
outs for engineers; this has an indirect
effect on fuel consumption for the
person sent to fix the asset. Every little
counts,” Appleson concludes,

For more information please visit
www. harksys.com

Hark?”



@ [ 1aT FOR BUSINESS

A silver bullet for
climate change?

The internet of things promises greater efficiency across a range
of industries, but the technology could have adverse effects if

managed incorrectly

Alexandra Leonards

eetering on the precipice,

COUNITICS ACTOss [hl: 'I.'i'[)l'hl

are desperately secking a
resolulion for the ongoing and has-
rening threat of climate change. Bur
with technologies such as the indus-
trial internet of things (o T already
reducing carbon  emissions and
boosting energy efliciency across
industries, the bigger picture could
start toe ook a little more promising.

IIoT measures the impact of

industrial processes and human
activity through sensors that can
monitor a whole range of lactors,
including everything [rom air and
water quality, 1o assessing pollu-
tion levels around factories, rivers
and cities, The technology can also
identily the more indirect impacts

of climate change by measuring
things such as Mood and river lev-
els, wind speed, lamnd erosion, the
activities ol bees and beehives, and
tracking animals or vegetation in
impacted areas.

“The internet of things is the dig-
ital skin ol our planel,” savs Alex
Gluhak, head of rechnology (1o7T) at
IMgital Carapult. "By measuring the
real state of the world through sen-
5015, we become aware of existing
issues and can rrack them over rime
as we use specific interventions to
combat these issues,”

[IoT can alse have a significant
impact on reducing the carbon oot-
print of processes. If does so by min
imising the use of natural resources,
including raw materials, electricity,

fossil fuels and water. Alongside
this, the technology can reduce pro-
duction waste and plavs a key role in
the tracking of material llow in the
emerging clreular economy.
Susanne Baker, associate direc-
tor  climate, environment  ancd

66

IoT is increasingly

recognised as an essential
element in our transition to

anet-zero economy

sustainability, at techUK, says: "loT
is increasingly recognised as an
essential element in our transition
to a net-zero economy.”

When combined with otherdigital
applications, such as 5G and artifi-
cial intelligence (AL, IoT could help
cut carbon by 15 percent, according
e the Waorld Economic Forum.

“loT can help make sense of the
raw data produced every minute by
the thousands of connected devices
that make up business operations,
supply chain and connected prod-
ucts,” says Ancdy Stanford-Clark,
chief technology officer at IBEM, UK
and Ireland. “IoT technology, espe-
cially when paired with Al can
improve resource efficiency, reduce
pollution, and stimulate new think-
ing and innovation.”

In farming, precision agricul-
ture is used to minimise the use of
water, fertiliser and pesticides. The
technology monitors soil minerals,
temperature and moisture. This
helps improve and increase yields,
and minimises the use aof both
resources and land, 10T sensors in
the soil and environment, along-
side the use ol algorithms, or “grow
recipes”, can improve the manage-
ment of farm resources,

[HoT could also help reduce the
harmful impact of greenhouse
gases  produced by livestock.
“There's potential for  reduced
methane from ruminants through
livestock health monitoring, for
example monitoring dietary health
and temperature of animals (o iden-
tify and treat animals, which helps
te reduce greenhouse emissions,”
cxplains Dr Nilufer Tuptuk of the
Department of Compuler Science,
University College London,

In the manulacluring industry,
sensors are used to order products
antanomically, thus opimising pro-
duction. IIoT is also being used 1o
monitor the energy consumplion
of manufacturing cquipment, cna
bling operators 1o idemily ineih-
cient equipment. Further precisce
monitoring ol external Fxclors can
reduce errars, resulting in less waste
and more eflicient use of materials.,

“Logislics companics can shorten
delivery routes through intelli-
gent route planning, tracking can
shorten delivery times through new
insights into the supply chain, prod-
ucts can be located, lewer products
are lost, which ultimately has a pos
itive effect on the climate by reduc
ing total dircet and indirect energy
consumplion,” sayvs Pascal Vigeli
of the ZHAW Zurich University ol
Applied Sclences, switzerland.

Inthe energy and utilities marken,
smart street lighting is being used
Lo reduce consumplion, and leak-
age sensors in water and gas pipes
are used 1o detect and repair losses
caused by leaks,

Extension of the liletime of goods
can also be attributed to the intro
duction of 10T solutions. Predictive
maintenance of goods, including
cars, electrical goods and constrc-
tlon equipment can enable longer
utilisation cycles. This means fewer
breakdowns and replacements, and
ultimately a reduction of waste,

On the surface, HoT appears Lo
generate only benefits, But the tech
nology itsellcan contribute 1o prod-
ucl waste, That’s because millions

84

of existing loT deploymeants can
address the UN's Sustainable
Davalopmeant Goals

259

| 777777

of these focus an industry,
innovation and infrastructure

199,

| 777777

of these focus on affordable and
clean anargy

1

werld Ecanamic Farum 1058

or even billions of sensors, and their
batteries, will necd 1o be disposed of
once their lifespans end.

“Theres the consideration that
building IoT compoenents them
selves  requires  resources  that
might have an adverse effect on
the planel,” says Digital Catapult’s
Gluhak, "There is already a lol of
rescarch on encrgy harvesting for
117 devices 1o get rid of batteries
completely or replace them with
bisdegradable materials.”

Gluhak believes that it's only
a matter of time before enough
breakthroughs are made 10 min-
imise lhese potentially harmlul
cnvironmental impacts.

Herwever, there is also anargunent
1 say that more efficiency, stimu-
lated by emerging lechnologies like
e, can result in more production
and thercefore more consumption.

“Any  lechnoelogy  that  sup-
porls efficiency and productivity
improvements conld in turn polen-
tially drive higher levels of pro
duction and consumption,” savs
techUK's Baker, “IL is important
therelore that these risks are prop-
ey understood in the context of
our national and sectar planning o
move 1o a post-fossil-Tuel sociery,”

The ability o cul wasle, make
better use of resources and reduce
carbon  emissions  makes  the
deployment of [oT across indus-
tries a largely positive slep lowards
combating climate change. But
alene, the technology is certainly
ner silver Bullet, It must be aligned
with the right policies and actions
L maximise ils potential and be
managed closely o ensure its
benefits are not affsel by lurking
environmental [laws, @
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Creating smart-city infrastructure
and a connected world

How Trilliant’s end-to-end platform technology is connecting the world of things

ver since the phrase “fourth

industrial revelution™  was

coined by Klaus Schwab,
founder of the World Economic Forum,
in 2005, much has been written about
the industrial internet of things {lleT),
a system which uses big data and
machina-learning to connect cities,
machines and people,

A cursery glance gt the internet, for
example, reveals a myriad of bene-
fits for the industrial sector including
increased safety, complisnce, flexibil-
ity and agility.

But what a quick internet search
doesn't reveal, says Peter Asman, an
aT and communications expert work-
ing for Trilliant, is just how many lloT
prejects fail.

“You can't just deploy an lleT pro-
gramme without having a systematic
and scalable architecture to aid you
in achieving an end-goal,” he explains.
“MNor is it possible to utilise the IloT
without also utilising 8 multi-layered,
end-to-end platform. which enables
the secure and frictionless exchange
of data. This is the secret to connect-
ing the world of things and this is what
Trilliant does. and does well.”

Im fact. Trilliant is unigue in this
respict. With a presence in 20 coun-
tries, it provides more than 75 of the
world’s largest companies with one
of the most advanced hybrid wireless
communications platform on the globe.

In the UK alone, several large organ-
isetions have benefited from Trilliant’s
data-driven networking solutions

In May 2009, for example, a large UK
enargy and home services provider
enlisted Trilliant’s help to lay the dig-
ital foundations that have enabled
the company to better link millions

53%

of Trilllant"s customers use the
platform for multiple applications

34

of Trilliant's customers use
multiple Trilllant technologles

500m

the number of end-users under
reach of the Trilliant platform

of datapoints from disperate assets
such as smart meters, gas meters and
smart thermostats,

Asman, who is Trilliant's vice pres-
ident of lloT and smart cities for
Eurcpe, Middle East and Africa, says:
“When the organisation approached
us, it had no way of gathering and har-
menising that data. Over the course of
meany months, we worked in concert
with the company to build & secure
and robust platform, which today
connects over six million smart meters
that communicate with their datacen=
tre in real time.

“The benefits for company and cus-
tomer are that the corganisation can
meniter the amount of gas being used
nationally, while consumers are guar-
anteed accurate billing.”

But it's not just large energy compa-
nies that are profiting from Trilliant's
leading-edge  technology.  Trilllant's
hybrid wirebess solutions technology is
also helping data-driven water compa-
nies to unlock their potential

In South Africa. for instance. where
drought almost left Cape Town's four
million pecple without sccess to water,
Trilliant is wsing its technology to help
cities in the region to understand how
to reduce water lsakages, while also
ensuring the quality of drinking water
remains high.

Although Asman is unable to disclose
the client's name, he says Trilliant is
warking with a water provider to detect
leakages in real time, “This is achieved
through the use of a series of sensors,
which enable greater efficiency and
contrel of an already limited water
supply.” he explains.,

But this transformation also relies

on digital harmonisation, something |

which Trilliant excels in. Working in
tendem with some of the world's top
sensor providers allows the Trilliant
lleT Platform to surface data from
many different types of sensors and
collect it all in a “single pane-of-glass
view”. For water providers like those
in South Africa. this single view into
their entire system provides them with
the ability to take swift and accurate
action when neaded,

Asman explains that this high level of
digital integration provides water com-
panies with the ability to manage kak-
ages, as well as pressure flows, proac-
tively. He notes that it also helps them
to manage change quickly, adding that
the ability to connect a multitude of
different sensors to the network is an
absolute prerequisite.

50 how does the so-called single
pane of glass translate into efficiency
sevings? With acoustic sensors fitted
across pipe infrastructure, Trilliant's

Our infrastructure provides a
living, breathing template for the
connected world of the future

data platforms can integrate all the
information in real time, enabling the
water management company to idan-
tify a leak within a range of 20 metres.

*The sensors can also monitor water
pressure and flow, and check the levels
of chlorine are always safe. What's most
important thaugh is that the platform is
able to adapt to the ever-changing needs
of the customer. whatever the use-case
and wherever they may be,” says Asman.

And it's this flexibility that he says
“gives Trilliant™s technalogy platforms a
vital edge” aver its rivals.

Asman, who joined Trilliant from
Spanish  multinational communica-
tions giant Telefonica, points to the
fact that Trilliant’s data networks utilise
both 2. 4GHz and 5.8GHz to serve every
international region.

Of course, it wouldn't be impossible
to build this variable system bandwidth

inte its network. without indus-
try-leading standards and world-class
security credentials.

Take agility, for instance. All of
Trilliant’s hybrid wireless communi-
cations conform to the latest industry
standards. But why does this matter?
Asman explains:  “With developers
bringing cut new sensors every day,
Trilliant’s platforms are designed to
be as fMlexible as they are robust. For
example, when a company chooses to
partnerwith us, it's our job to create an
interoperable platform infrastructure
where sensors, no matter how new to
the market they are, can communicate
effectively and powerfully with each
other through a single pane of glass.”

But accessibility means nothing with-
out leading-edge security. With Trilliant
providing mission-critical communica-
tions to & host of large organisations,
utility-grade security standards are an
absolute necassity.

“Keeping our customer’s data safe
lies at the heart of everything we do. All
Trilliant’s software utilises the Federal
Information  Processing  Standard,
which pravides a secure bedrock on
which our technologies are deployed
and maintained.” says Asman

Indeed, with more than 500 millien
end-users benefiting from its platform,
Trilliant is using its vast knowledge and

experience to build the smart cities of
the future. It is curreantly working with
partners in the United States, Europe
and Asia to connect people and cities
to the world of things.

But it's perhaps Trilliant's dedication
to their customers that is most aye
catching. By working in collaboration
with cities. wutilities. energy compa-
nies and even universities, Trilliant is
seeking to create not just a smart city
infrastructure, but an entirely con-
nected warld.

“0ur projects are ambitious and are
often trailblazing in their scope and
possibilities. Qur infrastructure pro-
vides a living. breathing template for
the connected warld of the future.”
Asman concludes.

That Trilliant, & company made up
of just ane person in 2008, is playing
an instrumental rele in shaping the
world's future is as empowering as it
is remarkable.

Learn how Trilliant can help connect
your world of things by visiting
trilliant.com,thetimes

2\ Trilliant
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Innovations that will
change your life

Interested in never buying vegetables, missing deliveries
or losing your keys again? These five internet of things
innovations from this year’s Las Vegas Consumer
Electronics Show, CES 2020, could help

Mark Frary

Modular farm for the
smart city

Planty Cube was one of the top inter-
net of things (IoT) solutions on view
at CES 2020, winning an innovation
award in the smart cities category.
Conceived by South Korea’s
n.thing, Planty Cube is a 40ft con-
tainer that has been reimagined
as a modular vegetable farm. IoT

devices in the container moni-
tor environmental factors such as
temperature and humidity, and
control feeding and watering.
Vertical farms, where crops are
grown in layers, are an increas-
ingly popular way to feed urban
populations. Planty Cube’s modu-
lar approach means such farms can
easily scale as demand grows for
their produce. The company says

"
Planty Cube
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the technique can increase yield up

to ten times and grown locally can

help reduce carbon emissions.
Crops grown in Planty Cube have

the advantage of being

free from harmful sub-

stances as they are cul-

tivated in a non-agro-

chemical environment

and can be eaten with-

out washing.

Home security for the
sharing economy

Another top IoT innovation revealed
at CES taps into the unstoppable
rise of the sharing economy and
short-term rentals in particular.
Igloohome announced the Smart
Mortise 2+ lock which works with a
mobile app to generate unique PIN
codes to let people
access properties in
real time without a

physical key.
The technology
used means smart
home owners can

Intelligent gardens for
smart homes

Agricultural IoT innovation that
turned heads at CES included the
Agrove, a personal smart garden for
growing your own produce.

The Agrove has sensors which
detect the microclimate specific to
each urban environment and pro-
poses plant varieties to grow. An app
then gives advice on how to plant
and maintain the plants. Watering
is fully automated and the applica-
tion predicts the doses of water to be
released according to the humidity
level and needs of the plant.

create time-sensitive PIN codes
with start and end times to ensure
their property is secured after each
renter departs.

Users can also unlock the Smart
Mortise 2+ with a high-security fin-
gerprint ID using a concealed biom-
etric sensor, Bluetooth keys and
RFID (radio-frequency identifica-
tion) devices.

Owners can access activity logs
which show dates and times of visi-
tor access. Smart Mortise 2+ also fea-
tures keypad security lockout, a panic
exit system, child and pet safety func-
tion, fire and tamper alarms, and
auto-relock.

Igloohome

b

Agrove founder Quentin
Rousselot, a farmer’s son, came up
with the idea after moving to the
city and being surprised by the diffi-
culty of finding tasty fruit and vege-
tables at a reasonable price.

He says: “To simplify mainte-
nance as much as possible, I had
the idea of putting technology at
the service of my vegetable garden
by integrating all
the knowledge of
experts in a mobile
application and
creating a vertical,
modular and intelli-
gent planter.”

Track your stuff
anywhere

Over the course of our lives, we
lose an average of 200,000 things,
according to technology company
Innowave. Their answer, unveiled
at CES, is the LEAP, a tiny, mul-
ti-sensor wearable device that uses
a range of different
tracking technol-
ogies to make sure
you don’t misplace
stuff ever again.
The LEAP is 42mm
in diameter, 11.5mm

No more missed
packages

Online shopping continues to increase
and with it the number of “while you
were out” cards. Go Nok Nok, show-
cased at CES, aims to cut down on
the number of missed deliveries and
reduce the problem of stolen packages.
A recent C+R Research study showed
that more than one in three US online
shoppers have had packages stolen
from their doorsteps.

Go Nok Nokis like a sophisticated cat
flap with an integrated video camera
and two-way speaker. When a courier
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thick, weighs 22gm and is water
resistant. It can be tracked through
5G mobile networks, but also using
direct communication with the
Globalstar satellite network, so
belongings can be tracked even in
the most remote locations. It has very
low power requirements and can last
for months on a single charge.

The device can be used to see
the last time an object moved and
whether it has gone into or out of a
specified area known as a geofence.
Suggested use-cases include track-
ing vehicles, expensive equipment,
children and pets.

Go Nok Nok

presses your doorbell, you are notified
in real time on your smartphone or
Alexa device, allowing you to unlock
the flap remotely.

The software also has an integrated
label scanner. The courier shows the
label to the camera and, if the app rec-
ognises the package is for you, it will
unlock the flap automatically.

Company founder
Rez Gachcar says the
Go Nok Nok s also use-
ful for vulnerable and
elderly people who do
not wish to open their
front doors. ®

Globally, 77% of firms have
zero or restricted visibility of
their supply chain.

Roambee's Real-time Monitoring Solution

Offers Supply Chain Visibility Even Where
Fleet Management, RFID & Dataloggers Fail.

X ©)

End-to-end real-time supply chain visibility across critical
shipping and warehousing scenarios:

® Multi-modal Shipment Monitoring (Road, Rail, Air & Ocean)

® Pharma Cold Chain Early Warning & Compliance

® Food Spoilage Prevention

® Damage Detection in Transit

® Supply Chain Security

® Warehouse Monitoring Without Complex RFID Implementations
® Returnable Packaging Monitoring Without Infrastructure

® Long-term Field Asset Monitoring

Roambee leverages Al-enabled decisions
backed by live loT sensor data from ‘Bees’
and robotic process automation (RPA) to ﬂ LA
streamline operations. This innovative lJ_I —

on-demand solution enables enterprises
to deploy real-time visibility with a scalable | ~ p
opex model that includes sensors, data W IR a T
analytics and a 24x7 control tower.

We are digitally transforming supply chains
globally across Automotive, Pharma, Food &
Beverage, Manufacturing, Airlines, 3PL &
Logistics, and Consumer Goods verticals at an
unforeseen pace. This is due to the ease of loT
adoption that Roambee offers! An enterprise
can monitor as little as 50 or 50,000 shipments
or assets without relying on its transport

Santosh Takoor )
VP - Sales & Marketing providers, mode of transport, or any warehouse

infrastructure setup.
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IT and OT come together to

drive digital transformation

Data is the lifeblood of the internet of things and connecting tissue of the
manufacturing industry, but creating truly scalable value means seamlessly
bridging OT and IT at all levels

ince the rise of computing in
the 1960s and '70s, advance-
ments in IT have been paral-

leled by developments in operational
technology (OT). Yet, while manufactur-
ing kept at the forefront of automation on
the factory floor, it fell behind other sec-
tors in digitising paper-based processes
at the plant level. Companies may have
deployed numerous systems - enter-
prise resource planning (ERP) and the
like - to drive improvements, but many
struggled to leverage the data collected
in their manufacturing plants because it
was such a large human undertaking.

Emergence of the internet of things
(IoT) in the last decade, however, has
accelerated their digital transforma-
tion journeys. New solutions incorpo-
rating advanced analytics have enabled
manufacturers to identify and antic-
ipate the failure of a machine based
on data insights generated through
the use of low-cost sensors and ana-
lytic programs that can interpret fac-
tors such as vibration, temperature or
throughput. By being able to predict
quality with loT, and also to prescribe
what to do through insights driven by
artificial intelligence, the potential is
there for manufacturing organisations
to transform from a position of making
improvements based on past learnings
to being able to prepare proactively in
the best way.

Despite the huge potential of loT, many
of the schemes thus far have been lim-
ited to pilot projects whereby manufac-
turers pick a certain problem area and
concentrate on the technology required
to solve specific issues. Typically that
means putting sensors in and getting
some loT gateways. They'll collect data,
combine information from their ERP
system and optimise processes to drive
improvements. While this provides value
to that individual use-case, the real chal-
lenge for a multinational company is
standardising and spreading improve-
ments across all sites.

“"What is often lacking is the capa-
bility to capture the knowledge you've
gained from that pilot in one individual
plant and then extend it across multi-
ple plants,” says Steve Garbrecht, tech-
nical product marketing director for
loT at Hitachi Vantara. “You want to take
the best practices from one site and
reinstitute them in another. There’s
this need for scalability, but the expe-
rience and resources out there to do it
are lacking. There are people who know
OT technology, but they lack knowledge
in how to institute some of the more
advanced IT architectures to really take
IT to the shop-floor environment.”

Hitachi Vantara is seeking to bridge
the gap between IT and OT, bringing to
manufacturing the production process
benefits that Toyota, another Japanese
giant, brought to the automotive indus-
try. Hitachi is in the unique position of
having vast experience in both OT, from
110 years as a manufacturer in its own
right, and IT, when for 60 years it has
developed data management architec-
ture, products and solutions. The com-
pany creates systems for use within its
own plants, but also the manufacturing
plants of its customers.

Earlier this year, Hitachi Omika Works,
which manufactures automation con-
trol systems for industrial operations,
was inducted into the World Economic
Forum’s Global Lighthouse Network
of advanced factories leading the way
in applying Industry 4.0 technologies
to drive efficiencies and operational
impact. The Omika Works factory
showcases Hitachi's Lumada solu-
tions, combining OT and IT technolo-
gies, and has reduced the lead time of
core products by 50 per cent without
impacting quality.

“We're bringing OT and IT together,
and it’s a really powerful combination,”
says Garbrecht. "What the Japanese
and Hitachi have found is that by being
able to improve the processes, which
include the people, materials, produc-
tion processes and the approach from
a manufacturing point of view, you can
gain competitive step-changes within
the marketplace. By making improve-
ments overall within not just Hitachi
butthe industry and society as a whole,
we can make things better for every-
body. A rising tide raises all ships.”

Factories generate an enormous
volume of captured production data
which could be used to drive trans-
formation, but 70 per cent of it goes
unused today, according to the World
Economic Forum. Until manufacturers
adopt new practices to manage and
derive insights from the data, and apply
those insights to business outcomes,
its potential will remain untapped.

Approaching data management
and data analysis in a consistent way
is imperative. Being able to com-
pare results and operations from site
to site requires data management
at both the edge and the site facto-
ry-floor level, and all the way up the
enterprise. There are two different
groups using the data. On one side are
the on-site operations and engineer-
ing teams that require visibility and a
quick analysis capability of the data.
On the other are data scientists, data
engineers and IT people doing more
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advanced analytics and designing
machine-learning models.

Between these two groups, manu-
facturers need a way to manage the
data so it can be shared in a timely
and correct way, or sometimes not
shared at all if regulatory or security
policies dictate so, or if it’s not worth
the costs of transmitting and storing
it in enterprise or public-cloud plat-
forms. Manufacturers, therefore, need
to be more curated at the local level to
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We're bringing OT and IT
together, and it’s a really
powerful combination

ensure data is cleansed, corrected and
in a suitable format before it reaches
the enterprise.

Traditionally, manufacturers look
at four possible root causes of poor
quality or performance on shop
floors - man, machine, material and
methods - and attempt to isolate
problems to increase efficiency and
productivity  through  continuous
improvement. In the loT age, they
have the chance to digitise kaizen, the
Japanese word for improvement, and
adopt advanced technologies to gen-
erate insights that identify where par-
ticular defects in quality can be traced.

“Industry 4.0 is about bold changes
that enable not just continuous
improvements but real transforma-
tion,” says Sath Rao, director of digital
solutions for manufacturing, indus-
try solutions marketing, at Hitachi
Vantara. “Leveraging a system of

insights can drive transformative out-
comes. Historically there’s been this
monolithic legacy system of records
and then islands of automation on the
shop floor. What was missing is the
focus on return on data. The fourth
industrial revolution is all about the
focus on cyber-physical systems that
can drive business agility. Establishing
the digital innovation foundation is
core to accelerating the digital trans-
formation journey.”

For more information please
visit hitachivantara.com

HITACHI

Inspire the Next
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Cultivating
the interne
of talent

Fear of losing your job to a robot
is nothing new, but is it time the
conversation shifted?

Nick Easen

or as long as there have
been robots, there have
been fears they will take

people’s jobs. The rise of the inter-
net of things (IoT) echoes these con-
cerns. An engineer no longer has to
monitor a machine or switch on a
bank of lights, IoT sensors can do it
instead. Smart devices may not be
an answer to the global talent short-
age, but they’re starting to impact
the work employees do.

The likes of heating, lighting
and maintenance are already
being automated, reducing rou-
tine tasks and eliminating others,
in offices and factories around the
globe. Demand for IoT is changing
the role of facilities managers in a
way that mirrors how self-service
checkouts disrupted customer ser-
vices in supermarkets or automatic
doors and monitoring systems have
affected guards and train drivers.

“The increased deployment of
data-driven technologies is rais-
ing social, legal and ethical ques-
tions about the impact on people
and their everyday lives. It’s vital
that we find ways to engage with
employees and the public, as well
as identify the issues so they can be
addressed,” says Julian David, chief
executive of techUK.

Thought leaders are keen to high-
light the strong demand for IoT isn’t
going to lead to mass redundancies
or answer post-Brexit talent short-
ages, an ageing demographic or lead
to less work for humans. Instead the
focus is on IoT helping people do
jobs better, with more productive
and added-value tasks, empowered
by data, redefining employment in
the process.

“It’s about giving people more
time to use their expertise where it
is more critically needed. With pre-
dictive maintenance, teams work in
new, more impactful and proactive
ways rather than reactively dealing
with disruptions, which means this

also minimises employee stress,”
says Belen Moscoso del Prado, group
chief digital and innovation officer
at Sodexo.

Ironically there is less worry about
job losses with the rise of IoT and
more concern over talent shortages,
as well as how to fill new roles cre-
ated by its increasing deployment.
IoT networks need new levels of
expertise focused on data analytics
and data science, but knowledge is
thin on the ground.

“IoT requires a set of information
and operational technology skills
that are often hard to find in com-
bination. Businesses face a skills
shortage, particularly in digital
engineering capabilities, and are
hindered by a fragmented sKills
system and a lack of systematic
engagement between education and
industry,” says Pat Nash, managing
director of InVMA.

Innovation in IoT has focused
on areas where machine-learning
easily beats humans, these are the
tasks that are first to digitalise, and
in the process retraining and filling
the skills gap becomes crucial.

“There will be a reshuffling of the
tasks that we typically do and ones
we will do differently because we
interact with machines,” explains
Ernst Ekkehard, chief macroe-
conomist at the International
Labour Organization. “The risk we
currently face is that many jobs
across different sectors are chang-
ing quickly and simultaneously;
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It’s about giving people more
time to use their expertise where
it is more critically needed

anticipating such changes is not
an easy task.”

This is also because organisations
are now deploying a “smart ecosys-
tem” approach. The key to success is
not confining demand for IoT to one
part of the business, but doing it at
scale and selectively where it makes
the most difference; this also has
implications for the workforce.

“IoT is not a fire extinguisher
and should not be applied to solve
everything, but used to enhance,
add value and improve the work-
place. It should ultimately bring
more benefits to workers, not elim-
inate them,” says Johan Carstens,
private sector chief technology
officer at Fujitsu.

Those deploying IoT solutions
talk of empowering employees,
not disempowering them, allow-
ing workers to do more, not less,
upskill not deskill. On the employee
side, absorbing all this change in
the workplace is a big issue. “It will
become increasingly challenging to
stay relevant,” says Thomas Frey,
futurist and executive director of
the DaVinci Institute.

When it comes to talent short-
ages, the good news is IoT plays to
the strengths of a new cohort enter-
ing the workforce, Generation Z and
beyond. “They grew up alongside
technology and expect it in their
work. From Minecraft to Instagram,
they know how to use data in ever-
more creative ways to add value,”
says Jonathan Bridges, chief inno-
vation officer at Exponential-e.

Such creativity could in turn
be used to focus IoT sensors on
employee activity, defining a work-
er’s every move and how they oper-
ate. Companies are now increas-
ingly using IoT to gather data
about workforce movements, often

anonymised in this post-General
Data Protection Regulation world.
For instance, facilities managers are
sent text messages if they don’t turn
off lights or machines.

“Some monitoring has serious ‘big
brother’ associations, invading pri-
vacy and creating stressful working
environments. Given the impor-
tance of data to machine-learning,
there’s intense scrutiny of the legal
basis for the control of data and
whether the law should change,”
says Matt Hervey, head of artificial
intelligence at Gowling WLG. “The
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law does not cater well for the own-
ership of most data. Employees do
not own data collected about them,
but have rights affecting the data.”

Certainly, without proper com-
munication, scrutiny and educa-
tion on the benefits of IoT, mistrust
could grow. “There could be a back-
lash, especially if there are unions
involved. It’s really important to
bring everyone along with this jour-
ney,” Mike Jeffs, chief commercial
officer at Hark, concludes. Maybe
it’s time to start having that conver-
sation right now. ®

LACK OF TALENT AND TRAINING PRESENTS CHALLENGES FOR

ALMOST HALF OF IOT ADOPTERS

Percentage of loT adopters who selected the following challenges

Technical talent assessment

Not enough available skilled workers

Enough available skilled workers

No need for talent

10%7/7 7 7 7 777

Industry training assessment

Not enough available resources to train workers

Enough available resources to train workers

No need for training resources

0% 777 7 7 7 7 7"

Microsoft Azure 2019
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Protecting loT in the age of remote working

With consumers and businesses adopting smart devices at a scorching pace, the need for

security is a pressing concern for organisations, particularly with more and more remote workers

accessing corporate networks from homes increasingly connected to the internet of things

he internet of things (loT) is
transforming the way we work
and live. The ability to con-

nect nearly any object to the internet,
including lightbulbs, radiators, cars
and refrigerators, means consumers
and businesses are able to carry out all
manner of tasks in a smarter way. As a
result, loT devices are being adopted
on a huge scale around the world.

According to Cisco, 500 billion
devices are expected to be con-
nected to the internet by 2030. More
often than not, however, this myriad
of smart devices is completely unpro-
tected, as consumers ignore the
patches and updates they previously
took notice of for their laptops and
PCs, or the loT device manufacturers
just fail to issue them at all.

Four in ten digital households
worldwide have at least one vulner-
able device, according to the Avast
Smart Home Report 2019. Apart from
routers and network devices, media
boxes, security cameras and print-
ers are the most vulnerable and
these are often the point of entry
for hacks, from DDoS (distributed
denial-of-service) attacks to data
breaches, spying and blackmailing.

“Endpoint securityontheloT is pretty
non-existent at the moment as nobody
really thinks they need to install secu-
rity measures for their smart devices,
be it at home or in the office,” says
David Ryder, director of SMB (small
and medium-sized business) and MSSP
(managed security service provider) at
security firm Avast.

“For the vast majority of loT manu-
facturers, their main concern is sell-
ing products, designing them to work
easily and making them addictive.
Little thought is put into securing them
or even recommending any security.
They’re worried about having the con-
versation about security risks because
they believe it might deter people from
buying their products.”

With flexible working now widely
adopted by organisations of all sizes,
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We're going to be
securing things we
didn’t think we'd
have to secure

the security risks in people’s increas-
ingly connected homes is suddenly
a very major consideration for the
companies they work for. Their seem-
ingly innocuous unsecured smart
doorbell or lights could be a weak link
and give cybercriminals access to the
company network.

In one of the more high-profile cases,
hackers infected millions of home loT
devices with malware to attack DNS
(domain name system) provider Dyn
and bring down sites such as Twitter
and Spotify which rely on its services.
These kinds of DDoS attacks now
happen frequently and anybody who
isn't actively securing their loT devices
is obliviously participating.

The grey area between office secu-
rity and home security, and lack of
understanding on how to tackle the
problem, is creating significant chal-
lenges for organisations. Remote
workers often resent BYOD (bring your
own device) policies and try to find a
way to work around them. It's crucial,
therefore, for companies to acknowl-
edge that the model of the traditional
security perimeter is broken; it’s now
everywhere their workers, data and
devices will be.

“A lot of the attacks don’t happen
againstthe hard outer shell. Sometimes
they find the soft underbelly and
the remote worker is an increas-
ingly common source for attacking an
organisation,” says Ryder. "Frequently
they have access to the most sensitive
files, data and intellectual property in
a company. It’s important their secu-
rity perimeter is treated with as much
importance as the company’s head-
quarters security perimeter.

“Organisations must secure remote
workers and devices wherever they
roam. The same security posture they
have in their office environment needs
to be applied to remote workers and
implementing that is one of the biggest
challenges they face.

“Avast Business has an always-on
solution that wherever workers are,
provides the same security they get in
the office. Even when working on an
insecure public wifi network, we pro-
vide two-factor authentication and
ensure the worker is always behind a
robust, cloud-based firewall. It's essen-
tial that this firewall is inspecting all SSL
(secure sockets layer)/https (hypertext
transfer protocol secure) traffic, oth-
erwise they're close to useless.

“loT devices are being adopted faster
than the security postures that most
organisations have put in place. We're

going to be securing things we didn’t
think we’d have to secure. Security
needs to be one of the foremost con-
cerns in any loT policy. Avast Business
recognises this and we have put in
place systems that ensure we are able
to inspect traffic from all loT devices.

“We provide a multi-layer security
approach, at both the endpoint and
network level, for remote workers and
all loT devices, from the smallest gate-
ways to the large corporate centre.”

Although security tools and technol-
ogies are vital to protecting compa-
nies in the age of loT, one of the best
defences, and indeed vulnerabilities,
can often be the workforce itself.
Remote workers with the right aware-
ness are more likely to not only iden-
tify threats and alert the right people,
but also prevent issues from occurring
in the first place by ensuring they are
doing all they can to keep their home
loT devices secure.

For more information please visit
https://www.avast.com/en-gb/business
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Four security tips for the remote worker

Secure your router

Household routers are central to

loT network security, yet Avast

has found 60 per cent are vulnerable.
They all come with a default password
that should be changed immediately

to something impossible to crack.
Making sure the security protocol
is WPA2 (wifi protected access Il) is
also critical and provides a strong
foundation of basic security.

Change other default passwords
The router isn’t the only thing you
should be changing passwords on.

No matter what the device is, when
given the option you should always
change the default password to

something complicated. Two-factor
authentication, if available, should also
be enabled. Password managers are
very handy and mean you don’t have to

remember them all.

Read the settings and connect

only if necessary

loT devices are created to be
simple: take them out of the box, plug
them in and away you go. However,
each one is a possible gateway for
a hacker. Take the time to purchase
devices with an encryption standard,
to read the security settings and only
connect them at the times you need
them. For example, if you only drink
coffee in the morning, your connected
coffee maker shouldn’t be on all day.

Get additional security and

always run updates

It’s important that remote
workers realise they are as responsible
for cybersecurity as their company is.
A strong antivirus protection product
is a necessity and loT devices must be
kept updated with the latest versions
available from the manufacturer.
Updates often include security patches
for flaws or bugs, which will help keep
hackers at bay.

Do we really
want connecte
beauty?

The beauty industry has been an
unexpected player in consumer electronics,
but are smart brushes and skincare apps
really what customers want?

Katie Deighton

ack in 2015, L'Oréal jolted
attendees at Dreamforce
awake. Delegates at the

annual Salesforce conference had
endured days of pitches for digital-
ised sales pipelines and customer
retention management systems. They
hadn’t banked on someone show-
ing up and talking about technology
in the beauty industry. They hadn’t
expected a “connected eyeliner”.
Dreamforce 2015 was something
of a marker for the multinational
beauty company, which was one of

the first to take the concept of the
internet of things (IoT) and apply it
to something as aesthetic as a mas-
carawand.

Until then, IoT had largely been
spoken about in the context of busi-
nesses such as Google, Cisco and
IBM. Now, here was a L'Oréal execu-
tive suddenly talking about tracking
the behaviour of customers through
their eyeliner or lipstick.

But behind the scenes, L'Oréal had
been goingthrough abusinesstrans-
formation. The year before it had

Plush Design Studio/Unsplash

launched its Make-up Genius app,
which enabled customers to “try
on” make-up shades through aug-
mented reality (AR) before purchas-
ing. It went on to acquire the com-
pany behind the tech, ModiFace, in
2018. L'Oréal then tasked head of its
technology incubator Guive Balooch
to start building a global team of
engineers, user experience special-
ists and industrial designers.

Connected innovations began to
roll out across L'Oréal’s portfolio.
Kérastase created asmart hairbrush,
Vichy launched its SkinConsult Al
and La Roche-Posay developed UV
Sense, a wearable sensor that tracks
exposure to damaging sunlight.

L'Oréal was by no means the
only brand to welcome tech in the
beauty industry. Neutrogena devel-
oped its SkinScanner, a magnifying
device that clips on to an iPhone
and analyses the likes of pore size
and wrinkle deepness. At the pre-
mium end of the beauty spectrum,
Shiseido revealed its Optune sys-
tem, an app-connected machine
that processes skin, sleep and envi-
ronmental data, and dispenses a
customised serum based on the
user’s reading each day.
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THE GLOBAL BEAUTY DEVICES MARKET

Projected market size

Prescient & Strategic Market Research 2018
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It is possible, even imperative,
for a brand to explore how to
bring the benefits of connected
technologies to customers

Arrival of connected tech in the
beauty industry was belated but
inevitable, according to Andy Hood,
head of emerging technologies at
digital agency AKQA.

“The sector is prime for IoT,” he
says. “There is almost infinite vari-
ety in people’s skin conditions and
responses, physical appearance
and personal taste. This makes for
an industry where learning about
someone and applying what is
learnt to what is communicated to
them is clearly hugely important
and beneficial.

“Now, in an era when technologies
are cheap, data is easy to gather and
there are a great many ways in which
to turn these things into customer
value, it is possible, even imperative,
for a brand to explore how to bring
the benefits of connected technolo-
gies to customers.”

And yet, when was the last time
you saw a connected beauty device
in Superdrug? Why hasn’t Boots
cleared space for an IoT aisle? For
all that the beauty world hails the
arrival of tech-driven products as a
revolution, the consumer demand
for them has been muted at best.

This is most clearly displayed in
the market failure of a raft of beauty
technology. Samsung, for instance,
unveiled its S-Skin device to great
fanfare during the Consumer
Electronics Show (CES) in 2017;
three years later, it isn’t available for
purchase. And that Kérastase smart
brush? No longer on the market.

“Every year at CES you see all this
amazing technology from the big
brands and you rarely end up see-
ing them in stores,” says Benjamin
Lord, chief marketing officer of
beauty search engine Mira. “These
products are usually extremely
expensive, $300 or more. There's
definitely a lot of mistrust from
consumers. And the branding itself
is just not very good. The super-
futuristic positioning beauty brands
take, it’s probably not right.”

For Lord, beauty’s investment
play in IoT is currently just that, an
investment play. Periodically show-
ing up at tech conferences with
impressive IoT devices proves to
shareholders a brand is anticipating
future consumer trends and worthy
of headlines across a broad array
of media.

“The increase in connected tech-
nologies is not driven by customer
demand,” Hood agrees. “Beauty-
based businesses are using new
technologies to differentiate their
brand and provide new services that
elevate their products and evange-
lise their expertise, delivering more
value and being more attractive to
customers.”

But if delivering tech in the beauty
industry is an investor or public-re-
lations game, it’s certainly an expen-
sive one for most to be playing.

L’Oréal’s Balooch has built a team
that spans offices in San Francisco,
New York, Paris and Shanghai, and
developed IoT products for hair col-
our, lipstick colour and everything
in between. Its latest development
is Perso, a three-in-one system that
manages to combine IoT with AR
and artificial intelligence-gathered
Instagram trends.

Pioneering such products to a
company tied to a fast-moving con-
sumer goods business model, a leg-
acy manufacturing process and a
relatively price-elastic product cata-
logue hasn’t been easy, he concedes.

“We're going to see many more
new business models, more sub-
scription-based offers, more per-
sonalisation, maybe more products
that are made with exactly the right
amounts for what you're trying to
achieve, rather than it being just
one specific amount,” he concludes.
“We're at a critical stage where we're
trying to understand that value cre-
ation. But in a company like ours,
we're constantly looking to push the
boundaries. And it hasn't been as
difficult as I thought.” ®
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Tokyo on track for smartest Olympics ever

Robotic guides,
crowd control
directed by artificial
intelligence and
immersive virtual
reality are among the
technologies, enabled
by the internet of
things, set to excite
fans at Tokyo’s 2020
Olympic Games

Rebecca Hallett

t the 1964 Tokyo Olympics,
the world was wowed by
demonstrations of innova-

tive technology, such as the bullet
train. Fast forward and by the 21st
century Japan had cemented its sta-
tus as a technological world leader,
in areas as diverse as aeronautics,
robotics and consumer electronics.
It’s no surprise, then, that the To-
kyo 2020 Olympic and Paralympic
Games’ slogan is “Discover Tomor-
row”. But how might Japan use the
leading tech of 2020, notably the
internet of things (IoT), to make the
Olympics run smoothly?

Tokyo 2020 is a huge undertak-
ing. Around 11,000 athletes from
206 nations will be competing in 33
different sports and 7.8 million tick-
ets are being distributed. Though
4.5 million of these have been set
aside for the Japanese market, the
remaining tickets will go to visitors
from overseas. These visitors will
strain the city’s infrastructure, par-
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ticularly accommodation, transport
and waste management.

Security will be a key concern,
and high-tech approaches may
help with crowd control and risk
assessment. Venues will also need
to meet access requirements for
visitors with mobility restrictions,
and find ways to make the user ex-
perience smooth and enjoyable.

Tokyo has already implemented
many smart city ideas using IoT
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technology. With one of the most-
used public transit systems in the
world, integrated innovative tech-
nological solutions are vital to make
sure trains, buses and trams run
safely and on schedule.

Trains on the Yamanote sub-
way line depart every two to four
minutes, carrying a dizzying 34
million passengers a week. With
such high demand, periodic main-
tenance closures are a real prob-
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IoT will play a key role in
responding to the real-world
problems presented by an
event on this scale with
digital technology

attend in person.
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Tokyo 2020 and the race for 5G

Underlying much of the technological innovations
proposed for Tokyo 2020 is 5G. Though it’s been
a buzzword for the past couple of years, this
high-speed mobile internet is technology only
now becoming available to consumers. Simply
put, 5G is very fast mobile internet, potentially
ten to twenty times faster than 4G, which enables
streaming of HD and 4K video.

On a larger scale, it makes data-intensive
communications possible in ways we haven’t
seen before, for instance enabling ultra-HD
footage to be transmitted and viewed with almost
no delay. This is the kind of application NTT
Docomo and Rakuten would be using for their
proposed virtual reality streaming of Olympic
events, potentially enabling an immersive
experience of the Games for those who can’t

And, of course, the applications don’t end

with live-streaming sports. The dramatically

reduced lag is incredibly useful in areas as
varied as video-gaming, piloting drones and
even remote surgery.

China’s Huawei is one of the most prominent
companies on the global stage when it comes
to the development of 6G infrastructure.
However, after effectively blacklisting the
company due to cybersecurity concerns in
2018, the United States will be looking to find
other providers of the technology.

If Japanese companies such as NTT,
Rakuten and NEC, which was involved in
the smaller-scale use of 5G at the 2018
Pyeongchang Winter Olympics, manage to
roll out 5G in any significant way for Tokyo in Tokyo
2020, it could have a real political impact,
establishing Japan as a major player in the
race for 5G.
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National Stadium

02

Inflatable statue

at Be the Change
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lem, so an IoT-based smart main-
tenance system was introduced
to minimise disruption. Sensors
attached to train cars collect data,
identify weak points, predict
equipment failures, and pinpoint
precisely when and where mainte-
nance is needed.

Tokyo is well on its way to develop-
ing a smart energy system. The 2011
earthquake and tsunami caused se-
vere power shortages, highlighting
the need for amore adaptable and re-
silient grid. This is where smart me-
ters and other energy management
technology come into play. The data
collected through these IoT devices
have already underpinned new en-
ergy-saving measures. According to
the Tokyo Bureau of Environment,
the scheme achieved a 27 per cent
drop in CO? emissions at the 12,000
registered facilities between 2010
and 2017.

This is all part of Tokyo’s plans to
use smart technology to become a
zero-emissions city. Development
around the Olympics will also play a
part, with the athletes’ village due to
be turned into a fully hydrogen-pow-
ered smart district after the Games.

To meet the challenges presented
by the Olympics, Tokyo’s existing
smart city tech may be developed
further, but we’ll probably also see
a few new things using cutting-edge
IoT and 5G technology.

Robots are emblematic of Japan’s
status as a world leader in futuris-
tic technology, so it’s likely they’ll
be front and centre at the opening
and closing ceremonies. Visitors
may be greeted by one of the Hane-
da Robotics Lab robots, which will
serve both as multilingual airport
guides and as security, scanning
bins for suspicious objects and
alerting human guards to unat-
tended luggage.

The International Olympic Com-
mittee has been working with Toyota
to develop vehicles powered by arti-
ficial intelligence (AI) for use in the
main stadiums. Some will use sensors
and cameras to deliver equipment to
athletes, while others will help fans
with accessibility requirements.

With its smart stadium concept,
telecommunications company
NTT is playing a key role in apply-
ing IoT technology to the Games.
High-speed internet at each venue
will enable everything from in-seat
food orders to live stats and replays,
while English-Japanese translation
AI chatbots will be installed on ro-
bots at the major venues.

Though it remains to be seen
whether the technology will be
ready by summer 2020, virtual real-
ity (VR) is also a major area of inno-
vation, using a distributed camera
network and the smart stadium’s
super-fast 5G to enable a live feed of
events. NTT’s Kirari project would
use IoT tech to create an immersive
VR experience of what’s happen-
ing. Rakuten has been working on
similar smart stadium VR tech, to
enable fans to preview seats before
booking them.

It’s likely that we’ll also see the
largest-scale application of AI-
based security measures ever at
Tokyo 2020, relying on real-time
updates from cameras and other
internet-enabled devices dotted
throughout the venues. Behind the
scenes, NEC and Intel facial rec-
ognition terminals will verify the
identities of the 300,000 accredited
people at the Olympics.

The general public are more like-
ly to spot drones owned by Raku-
ten or interact with robots which
look like the Games’ mascots, both
of which will also be equipped
with facial recognition technolo-
gy. Whether everyone will know
they’re being observed in this way

11,000

athletes

206

nations

7.8m

tickets distributed

when waving at the cute robot re-
mains a thorny issue.

Panasonic’s crowd-forecasting soft-
ware might also provide a glimpse of
the future of security at Tokyo 2020.
Using camera data from police ve-
hicles, the software would analyse
crowd movements to identify sus-
picious behaviour and help with re-
al-time management of crowd flow.
This could be used in combination
with security firm ALSOK’s emotion-
al visualisation robots, which flag
people showing high levels of anxiety
or aggression.

Tokyo 2020 is sure to be a show-
casenotonly of world-class sporting
talent, but of cutting-edge technol-
ogy in areas as varied as commerce,
security and accessibility. IoT will
play a key role in responding to the
real-world problems presented by
an event on this scale with digital
technology, and will contribute to
the most technologically exciting
Olympic and Paralympic Games
we’ve yet seen. @
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Ready to build your team...
and struggling to find the
right people?

That’s whene we can help...
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and can even deploy our own engineering staff.
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For more information, please get in touch
on info@paratuspeople.com
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