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Overview

Kofi Annan once said: “Cor-
ruption, is an insidious 
plague. It undermines de-

mocracy and the rule of law, leads to 
violations of human rights, distorts 
markets, erodes the quality of life, 
and allows organised crime, ter-
rorism and other threats to human 
security to flourish. This evil phe-
nomenon is found in all countries 
big and small, rich and poor.”

The then United Nations secre-
tary-general was speaking 11 years 
ago on the day the UN adopted its 
convention against corruption. The 
convention gave impetus to a wave 
of anti-corruption legislation across 
UN member states, such as the re-
cent Bribery Act in the UK. The UK 
and the United States, with its fierce 
Foreign Corrupt Practices Act, are 
the two nations leading the way 
in the fight against corruption at 
home and abroad. And the agencies 
that enforce these laws are enjoying 
something of a renaissance at pres-
ent, with the US Department of Jus-
tice in particular enjoying a string of 
successful prosecutions.  

Bribery and corruption are as old 
as mankind. The man on the street 
understands what they are and 
what effects they have. Such is our 
comfort with these concepts that 
the tale of corruption at Enron, the 
American energy company, can be 
made into a musical that plays on 
Broadway and in the West End.

Cyber crime is, though, a very 
different matter. Highly intelligent 

individuals, let alone the average 
man, have been left fumbling in the 
wake of the advances in information 
technology of the last two decades. 
The vast majority of us simply do 
not understand how information is 
being obtained, stored and dissemi-
nated in the modern world.

Sometimes these issues hit the 
headlines, such as the recent news 
that more than 100 female celebri-
ties had hundreds of intimate pho-
tos stolen from their private online 
accounts. Events like these prompt 
people to take action – in this case, 
to take far greater care to protect 
their cloud computing accounts with 
stronger passwords or, perhaps, not 
to take nude selfies on smartphones.

BREACH OF PRIVACY

The women affected by this gross 
breach of privacy had, it appeared, 
very little understanding of the 
technology they were using and how 
it might be compromised. An even 
darker side to the story was that 
the hackers had apparently gone 
completely undetected as they took 
what they wanted from the women’s 
accounts for many years.

Lessons learnt from episodes 
such as these apply to businesses as 
much as they do to individuals. It ap-
pears that many companies are be-
ginning to act with greater urgency.

The “big four” accountancy firms 
are somewhat a bellwether for the 
corporate community. Different 
practices within these professional 

services firms grow and shrink de-
pending on the services required of 
them from their corporate custom-
ers. Within the last year, all four 
have drastically grown the size of 
their cyber security practices. EY, 
for example, said that it would dou-
ble the size of its practice.

Some recent huge hacks have 
added to the sense of urgency about 
shoring up corporate cyber defenc-
es. In the largest known leak of per-
sonal information, hackers stole 152 
million records from 38 million cus-
tomers of Adobe, the software com-
pany, including credit card details, 
passwords and user names. eBay, 
the online marketplace, admitted 
earlier this year that 145 million 
customer records had been stolen 
by hackers. According to Risk Based 
Security, an information security 

firm, 822 million personal records 
were exposed in more than 2,100 
attacks globally in 2013.

The fear among businesses of 
hacking attacks is perhaps the rea-
son that nearly half of all companies 
believe their cyber security risk has 
increased in the last year, according 
to the 2014 Global Economic Crime 
Survey by PwC. This proportion is 

up from 39 per cent last year. Ac-
cording to PwC’s report, one in four 
companies suffered a cyber attack in 
the last year and about one in ten of 
these attacks caused financial losses 
of more than $1 million.

Of course, cyber crime is not the 
only threat to companies and, al-
though incidences continue to rise, 
it is the fourth most common type 
of fraud reported by companies, ac-
cording to the survey. Bribery and 
corruption is the third most com-
mon category, reported by 27 per 
cent. Bribery and corruption, too, 
are on an upward trend, with 13 per 
cent more reports in the last year.

The second most common type of 
fraud was procurement fraud, report-
ed by 29 per cent of respondents to 
the survey. Asset misappropriation, 
reported by nearly seven in ten, was 

the most common of all categories.
In all, more than a third of those 

surveyed by PwC – 37 per cent – 
said that they had fallen victim to 
economic crime in the past year, 
a rise from the previous year and 
the year before that. The statistics 
suggest that, new or old, fraud con-
tinues to pervade many corners of 
corporate life.  
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Case Study

Privacy-conscious consumers, like 
criminal hackers, have a reason to tar-
get data brokers, organisations whose 
sole purpose is to collect people’s infor-
mation to sell on to interested parties, 
primarily marketers. Given the nature of 
such businesses, company insiders at 
the brokers might not suffer paroxysms 
of guilt if they carried out their own 
attack on their employer’s network.
A US case tracked by investigators at 
Kroll in 2012 involved a particularly 
entrepreneurial employee who chose 
to use his role and access to company 
information to make thousands of 
dollars. Startlingly, the insider had 
actually contracted Kroll to investigate 
a missing laptop that contained sensi-
tive data six weeks prior to the start of 
the investigation into his own activities.
The affected company noticed 
something odd when old equipment, 
which was supposed to have been 
decommissioned, was still in use. Why 
was it still running when new servers, 
worth as much as $50,000, had 
been purchased? It 
emerged the 
perpetra-
tor of 
this 

particular fraud had bought up fresh 
systems so he could use the old ones 
to store certain business data and sell 
it off to interested outside parties. 
He set up websites on the systems for 
that very purpose, selling background 
information on his employer’s staff to 
any willing bidders, including hacktiv-
ists looking to de-anonymise people 
they believed to be wrongdoers, 
according to Kroll.
It got worse. Not only had he set up 
chat forums to discuss deals with 
potential buyers of the data, he 
decided to run a pornography site on 
one of the servers. All this was done 
using the business’ systems, sucking 
up power and bandwidth, at a further 
cost to the organisation.
Once Kroll had uncovered his activi-
ties, swift action was taken to fire the 
employee and begin criminal proceed-
ings. Everything was kept under the 
radar, due to the obvious embarrass-
ment the company would have felt, 
hence the continued anonymity.

But the breach could have easily 
been prevented, says E.J. 

Hilbert, head of cyber 
investigations at 

Kroll Europe, 
Middle 

East and 
Africa. For 
starters, 

the firm wasn’t properly monitoring in-
bound and outbound connections into 
the company network. If the firm had 
layered automated tools designed to 
pick up on anomalous activity on gate-
ways into the organisation, they would 
have been alerted to the unauthorised 
use of corporate computers.
The business also gave too much 
power to the fraudster, granting him 
access to all information on the net-
work. There were close to zero checks 
on his activity. Indeed, it was only 
through an audit of new purchases 
that suspicions were raised.
Mr Hilbert believes the company 
relied too much on technologies, such 
as firewalls and intrusion detection 
systems, to counter threats. “We think 
tech is going to capture everything for 
us,” he adds. “But don’t just rely on the 
technology… You can’t throw a bunch 
of words at a computer and hope it 
writes a novel.”
Handpicked employees also need to 
be given oversight powers to watch 
the watchers, he urges. “Trust but 
verify is the key. Putting the keys to the 
kingdom in one person’s hand is a bad 
idea,” he adds. “You’ve got to put em-
ployees in the position where they are 
being watched and you don’t want to 
put them in a tempting situation. If you 
put someone in that situation, they’re 
liable to do something stupid.”  

Whether it’s tricking a victim to give away too 
much information over the phone or slick 
computer software which steals sensitive data, 
cyber fraudsters are pocketing big money, as 
Tom Fox-Brewster reports

There is a perception among 
the general population 
that cyber fraud is some 

modern esoteric art perpetrated 
by alpha geeks sitting behind key-
boards, clothed in hoodies, hiding 
in a darkened room. But in reality, 
present-day fraudsters tend to use 
old tricks to gain access to people’s 
bank accounts. They can still earn 
plenty of money by using trusted 
methods in the cyber realm without 
having to invest in the latest, sexiest 
hacking tools, which can cost up-
wards of £10,000.

The telephone remains a popular 
launch pad for identity theft. Using 
internet-enabled services such as 
Skype, hackers are able to hide their 
true identity, while voice manipula-
tion software allows them to tweak 
the frequency of their speech and 
easily dupe call centre staff, says Vijay 
Balasubramaniyan, chief executive 
and co-founder of Pindrop Security. 

Where relevant some even pre-
tend to have a speech impediment 
or to be a carer for a disabled caller. 
Once they have access to people’s 
online accounts and have changed 
the relevant usernames and pass-
words, they can quickly shift funds 
to their own coffers. 

In one case, Pindrop looked at the 
records of a large bank, reviewing 
300,000 calls. The bank knew of ten 
cases where fraudsters had called in, 
but Pindrop uncovered 115, includ-
ing one that led to an illicit $97,000 
(£58,000) wire transfer to Cambodia. 
Most companies think that just 2 per 
cent of their fraud exposure comes 
from the phone channel, but in real-
ity it’s more like between 30 and 80 
per cent, says Mr Balasubramaniyan.

SOPHISTICATED SCAMS

There are more sophisticated 
campaigns, ones that have resulted 
in huge profits for criminals. Con-
sidered by US law enforcement to be 
one of the evil geniuses of the online 
dark markets, Evgeniy Mikhailovich 
Bogachev is alleged to have run two 
of the slicker cybercriminal opera-
tions of recent memory, known as 
Gameover Zeus and Cryptolocker. 

The former saw as many as one 
million PCs infected with the Zeus 
malware, which siphoned off vic-
tims’ bank logins. The Cryptolocker 
“ransomware” encrypted hundreds 
of thousands of people’s files, mak-
ing them inaccessible before asking 
for payment to unlock them. Bo-
gachev and his crew were believed 
to have earned at least $100 million 
through such illicit means. 

Kroll, which carries out fraud in-
vestigations for businesses, has seen 
a recent rise in e-mail and social me-
dia account takeover, using similar 
strategies as the Gameover Zeus and 
Cryptolocker crooks. “In such cases, 
criminals will compromise e-mail 
and social media accounts and then 
send out communications as the true 
account holder attempting to trick 
the recipients into an action, such 
as clicking a link, installing creden-
tial-stealing malware or even pay-
ing a fake invoice,” says E.J. Hilbert, 
head of cyber investigations at Kroll 
Europe, Middle East and Africa.

Phishing websites, which look 
like they’re genuine versions of web 
services, are also common. As the 
sites appear to be legitimate, users 
are happy to enter their personal 
data, not realising they are being 
duped by identity thieves. Such data, 
however it is acquired, is often sold 
on underground web forums, mak-
ing it more likely the victims’ ac-
counts will be compromised. “Trade 
secrets and the intellectual property 
of a business can also be targeted,” 
notes Darren Hodder, director at 
Fraud Consulting.

Cyber Fraud

INSIDE JOBS

Then there are insiders to fret 
about. “We are increasingly seeing 
cases where trusted insiders are be-
ing used to assist cyber attacks from 
within the firms themselves,” says 
Paul Walker, head of forensic tech-
nology and discovery services at EY.

These moles are either purpose-
fully placed within the target organ-
isation or identified and turned, says 
Mr Walker. They can then be used to 
initiate attacks. Certain cases have 
seen infected USB sticks shoved into 
company systems installing mali-
cious software or malware on the 
corporate network to hoover up in-
formation. In other cases, the moles 
are used to identify weaknesses for 
subsequent attack. 

“By directly bypassing the firm’s 
security measures and installing mal-
ware directly on the target’s network, 
a wealth of information is made 
available for hackers to steal and 
distribute, and by use of insider tar-
geting agents, attacks can be stealthy 
and focused,” Mr Walker adds.

One reason why cyber fraudsters 
are causing such chaos – £266 billion 
a year in economic damage, accord-
ing to computer security software 
company McAfee, though this fig-
ure has been disputed – is that many 
companies are not using adequate 
tools to respond to attacks. A recent 
study from consultancy Protiviti 
revealed that only 10 per cent of or-
ganisations are taking full advantage 

of technologies such as anti-malware 
and digital intelligence systems that 
could help them detect and repel 
strikes on their infrastructure.

“Businesses need to recognise 
that they simply cannot protect 
everything – better to focus on pro-
tecting the digital assets that matter 
the most and would result in a ma-
terial loss to the business. The first 
step in this process is understand-
ing what is most important for the 
business to protect,” says Ryan Ru-
bin, managing director and leader of 
Protiviti’s UK security and privacy 
practice. “Companies will need to 
accept a degree of inconvenience in 
areas that matter most. However, if 
they are honest about the risks they 
can live with and prioritise the risks 
they are not willing to accept, solu-

tions can be implemented to mini-
mise this inconvenience.”

Active incident response pro-
cesses, proactive monitoring and 
greater “situational awareness” 
will all help businesses learn nor-
mal behaviour and detect anoma-
lies, which may be early indicators 
of fraud, Mr Rubin adds.

In the case of financial institu-
tions, though, they have to offer high 
levels of security by necessity and 
they rely on customers to be vigi-
lant too. When cybercriminals steal 
money from customer accounts, 
the cost is passed on to the banks 
once they hand out compensation. 
It’s not just businesses that have to 
wise up when it comes to security.

Trade secrets and 
the intellectual 
property of a 

business can also be targeted

Blowing  
the Whistle
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OLD TRICKS,  
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18,000
phishing attacks took 
place across Europe, the 
Middle East and Africa in 
the first six months of this 
year, costing organisations 
$154 million

31%
of the phishing attacks 
were in the UK – the 
highest number – with 
an estimated loss of 
$48 million

of identified fraud 
transactions originate 
in the mobile channel, 
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2012 and up 29% 
since 2013
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investigations at 

Kroll Europe, 
Middle 

East and 
Africa. For 
starters, 

the firm wasn’t properly monitoring in-
bound and outbound connections into 
the company network. If the firm had 
layered automated tools designed to 
pick up on anomalous activity on gate-
ways into the organisation, they would 
have been alerted to the unauthorised 
use of corporate computers.
The business also gave too much 
power to the fraudster, granting him 
access to all information on the net-
work. There were close to zero checks 
on his activity. Indeed, it was only 
through an audit of new purchases 
that suspicions were raised.
Mr Hilbert believes the company 
relied too much on technologies, such 
as firewalls and intrusion detection 
systems, to counter threats. “We think 
tech is going to capture everything for 
us,” he adds. “But don’t just rely on the 
technology… You can’t throw a bunch 
of words at a computer and hope it 
writes a novel.”
Handpicked employees also need to 
be given oversight powers to watch 
the watchers, he urges. “Trust but 
verify is the key. Putting the keys to the 
kingdom in one person’s hand is a bad 
idea,” he adds. “You’ve got to put em-
ployees in the position where they are 
being watched and you don’t want to 
put them in a tempting situation. If you 
put someone in that situation, they’re 
liable to do something stupid.”  

Whether it’s tricking a victim to give away too 
much information over the phone or slick 
computer software which steals sensitive data, 
cyber fraudsters are pocketing big money, as 
Tom Fox-Brewster reports

There is a perception among 
the general population 
that cyber fraud is some 

modern esoteric art perpetrated 
by alpha geeks sitting behind key-
boards, clothed in hoodies, hiding 
in a darkened room. But in reality, 
present-day fraudsters tend to use 
old tricks to gain access to people’s 
bank accounts. They can still earn 
plenty of money by using trusted 
methods in the cyber realm without 
having to invest in the latest, sexiest 
hacking tools, which can cost up-
wards of £10,000.

The telephone remains a popular 
launch pad for identity theft. Using 
internet-enabled services such as 
Skype, hackers are able to hide their 
true identity, while voice manipula-
tion software allows them to tweak 
the frequency of their speech and 
easily dupe call centre staff, says Vijay 
Balasubramaniyan, chief executive 
and co-founder of Pindrop Security. 

Where relevant some even pre-
tend to have a speech impediment 
or to be a carer for a disabled caller. 
Once they have access to people’s 
online accounts and have changed 
the relevant usernames and pass-
words, they can quickly shift funds 
to their own coffers. 

In one case, Pindrop looked at the 
records of a large bank, reviewing 
300,000 calls. The bank knew of ten 
cases where fraudsters had called in, 
but Pindrop uncovered 115, includ-
ing one that led to an illicit $97,000 
(£58,000) wire transfer to Cambodia. 
Most companies think that just 2 per 
cent of their fraud exposure comes 
from the phone channel, but in real-
ity it’s more like between 30 and 80 
per cent, says Mr Balasubramaniyan.

SOPHISTICATED SCAMS

There are more sophisticated 
campaigns, ones that have resulted 
in huge profits for criminals. Con-
sidered by US law enforcement to be 
one of the evil geniuses of the online 
dark markets, Evgeniy Mikhailovich 
Bogachev is alleged to have run two 
of the slicker cybercriminal opera-
tions of recent memory, known as 
Gameover Zeus and Cryptolocker. 

The former saw as many as one 
million PCs infected with the Zeus 
malware, which siphoned off vic-
tims’ bank logins. The Cryptolocker 
“ransomware” encrypted hundreds 
of thousands of people’s files, mak-
ing them inaccessible before asking 
for payment to unlock them. Bo-
gachev and his crew were believed 
to have earned at least $100 million 
through such illicit means. 

Kroll, which carries out fraud in-
vestigations for businesses, has seen 
a recent rise in e-mail and social me-
dia account takeover, using similar 
strategies as the Gameover Zeus and 
Cryptolocker crooks. “In such cases, 
criminals will compromise e-mail 
and social media accounts and then 
send out communications as the true 
account holder attempting to trick 
the recipients into an action, such 
as clicking a link, installing creden-
tial-stealing malware or even pay-
ing a fake invoice,” says E.J. Hilbert, 
head of cyber investigations at Kroll 
Europe, Middle East and Africa.

Phishing websites, which look 
like they’re genuine versions of web 
services, are also common. As the 
sites appear to be legitimate, users 
are happy to enter their personal 
data, not realising they are being 
duped by identity thieves. Such data, 
however it is acquired, is often sold 
on underground web forums, mak-
ing it more likely the victims’ ac-
counts will be compromised. “Trade 
secrets and the intellectual property 
of a business can also be targeted,” 
notes Darren Hodder, director at 
Fraud Consulting.

Cyber Fraud

INSIDE JOBS

Then there are insiders to fret 
about. “We are increasingly seeing 
cases where trusted insiders are be-
ing used to assist cyber attacks from 
within the firms themselves,” says 
Paul Walker, head of forensic tech-
nology and discovery services at EY.

These moles are either purpose-
fully placed within the target organ-
isation or identified and turned, says 
Mr Walker. They can then be used to 
initiate attacks. Certain cases have 
seen infected USB sticks shoved into 
company systems installing mali-
cious software or malware on the 
corporate network to hoover up in-
formation. In other cases, the moles 
are used to identify weaknesses for 
subsequent attack. 

“By directly bypassing the firm’s 
security measures and installing mal-
ware directly on the target’s network, 
a wealth of information is made 
available for hackers to steal and 
distribute, and by use of insider tar-
geting agents, attacks can be stealthy 
and focused,” Mr Walker adds.

One reason why cyber fraudsters 
are causing such chaos – £266 billion 
a year in economic damage, accord-
ing to computer security software 
company McAfee, though this fig-
ure has been disputed – is that many 
companies are not using adequate 
tools to respond to attacks. A recent 
study from consultancy Protiviti 
revealed that only 10 per cent of or-
ganisations are taking full advantage 

of technologies such as anti-malware 
and digital intelligence systems that 
could help them detect and repel 
strikes on their infrastructure.

“Businesses need to recognise 
that they simply cannot protect 
everything – better to focus on pro-
tecting the digital assets that matter 
the most and would result in a ma-
terial loss to the business. The first 
step in this process is understand-
ing what is most important for the 
business to protect,” says Ryan Ru-
bin, managing director and leader of 
Protiviti’s UK security and privacy 
practice. “Companies will need to 
accept a degree of inconvenience in 
areas that matter most. However, if 
they are honest about the risks they 
can live with and prioritise the risks 
they are not willing to accept, solu-

tions can be implemented to mini-
mise this inconvenience.”

Active incident response pro-
cesses, proactive monitoring and 
greater “situational awareness” 
will all help businesses learn nor-
mal behaviour and detect anoma-
lies, which may be early indicators 
of fraud, Mr Rubin adds.

In the case of financial institu-
tions, though, they have to offer high 
levels of security by necessity and 
they rely on customers to be vigi-
lant too. When cybercriminals steal 
money from customer accounts, 
the cost is passed on to the banks 
once they hand out compensation. 
It’s not just businesses that have to 
wise up when it comes to security.

Trade secrets and 
the intellectual 
property of a 

business can also be targeted

Blowing  
the Whistle

Page 10

OLD TRICKS,  
NEW CONS

Source: RSA Anti-Fraud Command Center

18,000
phishing attacks took 
place across Europe, the 
Middle East and Africa in 
the first six months of this 
year, costing organisations 
$154 million

31%
of the phishing attacks 
were in the UK – the 
highest number – with 
an estimated loss of 
$48 million

of identified fraud 
transactions originate 
in the mobile channel, 
a 68% increase since 
2012 and up 29% 
since 2013

47%

Image: Getty

Motivations  
behind cyber  
attacks CYBER CRIME 62%

HACKTIVISM 34%
CYBER ESPIONAGE 3%
CYBER WARFARE 1%

Source: hackmaggedon.com, December 2013

PERSONAL DATA AND PORN:
A CASE OF INSIDER FRAUD

www.nuix.com/cybersecurity
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People can now open accounts, man-
age their finances and make trans-
actions online, without having to go 
anywhere near a high street branch. 
And in recent years, services have 
moved on to mobile platforms, while 
other technologies, such as contact-
less cards, are also changing the way 
we transact. 

This has presented huge opportu-
nities for financial institutions – no 
longer restricted to geographic re-
gions, countries or local areas – which 
now have the ability to expand their 
customer base and grow revenue 
across the globe. 

THREATS AND VULNERABILITIES

But with the internet and other new 
channels have come fresh opportuni-
ties for fraudsters and criminal gangs, 
who are also able to take advantage 
of the inherent vulnerabilities of the 
digital landscape. “They can work 
together and create affiliations with 
each other in order to execute differ-
ent types of crime over the internet, 
rather than having to physically walk 
into a branch and hold it up,” says 
Mike Urban, portfolio director, finan-
cial crime risk management, at finan-
cial technology firm Fiserv. 

Much of the fraud committed 
comes from data that is openly avail-
able over the internet, such as social 

media, or which can be accessed 
through malware or online scams 
affecting customers. Financial insti-
tutions need to ensure they are in a 
position to identify suspicious trends 
and prevent incidents from escalating 
when they do occur. 

“Preventing financial crime be-
comes much more important as your 
customer base expands in different 
geographic locations where you might 
not have a footprint,” says Mr Urban. 
“Transmitting that information into a 
system that can continue to track 
and monitor developments, and 
identify when particular behaviour 
is starting to go sideways then be-
comes mandatory. 

“You need to be able to react to 
these threats in an automated fash-
ion, rather than relying on a human 
being to look at it first, slowing the 
process down even further , especial-
ly as criminals are getting quicker all 
the time.” 

PATCHY PICTURE

Many financial institutions have 
a patchy approach to the threat of 
fraud. “They have different areas that 
are focused on particular things,” Mr 
Urban explains. “Most institutions have 
a good card fraud programme in place, 
but that’s just focused on cards. The 
bigger you are, the harder it becomes 
to tie everything together. Some insti-
tutions may have multiple applications 
for the same process, depending on 
acquisitions or where the function is in 
the organisation.” 

Legacy systems are also an issue, 
he says, with institutions still having to 
rely on pulling data out of these while 
needing the flexibility to accommodate 
other packages as other investments 
or acquisitions are made. 

The solution, says Mr Urban, is a 
security platform which allows finan-
cial institutions to easily integrate 
legacy systems with the ability to 

adapt as new products – and threats 
– are introduced.

“It needs to be something that can 
be tailored to unique situations and 
then changed as required,” he says. 
“In the long run, it’s more effective 
because you have a platform where 
you can easily add new or changing 
types of crime scenarios, and adjust 
it as the criminals and the regulations 
change. Being able to tie all that in-
formation together also helps you 
make a better risk decision. We call 
it defence in depth.”

CRIMINAL MINDSET

Cases of fraud are only likely to 
get more aggressive and sophisticat-
ed in the future, meaning financial 
institutions have to start thinking 
along the same lines as the crimi-
nals themselves. “You have to put 
yourself in the mind of the criminal, 
during your risk assessments, to iden-
tify where they could get in,” says Mr 
Urban. “You have to be able to react 
as quickly as they can, even though 
they don’t have legacy systems and 
can whip up a piece of malware in a 
very short time.” 

Recent high-profile cases, such 
as those involving US retailer data 
breaches, where the credit and debit 
card details of millions of customers 
were accessed by hackers, have con-
tributed to a growing awareness of 
online crime in the public mindset. 
Mr Urban believes those institutions 
which can put in place a proven secu-
rity platform can turn what has up to 
now been a concern into a strength. 

“Everyone is aware of fraud in a 
way that maybe they weren’t five or 
ten years ago,” he says. “Often cus-
tomers who are impacted by fraud will 
actually leave the institution and go 
elsewhere. Those who can deliver a 
better customer experience will min-
imise the risk of losing revenue and 
damaging the bottom line.” 

The financial crime platform offered 
by Fiserv is used by more than 1,000 
clients in over 70 countries around 
the world and can empower clients 
to add or change detection scenarios 
in response to emerging threats.  
 
For more information visit  
www.financialcrimerisk.fiserv.com

Mike Urban, portfolio director,  
financial crime risk management, Fiserv
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With the internet and other 
new channels have come fresh 
opportunities for fraudsters and 
criminal gangs

Staying ahead  
of the hackers
The internet has transformed the way we live and work – and nowhere 
is this more apparent than in financial services, says Fiserv

Commercial Feature

Too many firms think an an-
ti-fraud policy is optional. 
It’s not. Let Neill Blundell, 

head of fraud at law firm Eversheds, 
scare the life out of you. “Business 
must implement anti-corruption 
measures in order to be able to show 
a defence of ‘adequate procedures’ 
under section 7 of the Bribery Act 
2010,” he says.

“All businesses should be aware 
that David Green QC, who is the di-
rector of the Serious Fraud Office, is 
currently lobbying to have a section 
7-type offence extended for any type 
of any fraud-related matter. This 
would mean that a company would 
need to have a fully implemented 
anti-fraud programme in order to 
avoid liability in circumstances 
where an employee or a third party 
commits frauds on its behalf. This 
would mean any type of fraud of-
fence and not just bribery.”

So what should this policy state? 
And how should it be implement-
ed? After all, you don’t want your 
wonderful document rotting in the 
bottom of a draw.

NO TEMPLATE

The tough news is that there’s no 
template. You can’t download one 
of these things. Bill Trueman, man-
aging director of consultancy UK 
Fraud and co-founder of Association 
of Independent Risk and Fraud Ad-
visors, says: “All businesses are dif-
ferent, as well as all business risks.” 
As for the concept of a regular health 
check: “I am afraid I do not know 
what one of these is and I go into a 
lot of businesses, many of them high-
street names, to help them with chal-
lenges and address issues.”

You need a unique, personalised 
plan. Fortunately, there is a con-
sensus on how this should be draft-
ed. Hitesh Patel, head of forensic 

fraud at KMPG, says the trick is to 
chop the problem into three. “Your 
policy needs a preventative part, 
to stop fraud happening to you; a 
detection part, so you notice when 
fraud has been committed; and a re-
sponse strategy. There will be many 
sub-components, but those are the 
key three ingredients.”

The prevention section starts by 
listing all the ways your firm could 
be compromised. For example, tel-
ecoms giant Telefonica explores the 
dangers of physical break-ins, of staff 
being duped, of digital penetration 
by hackers and shortcomings in the 
way it might hold sensitive data. The 
list includes a provision for “new” 
threats, which haven’t yet emerged.

IT partners will routinely of-
fer help identifying these threats 
and drafting responses. For exam-
ple, if you take online payments, 
then partners such as SagePay and 
WorldPay provide advice on how 
fraudsters operate, and how they 
can be combated by simple methods 
such as IP address flagging.

Next, establish a strategy for de-
tection. Fraudsters are incentivised 
to be as unobtrusive as possible. So 
how will you know you’ve been hit?

The obvious methods are stock 
checks and data security patrols. 

There are some pretty clever addi-
tional tools. Phil Beckett, manag-
ing director of corporate forensic 
firm Proven Legal Technologies, 
says: “You can analyse payments 
leaving an organisation looking 
for unusual transactions or pat-
terns of transactions. These can 
include relatively straightforward 

tests, such as duplicate and round-
sum analysis, as well as more com-
plex measures using tests such as 
Benford’s Law, standard deviation 
and regression analysis.” Benford’s 
Law states that the number one 
occurs 30 per cent of the time in 
financial data – it’s a golden clue 
for fraud identification.

Santander Bank is experiment-
ing with voice recognition soft-
ware, provided by Fonetic, which 
hunts for patterns and key words 
in conversations. During the Libor 
scandal, the traders were using code 
words. Fonetic claims to be able to 
tally words with transactions to flag 
up these misdeeds.

Third your policy needs a list of 
responses. If you lose data what 
will you do? If your bank account is 
drained of cash, who will you call? A 
detailed response strategy will help 
you respond fast to catastrophes 
when they strike.

But that’s not quite the end. You 
need an enforcement policy too. Your 
anti-fraud strategy needs to be im-
plemented companywide. KMPG’s 
Mr Patel says this starts in the 
boardroom. “You need a champion at 
board level. They should make state-
ments to be distributed throughout 
the organisation,” he says.

REGULAR TRAINING

Lessons in fraud may need to be 
annual, in the case of anti-bribery 
legislation, or more frequent. For 
technical stuff, shorter lessons are 
advisable. Sophos Anti-Virus’s head 
of security James Lyne warns: “Box-
check exercises get ignored.” He 
suggests: “Regular bite-sized video 
training and regular live tests to en-
sure staff know how to behave.” Phar-
maceutical firm Astellas took three 
years of lessons to drive home an-
ti-bribery legislation requirements.

 A common defect in implemen-
tation is staff resistance. Either staff 
are afraid to air confusion with poli-
cy or worried about whistleblowing. 
Corporate knowledge sharing body 
CEB suggests creating a Speak Up 
channel, available 24/7, via a num-
ber of routes from e-mail and voice 
to intranet and in-person. Impor-
tantly: “The two most common 
reasons that employees fail to use 
the Speak Up route are fear of re-
taliation and a belief that no action 
will result from a report,” according 
to CEB.

A strong anti-fraud policy won’t 
mean you are totally secure. No one 
can guarantee that. But it can mean 
you are legally in the clear and can 
react to threats with the minimal 
damage, which ought to mean you 
sleep a little easier.   

To fight fraud you 
need an official policy 
or programme. But 
what should go in it? 
Charles Orton-Jones 
has the answer

Your policy needs 
a preventative 
part, a detection 

part and a response strategy

Anti-Fraud Strategy Commercial Feature

PLAN
TO COUNTER FRAUD
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People can now open accounts, man-
age their finances and make trans-
actions online, without having to go 
anywhere near a high street branch. 
And in recent years, services have 
moved on to mobile platforms, while 
other technologies, such as contact-
less cards, are also changing the way 
we transact. 

This has presented huge opportu-
nities for financial institutions – no 
longer restricted to geographic re-
gions, countries or local areas – which 
now have the ability to expand their 
customer base and grow revenue 
across the globe. 

THREATS AND VULNERABILITIES

But with the internet and other new 
channels have come fresh opportuni-
ties for fraudsters and criminal gangs, 
who are also able to take advantage 
of the inherent vulnerabilities of the 
digital landscape. “They can work 
together and create affiliations with 
each other in order to execute differ-
ent types of crime over the internet, 
rather than having to physically walk 
into a branch and hold it up,” says 
Mike Urban, portfolio director, finan-
cial crime risk management, at finan-
cial technology firm Fiserv. 

Much of the fraud committed 
comes from data that is openly avail-
able over the internet, such as social 

media, or which can be accessed 
through malware or online scams 
affecting customers. Financial insti-
tutions need to ensure they are in a 
position to identify suspicious trends 
and prevent incidents from escalating 
when they do occur. 

“Preventing financial crime be-
comes much more important as your 
customer base expands in different 
geographic locations where you might 
not have a footprint,” says Mr Urban. 
“Transmitting that information into a 
system that can continue to track 
and monitor developments, and 
identify when particular behaviour 
is starting to go sideways then be-
comes mandatory. 

“You need to be able to react to 
these threats in an automated fash-
ion, rather than relying on a human 
being to look at it first, slowing the 
process down even further , especial-
ly as criminals are getting quicker all 
the time.” 

PATCHY PICTURE

Many financial institutions have 
a patchy approach to the threat of 
fraud. “They have different areas that 
are focused on particular things,” Mr 
Urban explains. “Most institutions have 
a good card fraud programme in place, 
but that’s just focused on cards. The 
bigger you are, the harder it becomes 
to tie everything together. Some insti-
tutions may have multiple applications 
for the same process, depending on 
acquisitions or where the function is in 
the organisation.” 

Legacy systems are also an issue, 
he says, with institutions still having to 
rely on pulling data out of these while 
needing the flexibility to accommodate 
other packages as other investments 
or acquisitions are made. 

The solution, says Mr Urban, is a 
security platform which allows finan-
cial institutions to easily integrate 
legacy systems with the ability to 

adapt as new products – and threats 
– are introduced.

“It needs to be something that can 
be tailored to unique situations and 
then changed as required,” he says. 
“In the long run, it’s more effective 
because you have a platform where 
you can easily add new or changing 
types of crime scenarios, and adjust 
it as the criminals and the regulations 
change. Being able to tie all that in-
formation together also helps you 
make a better risk decision. We call 
it defence in depth.”

CRIMINAL MINDSET

Cases of fraud are only likely to 
get more aggressive and sophisticat-
ed in the future, meaning financial 
institutions have to start thinking 
along the same lines as the crimi-
nals themselves. “You have to put 
yourself in the mind of the criminal, 
during your risk assessments, to iden-
tify where they could get in,” says Mr 
Urban. “You have to be able to react 
as quickly as they can, even though 
they don’t have legacy systems and 
can whip up a piece of malware in a 
very short time.” 

Recent high-profile cases, such 
as those involving US retailer data 
breaches, where the credit and debit 
card details of millions of customers 
were accessed by hackers, have con-
tributed to a growing awareness of 
online crime in the public mindset. 
Mr Urban believes those institutions 
which can put in place a proven secu-
rity platform can turn what has up to 
now been a concern into a strength. 

“Everyone is aware of fraud in a 
way that maybe they weren’t five or 
ten years ago,” he says. “Often cus-
tomers who are impacted by fraud will 
actually leave the institution and go 
elsewhere. Those who can deliver a 
better customer experience will min-
imise the risk of losing revenue and 
damaging the bottom line.” 

The financial crime platform offered 
by Fiserv is used by more than 1,000 
clients in over 70 countries around 
the world and can empower clients 
to add or change detection scenarios 
in response to emerging threats.  
 
For more information visit  
www.financialcrimerisk.fiserv.com

Mike Urban, portfolio director,  
financial crime risk management, Fiserv
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Commercial Feature

Too many firms think an an-
ti-fraud policy is optional. 
It’s not. Let Neill Blundell, 

head of fraud at law firm Eversheds, 
scare the life out of you. “Business 
must implement anti-corruption 
measures in order to be able to show 
a defence of ‘adequate procedures’ 
under section 7 of the Bribery Act 
2010,” he says.

“All businesses should be aware 
that David Green QC, who is the di-
rector of the Serious Fraud Office, is 
currently lobbying to have a section 
7-type offence extended for any type 
of any fraud-related matter. This 
would mean that a company would 
need to have a fully implemented 
anti-fraud programme in order to 
avoid liability in circumstances 
where an employee or a third party 
commits frauds on its behalf. This 
would mean any type of fraud of-
fence and not just bribery.”

So what should this policy state? 
And how should it be implement-
ed? After all, you don’t want your 
wonderful document rotting in the 
bottom of a draw.

NO TEMPLATE

The tough news is that there’s no 
template. You can’t download one 
of these things. Bill Trueman, man-
aging director of consultancy UK 
Fraud and co-founder of Association 
of Independent Risk and Fraud Ad-
visors, says: “All businesses are dif-
ferent, as well as all business risks.” 
As for the concept of a regular health 
check: “I am afraid I do not know 
what one of these is and I go into a 
lot of businesses, many of them high-
street names, to help them with chal-
lenges and address issues.”

You need a unique, personalised 
plan. Fortunately, there is a con-
sensus on how this should be draft-
ed. Hitesh Patel, head of forensic 

fraud at KMPG, says the trick is to 
chop the problem into three. “Your 
policy needs a preventative part, 
to stop fraud happening to you; a 
detection part, so you notice when 
fraud has been committed; and a re-
sponse strategy. There will be many 
sub-components, but those are the 
key three ingredients.”

The prevention section starts by 
listing all the ways your firm could 
be compromised. For example, tel-
ecoms giant Telefonica explores the 
dangers of physical break-ins, of staff 
being duped, of digital penetration 
by hackers and shortcomings in the 
way it might hold sensitive data. The 
list includes a provision for “new” 
threats, which haven’t yet emerged.

IT partners will routinely of-
fer help identifying these threats 
and drafting responses. For exam-
ple, if you take online payments, 
then partners such as SagePay and 
WorldPay provide advice on how 
fraudsters operate, and how they 
can be combated by simple methods 
such as IP address flagging.

Next, establish a strategy for de-
tection. Fraudsters are incentivised 
to be as unobtrusive as possible. So 
how will you know you’ve been hit?

The obvious methods are stock 
checks and data security patrols. 

There are some pretty clever addi-
tional tools. Phil Beckett, manag-
ing director of corporate forensic 
firm Proven Legal Technologies, 
says: “You can analyse payments 
leaving an organisation looking 
for unusual transactions or pat-
terns of transactions. These can 
include relatively straightforward 

tests, such as duplicate and round-
sum analysis, as well as more com-
plex measures using tests such as 
Benford’s Law, standard deviation 
and regression analysis.” Benford’s 
Law states that the number one 
occurs 30 per cent of the time in 
financial data – it’s a golden clue 
for fraud identification.

Santander Bank is experiment-
ing with voice recognition soft-
ware, provided by Fonetic, which 
hunts for patterns and key words 
in conversations. During the Libor 
scandal, the traders were using code 
words. Fonetic claims to be able to 
tally words with transactions to flag 
up these misdeeds.

Third your policy needs a list of 
responses. If you lose data what 
will you do? If your bank account is 
drained of cash, who will you call? A 
detailed response strategy will help 
you respond fast to catastrophes 
when they strike.

But that’s not quite the end. You 
need an enforcement policy too. Your 
anti-fraud strategy needs to be im-
plemented companywide. KMPG’s 
Mr Patel says this starts in the 
boardroom. “You need a champion at 
board level. They should make state-
ments to be distributed throughout 
the organisation,” he says.

REGULAR TRAINING

Lessons in fraud may need to be 
annual, in the case of anti-bribery 
legislation, or more frequent. For 
technical stuff, shorter lessons are 
advisable. Sophos Anti-Virus’s head 
of security James Lyne warns: “Box-
check exercises get ignored.” He 
suggests: “Regular bite-sized video 
training and regular live tests to en-
sure staff know how to behave.” Phar-
maceutical firm Astellas took three 
years of lessons to drive home an-
ti-bribery legislation requirements.

 A common defect in implemen-
tation is staff resistance. Either staff 
are afraid to air confusion with poli-
cy or worried about whistleblowing. 
Corporate knowledge sharing body 
CEB suggests creating a Speak Up 
channel, available 24/7, via a num-
ber of routes from e-mail and voice 
to intranet and in-person. Impor-
tantly: “The two most common 
reasons that employees fail to use 
the Speak Up route are fear of re-
taliation and a belief that no action 
will result from a report,” according 
to CEB.

A strong anti-fraud policy won’t 
mean you are totally secure. No one 
can guarantee that. But it can mean 
you are legally in the clear and can 
react to threats with the minimal 
damage, which ought to mean you 
sleep a little easier.   

To fight fraud you 
need an official policy 
or programme. But 
what should go in it? 
Charles Orton-Jones 
has the answer

Your policy needs 
a preventative 
part, a detection 

part and a response strategy

Anti-Fraud Strategy Commercial Feature
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Financial Services Fraud Opinion

Most fraud is committed within the financial 
services sector, causing significant loss of 
revenues, reputation and customer confidence, 
writes Chris Johnston

It is not only the banks 
job to fight fraud, it’s yours 
too, says Chris Skinner, 
chairman of the  
Financial Services Club

Scan the pages of almost 
any newspaper personal 
finance section or website 

and readers will find tales of woe 
and misery from the victims of fi-
nancial fraudsters. These stories 
relate how scams, such as phishing, 
vishing and others, are used on a 
daily basis to transfer five-figure 
sums into accounts controlled by 
fraudsters, and despite attempts to 
crack down on such practices, they 
keep on occurring.

The Office for National Statistics 
has estimated there are as many as 
3.8 million incidents of bank and 
credit card fraud annually in Britain, 
while Financial Fraud Action (FFA) 
says losses on UK cards rose by 16 
per cent to £450 million in 2013. 

FFA spokesman Craig Jones says 
that following the introduction of 
chip and PIN for credit and debit 
cards and other improvements in 
security, criminals are resorting to 
variations of deception crimes to 
trick people into disclosing their fi-
nancial details. “Vishing for exam-
ple – where fraudsters ring mem-
bers of the public and ask them for 
personal details while pretending 
to be from their bank or the police – 
has become an increasing problem,” 
he says.

Even financial professionals can 
fall victim to such scams, as Char-
terhouse accountants of Harrow, 
north-west London, found earlier 
this year when it was defrauded of 
more than £80,000. Because staff 
were tricked into divulging security 
information over the phone, Nat-
West has refused to compensate 
the firm, which employs 28 people.

The resulting animosity in situa-
tions such as these means financial 
fraud is an ever-growing problem 
both for financial institutions as 
well as their customers. Nic Car-
rington, a partner in Deloitte’s fo-
rensic and dispute services division, 
says the scale of financial fraud has 
increased considerably in recent 
years. “People just keep on trying to 
find holes and, if they’re lucky, they 
only need a few successes to achieve 

very good returns. It’s a big issue for 
banks,” he says.

As well as trying to combat “ex-
ternal” fraud, which can also ex-
tend to sophisticated cyber attacks 
launched by criminals based aboard, 
financial institutions must remain 
hyper-vigilant to scams committed 
either by their own staff or with 
their co-operation. 

Since the financial crisis struck, 
banks and other financial compa-
nies have been forced by regulators 
to keep a much closer eye on their 
inner workings in a bid to combat 
rogue traders, such as Jérôme Ker-
viel, whose unauthorised trades cost 
Société Générale almost €5 billion in 
2008 and threatened its very survival.

RISK AND COMPLIANCE

Some big banks now have as 
many as 10 per cent of their staff in 
risk and compliance roles, which is 
a significant shift given that these 
employees are not direct sources of 
profit. “The regulatory agenda now 
is such that there is a real obligation 
on the institutions to report to the 
authorities… there’s an acceptance 
that the culture of financial servic-
es has somewhat changed – things 
have just moved on,” according to 
Mr Carrington.

One consequence of this shift 
has been a move by financial insti-
tutions to analyse data in a predic-
tive way to help identify unusual 
patterns of transactions or behav-
iour by staff. Rather than relying 
on “red flags”, there has been a 
move towards more sophisticated 
forms of analysis to reveal suspi-

cious activity. However, seeking 
to analyse the sheer volume of 
transactions in financial services 
remains one of the difficulties in 
trying to identify rogue employees 
or suspicious actions.

When fraud is exposed, financial 
institutions often use firms such as 
BDO to reveal exactly what took 
place and why controls failed. Rich-
ard Shave, head of financial services 

investigations at BDO, says his firm 
has been called on to examine a 
number of cases involving collusion 
by bank employees with external so-
licitors and valuers to make fraudu-
lent property loans. 

He says it is impossible to know 
how many instances of fraud, either 
internal or external, are not being 
detected, but the increased regu-
latory scrutiny means that fewer 

are now likely to slip through the 
net. “The level of data mining that 
the banks are doing now will have 
contributed to the increased levels 
of detection of fraud in financial 
services,” says Mr Shave. “Banks 
are throwing a lot of money at their 
compliance teams.”

Money laundering is another 
issue confronting financial institu-
tions given that several have been 

heavily penalised by regulators on 
both sides of the Atlantic in recent 
years. HSBC was fined a record $1.9 
billion (£1.2 billion) by US regula-
tors in December 2012 for allowing 
Mexican drug barons, among others, 
to use its accounts to launder funds. 
The bank subsequently spent al-
most $300 million upgrading its 
systems to prevent such failures in 
the future.

How institutions react in the first 
few hours after a fraud has been 
exposed can be critical in terms of 
tracking down the culprits, he be-
lieves, and some have better proce-
dures in place than others for deal-
ing with the aftermath.

Risk assessment is a key part of 
the fraud reduction process, but in 
Mr Carrington’s view not every in-
stitution is taking sufficient steps to 

identify where the potential vulner-
abilities lie in their systems. “If you 
don’t know what’s possible, then you 
don’t necessarily put in the controls 
to cover it – there is more that could 
be done,” he says.  

People just keep on 
trying to find holes and, 

if they’re lucky, they only need 
a few successes to achieve 
very good returns

With all the concerns 
about identity theft, 

card fraud, online scams and 
more, we are kept pretty safe 
by our financial system

TACKLING CARD FRAUD

Card fraud 
losses  
by type

Fraud losses 
on UK-issued 
cards, 2003-13

KEEP YOUR
MONEY SAFE

UK banks and card compa-
nies work on a basic model 
of acceptable risk when it 

comes to bank account fraud.  That 
was the reason for the introduc-
tion of chip and PIN, a scheme that 
cost UK retailers.  A decade ago, 
when this scheme was introduced, 
card fraud was anticipated to dou-
ble within five years as the use of 
a magnetic stripe payment with a 
signature was massively insecure.

The impact of chip and PIN was 
significant and best illustrated by the 
fact that the rate of fraud today is less 
than it was ten years ago, even with 
the rise of the mobile, social internet.  

Fraud losses on UK cards totalled 
£450.4 million in 2013 compared 
with £411 million in 2003. The 2013 
figure is deceptive, as it represents a 
16 per cent rise on the 2012 total of 
£388.3 million, a lower figure than a 
decade before. That seems pretty in-
credible when the number of cards 
issued has increased dramatically 
from 42 million cardholders in 2013 
to 47 million now, as has spending.  
Card spending today is more than 
£530 billion annually.  In other 
words, with all the concerns about 
identity theft, card fraud, online 
scams and more, we are kept pretty 
safe by our financial system.

You have probably noticed that 
alongside chip and PIN and se-
cure keys for online services, you 
have other checks and balances on 
your account that is changing over 
time. A good example is that you 

no longer need to enter a Verified 
by Visa or MasterCard SecureCode 
when making an online purchase if 
you are using your usual computer 
at home. That is because the card 
firms recognise it is your normal 
internet location and device that 
is making the purchase, so they as-
sume you are secure with this.

Nevertheless, we are starting 
to see some changes, especially 
when passwords are being regular-
ly compromised.  It was only a few 
months ago that everyone was told 
to change their passwords when 
the Heartbleed bug was discovered.  
Similarly, large and trusted websites 
and web services, such as eBay and 
Adobe, have had password files sto-
len in the last year, causing many of 
us to start using multiple, instantly 
forgettable passwords.

That has to change and it is. If you 
use the latest iPhone or Samsung 
Galaxy smartphone, both will take 
fingerprints for authentication of 
transactions. If you are a Barclays 
Bank customer, you can authorise 
actions securely just using your 
voice on the phone, as they have 
rolled out voice biometric authen-
tication this year.

These and other developments 
will continue as banks are always 
trying to be one step ahead of the 
criminals when it comes to fraud 
and, based upon the last ten years 
of statistics, they’re not doing a 
bad job of it. It is a shame that most 
customers are not, as almost half 
use the same password for all their 
logins, especially among younger 
demographics, with the most com-
mon passwords being princess, 
password and 123456. Therefore, if 
you are one of the people with these 
passwords, do everyone a favour and 
start protecting yourself online a lit-
tle bit too.   

FRAUDSTERS TARGET
FINANCIAL SERVICES Overseas fraud using 

UK cards, 2010-13
Fraud in the UK using 
foreign cards, 2013

LOSSES ARE SHOWN AS A PERCENTAGE OF TOTAL FRAUD  
AT UK MERCHANTS ON FOREIGN-ISSUED CARDS

UK-ISSUED CARDS OR CARD DETAILS  
USED FRAUDULENTLY OVERSEAS
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(GROSS IN US$ MILLIONS/ 
% CHANGE FROM PREVIOUS YEAR)

(AS PERCENTAGE OF TOTAL LOSSES)

LOST/STOLEN CARD
CARD ID THEFT
REMOTE PURCHASE
COUNTERFEIT CARD
MAIL NON-RECEIPT

2010
2011
2012
2013

2003 2013

2003

2004

2005

2006

2007

2008

2009

2010

2011

2012

2013

420.4/-1%

504.8/20%

439.4/-13%

427.0/-3%

535.2/25%

609.9/14%

440.0/-28%

365.4/-17%

341.0/-7%

388.3/13%

450.4/16%

27% 13%11% 2%26% 10%

29% 67%7% 8%

US
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LUXEMBOURG GERMANY ITALY

6% 5% 3%

22%

4%

16% 23% 23%

3%
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3% 5% 6%

5% 8% 9%

Source: Financial Fraud Action 2014
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Financial Services Fraud Opinion

Most fraud is committed within the financial 
services sector, causing significant loss of 
revenues, reputation and customer confidence, 
writes Chris Johnston

It is not only the banks 
job to fight fraud, it’s yours 
too, says Chris Skinner, 
chairman of the  
Financial Services Club

Scan the pages of almost 
any newspaper personal 
finance section or website 

and readers will find tales of woe 
and misery from the victims of fi-
nancial fraudsters. These stories 
relate how scams, such as phishing, 
vishing and others, are used on a 
daily basis to transfer five-figure 
sums into accounts controlled by 
fraudsters, and despite attempts to 
crack down on such practices, they 
keep on occurring.

The Office for National Statistics 
has estimated there are as many as 
3.8 million incidents of bank and 
credit card fraud annually in Britain, 
while Financial Fraud Action (FFA) 
says losses on UK cards rose by 16 
per cent to £450 million in 2013. 

FFA spokesman Craig Jones says 
that following the introduction of 
chip and PIN for credit and debit 
cards and other improvements in 
security, criminals are resorting to 
variations of deception crimes to 
trick people into disclosing their fi-
nancial details. “Vishing for exam-
ple – where fraudsters ring mem-
bers of the public and ask them for 
personal details while pretending 
to be from their bank or the police – 
has become an increasing problem,” 
he says.

Even financial professionals can 
fall victim to such scams, as Char-
terhouse accountants of Harrow, 
north-west London, found earlier 
this year when it was defrauded of 
more than £80,000. Because staff 
were tricked into divulging security 
information over the phone, Nat-
West has refused to compensate 
the firm, which employs 28 people.

The resulting animosity in situa-
tions such as these means financial 
fraud is an ever-growing problem 
both for financial institutions as 
well as their customers. Nic Car-
rington, a partner in Deloitte’s fo-
rensic and dispute services division, 
says the scale of financial fraud has 
increased considerably in recent 
years. “People just keep on trying to 
find holes and, if they’re lucky, they 
only need a few successes to achieve 

very good returns. It’s a big issue for 
banks,” he says.

As well as trying to combat “ex-
ternal” fraud, which can also ex-
tend to sophisticated cyber attacks 
launched by criminals based aboard, 
financial institutions must remain 
hyper-vigilant to scams committed 
either by their own staff or with 
their co-operation. 

Since the financial crisis struck, 
banks and other financial compa-
nies have been forced by regulators 
to keep a much closer eye on their 
inner workings in a bid to combat 
rogue traders, such as Jérôme Ker-
viel, whose unauthorised trades cost 
Société Générale almost €5 billion in 
2008 and threatened its very survival.

RISK AND COMPLIANCE

Some big banks now have as 
many as 10 per cent of their staff in 
risk and compliance roles, which is 
a significant shift given that these 
employees are not direct sources of 
profit. “The regulatory agenda now 
is such that there is a real obligation 
on the institutions to report to the 
authorities… there’s an acceptance 
that the culture of financial servic-
es has somewhat changed – things 
have just moved on,” according to 
Mr Carrington.

One consequence of this shift 
has been a move by financial insti-
tutions to analyse data in a predic-
tive way to help identify unusual 
patterns of transactions or behav-
iour by staff. Rather than relying 
on “red flags”, there has been a 
move towards more sophisticated 
forms of analysis to reveal suspi-

cious activity. However, seeking 
to analyse the sheer volume of 
transactions in financial services 
remains one of the difficulties in 
trying to identify rogue employees 
or suspicious actions.

When fraud is exposed, financial 
institutions often use firms such as 
BDO to reveal exactly what took 
place and why controls failed. Rich-
ard Shave, head of financial services 

investigations at BDO, says his firm 
has been called on to examine a 
number of cases involving collusion 
by bank employees with external so-
licitors and valuers to make fraudu-
lent property loans. 

He says it is impossible to know 
how many instances of fraud, either 
internal or external, are not being 
detected, but the increased regu-
latory scrutiny means that fewer 

are now likely to slip through the 
net. “The level of data mining that 
the banks are doing now will have 
contributed to the increased levels 
of detection of fraud in financial 
services,” says Mr Shave. “Banks 
are throwing a lot of money at their 
compliance teams.”

Money laundering is another 
issue confronting financial institu-
tions given that several have been 

heavily penalised by regulators on 
both sides of the Atlantic in recent 
years. HSBC was fined a record $1.9 
billion (£1.2 billion) by US regula-
tors in December 2012 for allowing 
Mexican drug barons, among others, 
to use its accounts to launder funds. 
The bank subsequently spent al-
most $300 million upgrading its 
systems to prevent such failures in 
the future.

How institutions react in the first 
few hours after a fraud has been 
exposed can be critical in terms of 
tracking down the culprits, he be-
lieves, and some have better proce-
dures in place than others for deal-
ing with the aftermath.

Risk assessment is a key part of 
the fraud reduction process, but in 
Mr Carrington’s view not every in-
stitution is taking sufficient steps to 

identify where the potential vulner-
abilities lie in their systems. “If you 
don’t know what’s possible, then you 
don’t necessarily put in the controls 
to cover it – there is more that could 
be done,” he says.  

People just keep on 
trying to find holes and, 

if they’re lucky, they only need 
a few successes to achieve 
very good returns

With all the concerns 
about identity theft, 

card fraud, online scams and 
more, we are kept pretty safe 
by our financial system

TACKLING CARD FRAUD

Card fraud 
losses  
by type

Fraud losses 
on UK-issued 
cards, 2003-13

KEEP YOUR
MONEY SAFE

UK banks and card compa-
nies work on a basic model 
of acceptable risk when it 

comes to bank account fraud.  That 
was the reason for the introduc-
tion of chip and PIN, a scheme that 
cost UK retailers.  A decade ago, 
when this scheme was introduced, 
card fraud was anticipated to dou-
ble within five years as the use of 
a magnetic stripe payment with a 
signature was massively insecure.

The impact of chip and PIN was 
significant and best illustrated by the 
fact that the rate of fraud today is less 
than it was ten years ago, even with 
the rise of the mobile, social internet.  

Fraud losses on UK cards totalled 
£450.4 million in 2013 compared 
with £411 million in 2003. The 2013 
figure is deceptive, as it represents a 
16 per cent rise on the 2012 total of 
£388.3 million, a lower figure than a 
decade before. That seems pretty in-
credible when the number of cards 
issued has increased dramatically 
from 42 million cardholders in 2013 
to 47 million now, as has spending.  
Card spending today is more than 
£530 billion annually.  In other 
words, with all the concerns about 
identity theft, card fraud, online 
scams and more, we are kept pretty 
safe by our financial system.

You have probably noticed that 
alongside chip and PIN and se-
cure keys for online services, you 
have other checks and balances on 
your account that is changing over 
time. A good example is that you 

no longer need to enter a Verified 
by Visa or MasterCard SecureCode 
when making an online purchase if 
you are using your usual computer 
at home. That is because the card 
firms recognise it is your normal 
internet location and device that 
is making the purchase, so they as-
sume you are secure with this.

Nevertheless, we are starting 
to see some changes, especially 
when passwords are being regular-
ly compromised.  It was only a few 
months ago that everyone was told 
to change their passwords when 
the Heartbleed bug was discovered.  
Similarly, large and trusted websites 
and web services, such as eBay and 
Adobe, have had password files sto-
len in the last year, causing many of 
us to start using multiple, instantly 
forgettable passwords.

That has to change and it is. If you 
use the latest iPhone or Samsung 
Galaxy smartphone, both will take 
fingerprints for authentication of 
transactions. If you are a Barclays 
Bank customer, you can authorise 
actions securely just using your 
voice on the phone, as they have 
rolled out voice biometric authen-
tication this year.

These and other developments 
will continue as banks are always 
trying to be one step ahead of the 
criminals when it comes to fraud 
and, based upon the last ten years 
of statistics, they’re not doing a 
bad job of it. It is a shame that most 
customers are not, as almost half 
use the same password for all their 
logins, especially among younger 
demographics, with the most com-
mon passwords being princess, 
password and 123456. Therefore, if 
you are one of the people with these 
passwords, do everyone a favour and 
start protecting yourself online a lit-
tle bit too.   

FRAUDSTERS TARGET
FINANCIAL SERVICES Overseas fraud using 

UK cards, 2010-13
Fraud in the UK using 
foreign cards, 2013

LOSSES ARE SHOWN AS A PERCENTAGE OF TOTAL FRAUD  
AT UK MERCHANTS ON FOREIGN-ISSUED CARDS

UK-ISSUED CARDS OR CARD DETAILS  
USED FRAUDULENTLY OVERSEAS
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(GROSS IN US$ MILLIONS/ 
% CHANGE FROM PREVIOUS YEAR)

(AS PERCENTAGE OF TOTAL LOSSES)

LOST/STOLEN CARD
CARD ID THEFT
REMOTE PURCHASE
COUNTERFEIT CARD
MAIL NON-RECEIPT

2010
2011
2012
2013

2003 2013

2003

2004

2005

2006

2007

2008

2009

2010

2011

2012

2013

420.4/-1%

504.8/20%

439.4/-13%

427.0/-3%

535.2/25%

609.9/14%

440.0/-28%

365.4/-17%

341.0/-7%

388.3/13%

450.4/16%

27% 13%11% 2%26% 10%

29% 67%7% 8%
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Source: Financial Fraud Action 2014
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For a practice that has his-
torically been associated 
with confidentiality clauses 

and shadowy backroom deals, whis-
tleblowing has enjoyed an unusual 
amount of publicity of late. Much of 
this, of course, is because of the sen-
sational case of the American gov-
ernment security contractor turned 
whistleblower Edward Snowden. 
But the corporate world has seen the 
issue thrust under the spotlight too.

In the UK, the Financial Conduct 
Authority (FCA) has made an effort 
to set out its stall since superseding 
the Financial Services Authority 
in April 2013. Data released earlier 
this year showed that the average 
number of whistleblowing reports 
received by the FCA was 38 per 
cent higher than its predecessor. It 
had also opened 50 per cent more 
investigations.

Meanwhile, in the United States, 
where whistleblowers are eligible 
for financial incentives, the Securi-
ties Exchange Commission recent-
ly made its highest-ever award to a 
whistleblower, of $14 million. Even 
in China, a country, fairly or not, sel-
dom associated with transparency 

and exemplary corporate govern-
ance, the powers that be have been 
eager to show they are paying atten-
tion to insider reports of fraud and 
other malfeasance.

This has been most clearly il-
lustrated by the recent case of an 
anonymous whistleblower at the 
Chinese arm of the British phar-
maceutical giant GlaxoSmithKline 
(GSK). What’s more, the story has 
a plot that would be at home in the 
pages of an airport thriller.

The chain of events began in 
January 2013 with an e-mail to 
GSK’s London-based chief execu-
tive Andrew Witty from an anony-
mous source, who had knowledge 
of the company’s Chinese opera-
tion. The e-mail alleged that the 
firm’s standard marketing practic-
es in the region “constitute bribery 
in the vast majority of cases”, and 

detailed the way in which illegal 
payments were allegedly made to 
doctors and other officials in a bid 
to push the company’s products. It 
named specific doctors and hospi-
tals, and quoted senior executives 
at the company and their private 
e-mail accounts.

GSK later revealed it had investi-
gated the claims using external legal 
and audit expertise, and that some 
fraudulent behaviour had been iden-
tified. This, the company said, “re-
sulted in employee dismissals and 
further changes to our monitoring 
procedures in China”. But GSK also 
said the investigation “did not find 
evidence to substantiate the specific 
allegations made in the e-mails”.

SEX AND BRIBERY CLAIMS

However, perhaps the most ex-
traordinary thing about the incident 
was that, along with the allegations 
of bribery and other wrongdoing, 
the whistleblower’s e-mail included 
a sex tape – a video of GSK China 
chief Mark Reilly and his longterm 
Chinese girlfriend that was filmed in 
his apartment, which Mr Reilly says, 
was recorded without his knowledge. 

In response, the company tasked 
investigator Peter Humphry with 
uncovering the identity of the whis-
tleblower. But Mr Humphry and his 
American wife were later charged by 
a Chinese court for illegally buying 
information relating to their work. 
In August this year, the pair were 
sentenced to a combined total of 
four-and-a-half years in prison and 
fines of £35,000.

In another twist, Mr Humphry 
went on to reveal, in a statement 
released from prison before his 
trial, that when he offered to inves-
tigate the bribery allegations in ad-
dition to establishing the source of 

tape, GSK instructed him that the 
claims in question had been shown 
to be false.

However, when he finally saw the 
whistleblower’s original e-mail, just 
weeks before his own arrest, he de-
scribed the allegations it contained 
as “totally credible”.

In an e-mail to colleagues he wrote: 
“I can only assume that they didn’t 
give them to us because they were 
afraid we would find the allegations 
credible and start verifying them... Ac-
tually I do believe every word of these 
allegations. They are totally credible.”

GSK, for its part, said that while 
wrongdoing by its employees in 
China had been uncovered, the per-
petrators had not been acting on in-
structions from the company.

Four highranking GSK executives 
were detained by Chinese police in 
connection with the case and, ac-
cording to reports, Mr Reilly was 
also “effectively detained” as the 
ruling Communist Party continued 
an anticorruption campaign under 
the leadership of Xi Jinping. It was 

announced in May that GSK would 
also be investigated by the Serious 
Fraud Office in the UK.

INCREASED AWARENESS

Michael Ruck, a financial servic-
es litigation specialist at law firm 
Pinsent Masons and former FCA 
lawyer, says the case is symptomatic 
of a wider trend. “There are clearly 
issues that GSK will now be address-
ing,” he says. “But, more widely, 
there has been an increased aware-
ness of bribery, corruption, money 
laundering and policies to counter 
these practices. I’ve noticed it par-
ticularly in the last six months or so.”

Mr Ruck adds that changing in-
ternational attitudes to bribery and 
fraud may force certain companies 
to rethink the way that they do busi-
ness. “Historically the risk of being 
caught out and having sanctions 
implemented would have been fair-
ly small. So, on a commercial basis, 
firms may have taken one decision 
in the past. But now we’re at a point 
where the risks are much greater. I’m 

not sure the same commercial deci-
sion would still stand. Particularly 
overseas, [sanctions] will be used as 
a political tool as well,” he says.

Professor David Lewis, convener 
of the International Whistleblowing 
Research Network, points out that, 
while the majority of corporates 
have a whistleblowing procedure 
in place, this doesn’t guarantee that 
best practice will be followed or that 
disclosures from concerned em-
ployees are always treated with the 
gravity they merit. Professor Lewis 
says: “Lots of employers take this 
very seriously, but certain organi-
sations and certain industries rely 
on conducting business in a certain 
way. If they get caught out on occa-
sion, and have to pay off a whistle-
blower or pay a fine, it’s viewed as a 
cost to the business.”

BIG FINES, BIGGER PROFITS

He adds that even apparently big 
fines, in the tens of millions, need to 
be seen in the context of the profits 
of the multinationals that pay them, 
which often run into the tens of bil-
lions of dollars.

Public scepticism regarding com-
pany procedures should be tem-
pered by the realisation that only a 
certain type of case tends to hit the 
headlines. “Of course, the media 
highlights cases where whistleblow-
ers get crucified or go to tribunals. 
What the media doesn’t bring out 
is successful whistleblowing [that 
remains internal and confidential 
within a company] because that’s 
not a story. It’s not in anyone’s in-
terest to demonstrate when it has 
worked,” says Professor Lewis.

If they are not commonplace, 
highprofile cases involving multi-
nationals do raise important issues. 

In 2011, Michael Woodford, the new 
British chief executive of Japanese 
camera manufacturer Olympus, 
resigned just two months into his 
role amid worries over $1 billion of 
improper payments made by the 
business to conceal its losses. Even-
tually the entire board resigned and 
Mr Woodford received a £10-million 
settlement, but not before his con-
cerns had fallen on deaf ears within 
the company and he had fled to Lon-
don for fear that his life was at risk.

When internal investigations 
arise from whistleblowing, they 
must almost always be carried out 
by the companies themselves or 
agencies in their employ. So it’s not 
difficult to imagine how the dynamic 
could result in conflicts of interest. 
However, Professor Lewis warns 
that any truly independent ombuds-
man would have to be funded some-
how and the question of when an 
ombudsman would be brought into 
action would be difficult to resolve. 
“It’s a thorny problem,” he says.

But the publicity surrounding 
prominent corporate cases such as 
these may prove to have positive 
consequences for businesses – if 
only as cautionary tales.

When it comes to dealing with 
whistleblowing within a business, 
Professor Lewis says: “The short 
answer is to take it seriously. Whis-
tleblowers tend not to be crackpots 
these days,” he says. So if an individ-
ual is serious and not acting out of 
malice, it may well be advisable for 
the employer to deal with the prob-
lem before it escalates.

“Because of the price to be 
paid,”  Professor Lewis adds, 
“commercial organisations know 
that it’s in their own interest to get 
their act together.”  

Lots of employers take this very 
seriously, but certain organisations 
and certain industries rely on 
conducting business in a certain way

Stories of whistleblowing can be like espionage thrillers, 
shining light into dark corners of the corporate world 
where the stakes are high, writes Edwin Smith

Whistleblowers Commercial Feature

FRAUD: 
NOT A SINGLE RISK, AN ECOSYSTEM
We help you look at the bigger picture, in a global context, applying our expert  
knowledge of crime and fraud to help you to mitigate the threats to your business. 

For further details on Marsh’s commercial crime insurance 
product, please contact:

Dean White
+44 (0)20 7357 2205
dean.white@marsh.com

Alexandra Chittock
+44 (0)20 7357 2291
alexandra.chittock@marsh.com
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WHY IS THE THIRD-PARTY RISK 
MANAGEMENT PROCESS SO 
DIFFICULT TO MANAGE?

Compliance professionals man-
aging third-party risk are faced with 
greater challenges than ever before. 
Baseline screening and enhanced 
due diligence for all of an organisa-
tion’s third parties, including product 
sourcing, contracted services and 
outsourced process providers, has 
become the “new normal”. 

For many organisations this spike 
in workload and the complexity of the 
information needed to stay within the 
bounds of the law means that manual 
processes are already, or soon will be, 
no longer viable. Time and resource 
constraints mean many risk manage-
ment programmes cannot perform 
continuous monitoring manually – 
and therefore the results of risk as-
sessments are both incomplete and 
quickly outdated. 

AUTOMATION IS CRUCIAL FOR 
EFFECTIVE THIRD-PARTY  
RISK MANAGEMENT  

A growing number of companies 
from all sectors are realising that 
third-party risk management soft-
ware transforms the risk management 
function from an archaic, ineffective 
process to a centralised, predictive 
and exponentially more effective and 
efficient function.  

Automated approaches allow or-
ganisations to right-size their resourc-
es, taking a limited approach for low-

Third-party risk management has 
never been as top-of-mind with busi-
ness leaders around the world as it 
is today.

A barrage of negative headlines 
about well-known organisations deal-
ing with third-party-related violations, 
along with legislation such as the US 
Foreign Corrupt Practices Act and the 
UK Bribery Act, tighter regulations, 
stricter enforcement and more severe 
sanctions are helping catapult this is-
sue to the top of the must-address 
list for C-suites, boards and compli-
ance professionals alike.  

In addition to pressure brought on 
by increasingly stringent legislation 
and regulations, and the penalties 
they can bring, consumers and em-
ployees are demanding greater trans-
parency and more rigorous corporate 
social responsibility. 

According to research by the Eu-
ropean Commission, 56 per cent 
of the public believe corruption has 
increased in recent years. The Dow 
Jones State of Anti-Corruption Com-
pliance Survey of compliance profes-
sionals from more than 350 compa-
nies worldwide found that 71 per cent 
had stopped or delayed working with a 
business partner because of concerns 
about anti-corruption regulations.

Time and 
resource 
constraints 

mean many risk 
management 
programmes cannot 
perform continuous 
monitoring manually

Commercial Feature

Technology must keep 
up with third-party risk
In a world of growing regulation, companies 
need to move from manual to automated risk 
management processes, says Daniel Kline, 
managing director, Europe, Middle East 
and Africa, for ethics and compliance 
solutions provider NAVEX Global

risk business partners and applying 
more resources to those with the 
highest risk levels, while continuously 
monitoring all third parties for chang-
es in risk exposure. 

Technology-enabled approaches 
also help ensure customisable, de-
fined risk-mitigation policies. This 
streamlines and standardises the 
risk mitigation actions that need to 
happen among internal staff and third 
parties around the world, even across 
business units and geographies, to 
address any red flags effectively.   

CONFIDENTLY MANAGING THIRD-
PARTY RISK BRINGS GREATER 
PEACE OF MIND

With an automated third-party risk 
platform, such as the one offered 
by NAVEX Global, leaders of organ-
isations can gain peace of mind 
knowing their global due diligence 
programmes are comprehensive and 
scalable. The platform also creates a 
permanent audit trail to prove compli-
ance to boards of directors, auditors, 
regulators and shareholders. In addi-
tion, housing all third-party identity, 
discovery and due diligence informa-
tion in one online repository enables 
greater consistency, and dramatically 
drives down overall costs.  

The increasing complexity of 
third-party risk management is grow-
ing. However, those organisations 
that make an investment in ensuring 
they are familiar with the latest reg-
ulations and have a system in place 
to manage risk can be confident they 
are compliant, protected and better 
able to grow – and prosper in today’s 
global economy.

 

For more information please visit 
www.navexglobal.com

of 350 companies surveyed had 
stopped or delayed working with a 

business partner because of concerns 
about anti-corruption regulations
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For a practice that has his-
torically been associated 
with confidentiality clauses 

and shadowy backroom deals, whis-
tleblowing has enjoyed an unusual 
amount of publicity of late. Much of 
this, of course, is because of the sen-
sational case of the American gov-
ernment security contractor turned 
whistleblower Edward Snowden. 
But the corporate world has seen the 
issue thrust under the spotlight too.

In the UK, the Financial Conduct 
Authority (FCA) has made an effort 
to set out its stall since superseding 
the Financial Services Authority 
in April 2013. Data released earlier 
this year showed that the average 
number of whistleblowing reports 
received by the FCA was 38 per 
cent higher than its predecessor. It 
had also opened 50 per cent more 
investigations.

Meanwhile, in the United States, 
where whistleblowers are eligible 
for financial incentives, the Securi-
ties Exchange Commission recent-
ly made its highest-ever award to a 
whistleblower, of $14 million. Even 
in China, a country, fairly or not, sel-
dom associated with transparency 

and exemplary corporate govern-
ance, the powers that be have been 
eager to show they are paying atten-
tion to insider reports of fraud and 
other malfeasance.

This has been most clearly il-
lustrated by the recent case of an 
anonymous whistleblower at the 
Chinese arm of the British phar-
maceutical giant GlaxoSmithKline 
(GSK). What’s more, the story has 
a plot that would be at home in the 
pages of an airport thriller.

The chain of events began in 
January 2013 with an e-mail to 
GSK’s London-based chief execu-
tive Andrew Witty from an anony-
mous source, who had knowledge 
of the company’s Chinese opera-
tion. The e-mail alleged that the 
firm’s standard marketing practic-
es in the region “constitute bribery 
in the vast majority of cases”, and 

detailed the way in which illegal 
payments were allegedly made to 
doctors and other officials in a bid 
to push the company’s products. It 
named specific doctors and hospi-
tals, and quoted senior executives 
at the company and their private 
e-mail accounts.

GSK later revealed it had investi-
gated the claims using external legal 
and audit expertise, and that some 
fraudulent behaviour had been iden-
tified. This, the company said, “re-
sulted in employee dismissals and 
further changes to our monitoring 
procedures in China”. But GSK also 
said the investigation “did not find 
evidence to substantiate the specific 
allegations made in the e-mails”.

SEX AND BRIBERY CLAIMS

However, perhaps the most ex-
traordinary thing about the incident 
was that, along with the allegations 
of bribery and other wrongdoing, 
the whistleblower’s e-mail included 
a sex tape – a video of GSK China 
chief Mark Reilly and his longterm 
Chinese girlfriend that was filmed in 
his apartment, which Mr Reilly says, 
was recorded without his knowledge. 

In response, the company tasked 
investigator Peter Humphry with 
uncovering the identity of the whis-
tleblower. But Mr Humphry and his 
American wife were later charged by 
a Chinese court for illegally buying 
information relating to their work. 
In August this year, the pair were 
sentenced to a combined total of 
four-and-a-half years in prison and 
fines of £35,000.

In another twist, Mr Humphry 
went on to reveal, in a statement 
released from prison before his 
trial, that when he offered to inves-
tigate the bribery allegations in ad-
dition to establishing the source of 

tape, GSK instructed him that the 
claims in question had been shown 
to be false.

However, when he finally saw the 
whistleblower’s original e-mail, just 
weeks before his own arrest, he de-
scribed the allegations it contained 
as “totally credible”.

In an e-mail to colleagues he wrote: 
“I can only assume that they didn’t 
give them to us because they were 
afraid we would find the allegations 
credible and start verifying them... Ac-
tually I do believe every word of these 
allegations. They are totally credible.”

GSK, for its part, said that while 
wrongdoing by its employees in 
China had been uncovered, the per-
petrators had not been acting on in-
structions from the company.

Four highranking GSK executives 
were detained by Chinese police in 
connection with the case and, ac-
cording to reports, Mr Reilly was 
also “effectively detained” as the 
ruling Communist Party continued 
an anticorruption campaign under 
the leadership of Xi Jinping. It was 

announced in May that GSK would 
also be investigated by the Serious 
Fraud Office in the UK.

INCREASED AWARENESS

Michael Ruck, a financial servic-
es litigation specialist at law firm 
Pinsent Masons and former FCA 
lawyer, says the case is symptomatic 
of a wider trend. “There are clearly 
issues that GSK will now be address-
ing,” he says. “But, more widely, 
there has been an increased aware-
ness of bribery, corruption, money 
laundering and policies to counter 
these practices. I’ve noticed it par-
ticularly in the last six months or so.”

Mr Ruck adds that changing in-
ternational attitudes to bribery and 
fraud may force certain companies 
to rethink the way that they do busi-
ness. “Historically the risk of being 
caught out and having sanctions 
implemented would have been fair-
ly small. So, on a commercial basis, 
firms may have taken one decision 
in the past. But now we’re at a point 
where the risks are much greater. I’m 

not sure the same commercial deci-
sion would still stand. Particularly 
overseas, [sanctions] will be used as 
a political tool as well,” he says.

Professor David Lewis, convener 
of the International Whistleblowing 
Research Network, points out that, 
while the majority of corporates 
have a whistleblowing procedure 
in place, this doesn’t guarantee that 
best practice will be followed or that 
disclosures from concerned em-
ployees are always treated with the 
gravity they merit. Professor Lewis 
says: “Lots of employers take this 
very seriously, but certain organi-
sations and certain industries rely 
on conducting business in a certain 
way. If they get caught out on occa-
sion, and have to pay off a whistle-
blower or pay a fine, it’s viewed as a 
cost to the business.”

BIG FINES, BIGGER PROFITS

He adds that even apparently big 
fines, in the tens of millions, need to 
be seen in the context of the profits 
of the multinationals that pay them, 
which often run into the tens of bil-
lions of dollars.

Public scepticism regarding com-
pany procedures should be tem-
pered by the realisation that only a 
certain type of case tends to hit the 
headlines. “Of course, the media 
highlights cases where whistleblow-
ers get crucified or go to tribunals. 
What the media doesn’t bring out 
is successful whistleblowing [that 
remains internal and confidential 
within a company] because that’s 
not a story. It’s not in anyone’s in-
terest to demonstrate when it has 
worked,” says Professor Lewis.

If they are not commonplace, 
highprofile cases involving multi-
nationals do raise important issues. 

In 2011, Michael Woodford, the new 
British chief executive of Japanese 
camera manufacturer Olympus, 
resigned just two months into his 
role amid worries over $1 billion of 
improper payments made by the 
business to conceal its losses. Even-
tually the entire board resigned and 
Mr Woodford received a £10-million 
settlement, but not before his con-
cerns had fallen on deaf ears within 
the company and he had fled to Lon-
don for fear that his life was at risk.

When internal investigations 
arise from whistleblowing, they 
must almost always be carried out 
by the companies themselves or 
agencies in their employ. So it’s not 
difficult to imagine how the dynamic 
could result in conflicts of interest. 
However, Professor Lewis warns 
that any truly independent ombuds-
man would have to be funded some-
how and the question of when an 
ombudsman would be brought into 
action would be difficult to resolve. 
“It’s a thorny problem,” he says.

But the publicity surrounding 
prominent corporate cases such as 
these may prove to have positive 
consequences for businesses – if 
only as cautionary tales.

When it comes to dealing with 
whistleblowing within a business, 
Professor Lewis says: “The short 
answer is to take it seriously. Whis-
tleblowers tend not to be crackpots 
these days,” he says. So if an individ-
ual is serious and not acting out of 
malice, it may well be advisable for 
the employer to deal with the prob-
lem before it escalates.

“Because of the price to be 
p a i d ,”  P r ofes s o r  L ew i s  a dds, 
“commercial organisations know 
that it’s in their own interest to get 
their act together.”  

Lots of employers take this very 
seriously, but certain organisations 
and certain industries rely on 
conducting business in a certain way

Stories of whistleblowing can be like espionage thrillers, 
shining light into dark corners of the corporate world 
where the stakes are high, writes Edwin Smith
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WHY IS THE THIRD-PARTY RISK 
MANAGEMENT PROCESS SO 
DIFFICULT TO MANAGE?

Compliance professionals man-
aging third-party risk are faced with 
greater challenges than ever before. 
Baseline screening and enhanced 
due diligence for all of an organisa-
tion’s third parties, including product 
sourcing, contracted services and 
outsourced process providers, has 
become the “new normal”. 

For many organisations this spike 
in workload and the complexity of the 
information needed to stay within the 
bounds of the law means that manual 
processes are already, or soon will be, 
no longer viable. Time and resource 
constraints mean many risk manage-
ment programmes cannot perform 
continuous monitoring manually – 
and therefore the results of risk as-
sessments are both incomplete and 
quickly outdated. 

AUTOMATION IS CRUCIAL FOR 
EFFECTIVE THIRD-PARTY  
RISK MANAGEMENT  

A growing number of companies 
from all sectors are realising that 
third-party risk management soft-
ware transforms the risk management 
function from an archaic, ineffective 
process to a centralised, predictive 
and exponentially more effective and 
efficient function.  

Automated approaches allow or-
ganisations to right-size their resourc-
es, taking a limited approach for low-

Third-party risk management has 
never been as top-of-mind with busi-
ness leaders around the world as it 
is today.

A barrage of negative headlines 
about well-known organisations deal-
ing with third-party-related violations, 
along with legislation such as the US 
Foreign Corrupt Practices Act and the 
UK Bribery Act, tighter regulations, 
stricter enforcement and more severe 
sanctions are helping catapult this is-
sue to the top of the must-address 
list for C-suites, boards and compli-
ance professionals alike.  

In addition to pressure brought on 
by increasingly stringent legislation 
and regulations, and the penalties 
they can bring, consumers and em-
ployees are demanding greater trans-
parency and more rigorous corporate 
social responsibility. 

According to research by the Eu-
ropean Commission, 56 per cent 
of the public believe corruption has 
increased in recent years. The Dow 
Jones State of Anti-Corruption Com-
pliance Survey of compliance profes-
sionals from more than 350 compa-
nies worldwide found that 71 per cent 
had stopped or delayed working with a 
business partner because of concerns 
about anti-corruption regulations.

Time and 
resource 
constraints 

mean many risk 
management 
programmes cannot 
perform continuous 
monitoring manually

Commercial Feature

Technology must keep 
up with third-party risk
In a world of growing regulation, companies 
need to move from manual to automated risk 
management processes, says Daniel Kline, 
managing director, Europe, Middle East 
and Africa, for ethics and compliance 
solutions provider NAVEX Global

risk business partners and applying 
more resources to those with the 
highest risk levels, while continuously 
monitoring all third parties for chang-
es in risk exposure. 

Technology-enabled approaches 
also help ensure customisable, de-
fined risk-mitigation policies. This 
streamlines and standardises the 
risk mitigation actions that need to 
happen among internal staff and third 
parties around the world, even across 
business units and geographies, to 
address any red flags effectively.   

CONFIDENTLY MANAGING THIRD-
PARTY RISK BRINGS GREATER 
PEACE OF MIND

With an automated third-party risk 
platform, such as the one offered 
by NAVEX Global, leaders of organ-
isations can gain peace of mind 
knowing their global due diligence 
programmes are comprehensive and 
scalable. The platform also creates a 
permanent audit trail to prove compli-
ance to boards of directors, auditors, 
regulators and shareholders. In addi-
tion, housing all third-party identity, 
discovery and due diligence informa-
tion in one online repository enables 
greater consistency, and dramatically 
drives down overall costs.  

The increasing complexity of 
third-party risk management is grow-
ing. However, those organisations 
that make an investment in ensuring 
they are familiar with the latest reg-
ulations and have a system in place 
to manage risk can be confident they 
are compliant, protected and better 
able to grow – and prosper in today’s 
global economy.

 

For more information please visit 
www.navexglobal.com

of 350 companies surveyed had 
stopped or delayed working with a 

business partner because of concerns 
about anti-corruption regulations
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Third-Party Risk Commercial Feature

When a company expands into new territories, especially emerging markets, bribery and corruption  
is a significant risk of doing business through local third-party representatives, as James Dean reports

It was heralded as the new 
law that would put Britain 
at the forefront of the fight 

against corporate corruption. “Brib-
ery blights lives,” Kenneth Clarke, 
then Justice Secretary, said shortly 
before the new Bribery Act came 
into force on July 1, 2011. “At stake 
is the principle of free and fair com-
petition, which stands diminished 
by each bribe offered or accepted.”

Nonetheless, more than three 
years on, not a single company has 
been prosecuted under the new 
law. Despite this, David Green, the 
director of the Serious Fraud Of-
fice (SFO), has disclosed that his 
agency is investigating a number 
of alleged bribery offences which, if 
they come to fruition, will be pros-
ecuted under the new law. “Watch 
this space,” he said. “We have cases 
under development.”

Companies found guilty of a Brib-
ery Act offence can be hit with stag-
gering fines and might be blocked 

from tendering for public contracts. 
The loss of revenue and damage to 
a company’s reputation could also 
help to put it out of business.

Two elements of the new law are 
particularly important for compa-
nies. The act creates the corporate 
offence of bribing a foreign public 
official in order to obtain or retain 
business. It also creates an offence 
of failing to prevent bribery. These 
offences cover any company that 
is deemed to be doing business in 
the UK.

ADEQUATE CONTROLS

One of the most significant 
elements of the offence of fail-
ing to prevent bribery is that the 
company does not need to know 
that a bribe has been paid by one 
of its employees or agents. The 
company can fall foul of the leg-
islation simply by failing to have 
“adequate controls” in place to 
prevent bribery. As a result, com-
panies have been forced to put in 
place controls to prevent bribery 
by any individual that represents 
them, including “fixers” and other 
third-party agents, wherever they 
are in the world.

Satindar Dogra, a partner at 
law firm Linklaters, says com-
panies have had to be particu-

larly cautious when they use the 
services of third-party agents in 
emerging markets and other high-
risk jurisdictions.

“Companies seek to manage their 
risks by ensuring that appropriate 
vetting and due diligence has been 
carried out on such agents; that 
agents receive anti-bribery training 
or have their own developed code of 
conduct; and that there are appro-
priate anti-bribery warranties and 
termination rights in the contractu-
al documents,” he says. “Where due 
diligence raises red flags, a satisfac-
tory explanation of the red flags is 
required, failing which a company 
would be ill-advised to proceed with 
the agent in question.”

What makes “adequate” an-
ti-bribery controls is a moot point, 
says lawyer Dan Hyde, a partner at 
HowardKennedyFsi. Adequacy is 
highly subjective and is not defined 
in the Bribery Act, although the gov-
ernment has published guidance on 
the matter.

“Adequate procedures would 
certainly involve having a bespoke 
anti-bribery policy that was effec-
tively disseminated and actively 
implemented,” Mr Hyde says. Staff 
must be readily primed to notify 
management when red flags arise, 
he advises.
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Mr Hyde recommends that com-
panies need to examine their rela-
tionships with third-party agents 
overseas “to ensure, as far as pos-
sible, they are choosing the right 
third-party representative and that 
the risk is not too great”. This due 
diligence would include assessing 
the level of corruption in a coun-
try, in the agent and in the home 
government. There should also be 
“myriad” checks on the reputation 
and reliability of the agent, and the 
transaction they are being asked to 
complete. “Some jurisdictions and 
sectors may be viewed as posing too 
great a risk,” he says.

Problems with third-party agents 
abroad can be amplified if a com-
pany does business in the United 
States and is therefore subject to the 
punitive provisions of the Foreign 
Corrupt Practices Act (FCPA). Ac-
cording to Mondaq, the online infor-
mation service, FCPA investigations 
and prosecutions resolved last year 
involved alleged corrupt conduct 
on every continent except Australia 
and Antarctica. A large number of 
the actions involved the oil and gas 
industries, but enforcement actions 
also targeted the financial services, 
technology and medical sectors.

GlaxoSmithKline, the British 
pharmaceutical company, is cur-
rently under investigation by both 
the SFO and the US Department of 
Justice over allegations of bribery 
in China. Last year Chinese po-
lice accused GSK of channelling as 
much as ¥3 billion (£280 million) 
in bribes to encourage doctors to 
use its products. Similar allegations 
later surfaced regarding GSK’s sales 
practices in Poland, Iraq, Lebanon 
and Jordan. The SFO opened a 
criminal inquiry into GSK’s sales 
practices in May this year after the 
US Justice Department launched its 
own probe.

GSK says it is “committed to 
operating its business to the high-
est ethical standards” and will 
continue to co-operate fully with 
the SFO while the agency carries 
out its investigation. GSK says it 
has overhauled its operations in 
China and has unveiled a global 
policy to stop paying doctors in 
the manner alleged.

However, if the SFO’s investiga-
tion into GSK was to lead to a pros-
ecution, the drugmaker could be 
the first company to be prosecuted 
under the Bribery Act.  
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Almost every day, the news con-
tains reports of businesses being 
compromised by cyber threats. 
Often, when intellectual property 
or customer information is stolen 
during an attack, this data can 
be used to carry out, or assist in, 
fraudulent activities. 

When this occurs, customers can 
accuse organisations of inadequate 
preparation and lack of care, and 
there can be significant cost and rep-
utational impact. When it comes to 
dealing with cyber incidents – whether 
an intentional or unintentional breach 
– it is important to be as prepared as 
possible. But is this actually the case 
in businesses today? 

Research conducted by the Econo-
mist Intelligence Unit and sponsored 
by Arbor Networks has shown that 
nearly three quarters of companies 
don’t feel fully prepared should a cy-
ber incident take place. The two top 
areas of concern are an organisa-
tion’s ability to predict the business 
impact of an incident accurately and 
their ability actually to detect an inci-
dent within 24 hours of it occurring.  

The same research also shows that 
organisations are experiencing more 
cyber-security incidents now than in 

previous years and board-level ex-
ecutives are beginning to under-

stand both the consequences 
of a successful breach and 
the increasing likelihood that 

this will occur. Security, risk 
and compliance should 

now be a concern for 
everyone within an 

organisation, from 
board level down.

So, how are 
businesses fall-
ing victim to cy-

ber attacks? Well, 
when it  comes to 

security, there are two 
types of organisation: those 
that have already been tar-
geted and those that will be 
targeted. In the past, some 
organisations have simply 
assumed that the worst will 

not happen to them and just under 
two thirds of organisations actually 
have an incident handling plan or 
team in place. This does appear to 
be on the rise though, which is en-
couraging. 

Putting plans and training in place 
is hugely important to an organisa-
tion’s ability to respond. People and 
processes have a significant part to 
play; educating employees on the 
types of threats that are out there 
and how to spot them can be ex-
tremely helpful. Regularly exercising 
incident handling plans and teams 
is also crucial, but multiple research 
reports have found this is often some-
thing that is overlooked.   

One key question that many ask 
is how do attackers actually get 
through the defences organisations 
have in place: are businesses simply 
not taking this seriously enough? The 
issue here is that securing a modern 
network and service architecture is 
not simple. We all take for grant-
ed our laptops, palmtops, extranet 
access to business partners, cloud 
services, home-working and so on, 
but all these things make it much 
more difficult to fully control data 
and security within an organisation. 
And that is before you even start to 
consider the complexity and sophis-
tication of the tools and techniques 
now available to hackers. 

People are a key weak point, with 
mediocre passwords, phishing and 
watering hole-style attacks continuing 
to be successful in giving attackers 
a foothold within businesses. Once 
an attacker is inside they can often 
remain there undetected for a lengthy 
period. Organisations have traditional-
ly focused their security on preventing 
threats from entering their networks 

Commercial Feature

Security analytics for 
cyber-fraud prevention
Businesses owe it to their customers to have 
the technical solutions to combat cyber 
attackers, says Darren Anstee, director of 
solutions architects at Arbor Networks

and the whole area of prevention ver-
sus detection has become a hot topic 
within the security industry. 

Organisations are now starting to 
look at how they can be quicker in 
detecting threats that have made it 
inside their networks and through 
their defences – as this is something 
we should now expect. Traditional 
security architectures tend to involve 
layered solutions at the organisation 
perimeter; once a threat has made it 
through this perimeter many organisa-
tions have very limited threat detec-
tion capabilities. Security strategies 
are changing though and experience 
is driving organisations to focus more 
on being able to detect and analyse 
threats that are already inside their 
networks much more quickly.

One issue here is that the skills to 
analyse threats can also be in short 
supply in many organisations and lev-

eraging specialist services to augment 
internal resources is becoming increas-
ingly common. Solution vendors are 
aware of this skills shortfall and have 
made tools available that are more 
graphical in nature, fewer screens full 
of columns, rows and so on, making it 
easier for specialists to spot trends as 
well as unusual or suspicious activities 
over longer time frames. 

Analytics solutions are becoming 
an increasingly important tool for inci-
dent-handling teams. These solutions 
allow visibility into network traffic and 
user activities spanning days, weeks 
and even months, and the best of 
these solutions allow the user to nav-
igate through all this information in 
real time. These solutions can drasti-
cally speed up both the identification 
of a problem, its investigation and the 
resolution, minimising the impact to 
a business and reducing the risk that 
attackers will make off with customer 
data or business intellectual property.

Cyber attacks are now a threat for 
all organisation types and being pre-
pared is key. Having the appropriate 
technical solutions, which make the 
most of available resources, is impor-
tant, but so is training and process 
implementation. Looking again at the 
research conducted by the Economist 
Intelligence Unit, and sponsored by 
Arbor Networks, two thirds of surveyed 
organisations felt that being able to re-
spond well to a security incident could 
actually enhance their business repu-
tation – more than that though, being 
able to respond well is something busi-
nesses owe to their customers.

 

For more information please visit 
www.arbornetworks.com

Analytics solutions are becoming 
an increasingly important tool for 
incident-handling teams

www.arbornetworks.com
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Third-Party Risk Commercial Feature

When a company expands into new territories, especially emerging markets, bribery and corruption  
is a significant risk of doing business through local third-party representatives, as James Dean reports

It was heralded as the new 
law that would put Britain 
at the forefront of the fight 

against corporate corruption. “Brib-
ery blights lives,” Kenneth Clarke, 
then Justice Secretary, said shortly 
before the new Bribery Act came 
into force on July 1, 2011. “At stake 
is the principle of free and fair com-
petition, which stands diminished 
by each bribe offered or accepted.”

Nonetheless, more than three 
years on, not a single company has 
been prosecuted under the new 
law. Despite this, David Green, the 
director of the Serious Fraud Of-
fice (SFO), has disclosed that his 
agency is investigating a number 
of alleged bribery offences which, if 
they come to fruition, will be pros-
ecuted under the new law. “Watch 
this space,” he said. “We have cases 
under development.”

Companies found guilty of a Brib-
ery Act offence can be hit with stag-
gering fines and might be blocked 

from tendering for public contracts. 
The loss of revenue and damage to 
a company’s reputation could also 
help to put it out of business.

Two elements of the new law are 
particularly important for compa-
nies. The act creates the corporate 
offence of bribing a foreign public 
official in order to obtain or retain 
business. It also creates an offence 
of failing to prevent bribery. These 
offences cover any company that 
is deemed to be doing business in 
the UK.

ADEQUATE CONTROLS

One of the most significant 
elements of the offence of fail-
ing to prevent bribery is that the 
company does not need to know 
that a bribe has been paid by one 
of its employees or agents. The 
company can fall foul of the leg-
islation simply by failing to have 
“adequate controls” in place to 
prevent bribery. As a result, com-
panies have been forced to put in 
place controls to prevent bribery 
by any individual that represents 
them, including “fixers” and other 
third-party agents, wherever they 
are in the world.

Satindar Dogra, a partner at 
law firm Linklaters, says com-
panies have had to be particu-

larly cautious when they use the 
services of third-party agents in 
emerging markets and other high-
risk jurisdictions.

“Companies seek to manage their 
risks by ensuring that appropriate 
vetting and due diligence has been 
carried out on such agents; that 
agents receive anti-bribery training 
or have their own developed code of 
conduct; and that there are appro-
priate anti-bribery warranties and 
termination rights in the contractu-
al documents,” he says. “Where due 
diligence raises red flags, a satisfac-
tory explanation of the red flags is 
required, failing which a company 
would be ill-advised to proceed with 
the agent in question.”

What makes “adequate” an-
ti-bribery controls is a moot point, 
says lawyer Dan Hyde, a partner at 
HowardKennedyFsi. Adequacy is 
highly subjective and is not defined 
in the Bribery Act, although the gov-
ernment has published guidance on 
the matter.

“Adequate procedures would 
certainly involve having a bespoke 
anti-bribery policy that was effec-
tively disseminated and actively 
implemented,” Mr Hyde says. Staff 
must be readily primed to notify 
management when red flags arise, 
he advises.
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Mr Hyde recommends that com-
panies need to examine their rela-
tionships with third-party agents 
overseas “to ensure, as far as pos-
sible, they are choosing the right 
third-party representative and that 
the risk is not too great”. This due 
diligence would include assessing 
the level of corruption in a coun-
try, in the agent and in the home 
government. There should also be 
“myriad” checks on the reputation 
and reliability of the agent, and the 
transaction they are being asked to 
complete. “Some jurisdictions and 
sectors may be viewed as posing too 
great a risk,” he says.

Problems with third-party agents 
abroad can be amplified if a com-
pany does business in the United 
States and is therefore subject to the 
punitive provisions of the Foreign 
Corrupt Practices Act (FCPA). Ac-
cording to Mondaq, the online infor-
mation service, FCPA investigations 
and prosecutions resolved last year 
involved alleged corrupt conduct 
on every continent except Australia 
and Antarctica. A large number of 
the actions involved the oil and gas 
industries, but enforcement actions 
also targeted the financial services, 
technology and medical sectors.

GlaxoSmithKline, the British 
pharmaceutical company, is cur-
rently under investigation by both 
the SFO and the US Department of 
Justice over allegations of bribery 
in China. Last year Chinese po-
lice accused GSK of channelling as 
much as ¥3 billion (£280 million) 
in bribes to encourage doctors to 
use its products. Similar allegations 
later surfaced regarding GSK’s sales 
practices in Poland, Iraq, Lebanon 
and Jordan. The SFO opened a 
criminal inquiry into GSK’s sales 
practices in May this year after the 
US Justice Department launched its 
own probe.

GSK says it is “committed to 
operating its business to the high-
est ethical standards” and will 
continue to co-operate fully with 
the SFO while the agency carries 
out its investigation. GSK says it 
has overhauled its operations in 
China and has unveiled a global 
policy to stop paying doctors in 
the manner alleged.

However, if the SFO’s investiga-
tion into GSK was to lead to a pros-
ecution, the drugmaker could be 
the first company to be prosecuted 
under the Bribery Act.  
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Almost every day, the news con-
tains reports of businesses being 
compromised by cyber threats. 
Often, when intellectual property 
or customer information is stolen 
during an attack, this data can 
be used to carry out, or assist in, 
fraudulent activities. 

When this occurs, customers can 
accuse organisations of inadequate 
preparation and lack of care, and 
there can be significant cost and rep-
utational impact. When it comes to 
dealing with cyber incidents – whether 
an intentional or unintentional breach 
– it is important to be as prepared as 
possible. But is this actually the case 
in businesses today? 

Research conducted by the Econo-
mist Intelligence Unit and sponsored 
by Arbor Networks has shown that 
nearly three quarters of companies 
don’t feel fully prepared should a cy-
ber incident take place. The two top 
areas of concern are an organisa-
tion’s ability to predict the business 
impact of an incident accurately and 
their ability actually to detect an inci-
dent within 24 hours of it occurring.  

The same research also shows that 
organisations are experiencing more 
cyber-security incidents now than in 

previous years and board-level ex-
ecutives are beginning to under-

stand both the consequences 
of a successful breach and 
the increasing likelihood that 

this will occur. Security, risk 
and compliance should 

now be a concern for 
everyone within an 

organisation, from 
board level down.

So, how are 
businesses fall-
ing victim to cy-

ber attacks? Well, 
when it  comes to 

security, there are two 
types of organisation: those 
that have already been tar-
geted and those that will be 
targeted. In the past, some 
organisations have simply 
assumed that the worst will 

not happen to them and just under 
two thirds of organisations actually 
have an incident handling plan or 
team in place. This does appear to 
be on the rise though, which is en-
couraging. 

Putting plans and training in place 
is hugely important to an organisa-
tion’s ability to respond. People and 
processes have a significant part to 
play; educating employees on the 
types of threats that are out there 
and how to spot them can be ex-
tremely helpful. Regularly exercising 
incident handling plans and teams 
is also crucial, but multiple research 
reports have found this is often some-
thing that is overlooked.   

One key question that many ask 
is how do attackers actually get 
through the defences organisations 
have in place: are businesses simply 
not taking this seriously enough? The 
issue here is that securing a modern 
network and service architecture is 
not simple. We all take for grant-
ed our laptops, palmtops, extranet 
access to business partners, cloud 
services, home-working and so on, 
but all these things make it much 
more difficult to fully control data 
and security within an organisation. 
And that is before you even start to 
consider the complexity and sophis-
tication of the tools and techniques 
now available to hackers. 

People are a key weak point, with 
mediocre passwords, phishing and 
watering hole-style attacks continuing 
to be successful in giving attackers 
a foothold within businesses. Once 
an attacker is inside they can often 
remain there undetected for a lengthy 
period. Organisations have traditional-
ly focused their security on preventing 
threats from entering their networks 

Commercial Feature

Security analytics for 
cyber-fraud prevention
Businesses owe it to their customers to have 
the technical solutions to combat cyber 
attackers, says Darren Anstee, director of 
solutions architects at Arbor Networks

and the whole area of prevention ver-
sus detection has become a hot topic 
within the security industry. 

Organisations are now starting to 
look at how they can be quicker in 
detecting threats that have made it 
inside their networks and through 
their defences – as this is something 
we should now expect. Traditional 
security architectures tend to involve 
layered solutions at the organisation 
perimeter; once a threat has made it 
through this perimeter many organisa-
tions have very limited threat detec-
tion capabilities. Security strategies 
are changing though and experience 
is driving organisations to focus more 
on being able to detect and analyse 
threats that are already inside their 
networks much more quickly.

One issue here is that the skills to 
analyse threats can also be in short 
supply in many organisations and lev-

eraging specialist services to augment 
internal resources is becoming increas-
ingly common. Solution vendors are 
aware of this skills shortfall and have 
made tools available that are more 
graphical in nature, fewer screens full 
of columns, rows and so on, making it 
easier for specialists to spot trends as 
well as unusual or suspicious activities 
over longer time frames. 

Analytics solutions are becoming 
an increasingly important tool for inci-
dent-handling teams. These solutions 
allow visibility into network traffic and 
user activities spanning days, weeks 
and even months, and the best of 
these solutions allow the user to nav-
igate through all this information in 
real time. These solutions can drasti-
cally speed up both the identification 
of a problem, its investigation and the 
resolution, minimising the impact to 
a business and reducing the risk that 
attackers will make off with customer 
data or business intellectual property.

Cyber attacks are now a threat for 
all organisation types and being pre-
pared is key. Having the appropriate 
technical solutions, which make the 
most of available resources, is impor-
tant, but so is training and process 
implementation. Looking again at the 
research conducted by the Economist 
Intelligence Unit, and sponsored by 
Arbor Networks, two thirds of surveyed 
organisations felt that being able to re-
spond well to a security incident could 
actually enhance their business repu-
tation – more than that though, being 
able to respond well is something busi-
nesses owe to their customers.

 

For more information please visit 
www.arbornetworks.com

Analytics solutions are becoming 
an increasingly important tool for 
incident-handling teams

www.arbornetworks.com
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E-Commerce Fraud

Are cyber criminals winning 
the online security arms 
race? A recent study from 

computer security software com-
pany McAfee and the Centre for 
Strategic and International Studies 
suggests they might be. 

Estimates of global losses due 
to online crime were worth $445 
billion for 2013 – on par with the 
trade in illegal drugs. Given that 
cyber crime is indoors work with 
no heavy lifting and you can scope a 
shop with a laptop rather than a 20 
strong gang, its popularity is unlike-
ly to wane any time soon. 

“Cyber criminals are innovating 
faster than most of us,” warns secu-
rity expert Keren Elezari from Gi-
gaom Research. “They are extremely 
organised and surprisingly sophis-
ticated. They’re even crowdfunding 
their malware development.”

She describes one smart trick that 
appears to be a message from Face-
book warning of unlawful attempts 
to access someone’s Facebook ac-
count and urging that person to 
download a security app to their 
phone, which in reality allows gangs 
to steal bank PIN codes. 

For online retailers, this can seem 
terrifying. On the one hand, fraud 
threats loom. If bank and credit 
card fraud were included in the an-
nual Crime Survey for England and 
Wales, the estimated number of 
crimes would jump by 50 per cent, 

taking the total from 7.3 million to 
11 million offences a year. On the 
other hand, customer checkout 
abandonment rates currently hover 
at roughly 33 per cent, according to 
research from the UK’s online retail 
association IMRG. The last thing 
any site needs is another barrier to 
a successful customer experience. 

“Visa had fraud rates of 1 per cent 
when they created the complex 
Verified by Visa password system, 
which ruined the shopping expe-
rience for the honest 99 per cent,” 
says Sebastian Siemiatkowski from 
mobile payments platform Klarna. 
“Nobody outside the payments in-
dustry cares about the problems of 
the payments industry. They just 
want to click ‘buy’.”

Mr Siemiatkowski says that, in 
the vast majority of cases, Klarna 
can assess a customer’s risk using 
their e-mail address or postcode in-
stead of a long sign-in process. And 
risk management is a burgeoning 
industry. In Canada, for example, 
a company called SecureKey links 
online banking with government 
identity services. The digital charge 
card Affirm, launched by PayPal 
co-founder Max Levchin, offers a 
“digital tab”, authenticating con-
sumers with Facebook and other 
social and data signals to assess risk. 

“I think we’ll move to a point in the 
future where information needs to be 
encrypted in transit and encrypted at 

rest,” says Andy Schmidt, research 
director at financial risk consultan-
cy and member-based advisory ser-
vice CEB. “At the moment it’s mainly 
banks that underpin identity man-
agement and fraud protection for the 
entire payments industry and they’re 
going to resist that expense if they’re 
expected to do so for countless new 
players who don’t want to pay them 
for the service. The liability is huge, 
the upside decreasing.”

COST BORNE BY RETAILERS

All of these solutions, however, 
come at a cost and that cost is borne 
by the retailer. In the UK, most of the 
online card verification systems, such 
as Verified by Visa or 3D Secure, have 
been in place almost as long as chip 
and PIN payments, and while the sys-
tems were clunky at launch, they’re 
becoming evermore sophisticated.

Indeed, Mark Cobbett at the UK 
Cards Association warns retailers 
not to panic. “The techniques may 
seem more complicated but, with 
fraud, criminals have been doing 
the same basic things for the past 
300 years – counterfeiting, copying 
and pickpocketing,” he says. “The 
internet can seem more alarming 
because every incident is grouped 
together and easy to record, rath-
er than dotted across high streets 
around the country. In fact, e-com-
merce fraud is worth 6p in every 
£100, while online retailers have re-

duced the risk of shoplifting, which 
can account for 7 or 8 per cent.”

He suggests retailers start with 
some time-worn principles to 
keep themselves safe. First know 
your customer, second don’t get 
too greedy – if an unexpected bulk 
purchase seems too good to be true, 
that’s because it might be – and 
third lock up your warehouse with 
strong security. Online this means 
software that spots unusual shop-
ping patterns, alerts unusual deals 
and keeps out hackers. 

Companies such as Experian, 192.
com and Ethica can help here, es-
pecially for smaller retailers. They 
gather groups of retailers together, 
and share information and cus-
tomer data, making fraud easier to 
record and predict. And verification 
systems are becoming less clunky; at 
launch, customers would be forced 
on to dedicated sites to enter com-
plex passwords – that’s changing.

Richard Collard, an online fraud 
expert at IBM, points out that change 
needs to come quickly as, faced with 

tight verification, crooks are turning 
to “man in the middle” scams, setting 
up fake pages and e-mailing people to 
enter their banking passcodes. The 
sooner verification is entirely on the 
retailer site, the better. 

Graham Goodwin, financial crime 
manager at insurance giant Tower-
gate and former Metropolitan Police 
Fraud Squad detective, says the big 
drive by criminals is data breaches, 
where crooks break into companies 
secure servers and can hide for up to 
200 days harvesting card informa-

tion.  There are some five or six mas-
sive breaches every week, according 
to Forbes.com Data Breach Bulletin.

Even here, IBM’s Mr Collard sees 
hope. Software can usually spot 
unusual spending patterns, as any-
one who’s received a call from their 
card company checking the past few 
purchases knows. The key, says Ms 
Elezari of Gigaom Research, is collab-
oration – just as in life, you’ll get more 
done if you talk to each other.   

COMBATTING  
CYBER  
CROOKS
Smartphones and social networking 
sites have created new opportunities for 
cyber criminals, but how can companies 
mitigate the threat to e-commerce without 
alienating consumers with restricting 
security. Stephen Armstrong investigates

E-commerce fraud is worth 6p in 
every £100, while online retailers 

have reduced the risk of shoplifting, which 
can account for 7 or 8 per cent
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E-Commerce Fraud

Are cyber criminals winning 
the online security arms 
race? A recent study from 

computer security software com-
pany McAfee and the Centre for 
Strategic and International Studies 
suggests they might be. 

Estimates of global losses due 
to online crime were worth $445 
billion for 2013 – on par with the 
trade in illegal drugs. Given that 
cyber crime is indoors work with 
no heavy lifting and you can scope a 
shop with a laptop rather than a 20 
strong gang, its popularity is unlike-
ly to wane any time soon. 

“Cyber criminals are innovating 
faster than most of us,” warns secu-
rity expert Keren Elezari from Gi-
gaom Research. “They are extremely 
organised and surprisingly sophis-
ticated. They’re even crowdfunding 
their malware development.”

She describes one smart trick that 
appears to be a message from Face-
book warning of unlawful attempts 
to access someone’s Facebook ac-
count and urging that person to 
download a security app to their 
phone, which in reality allows gangs 
to steal bank PIN codes. 

For online retailers, this can seem 
terrifying. On the one hand, fraud 
threats loom. If bank and credit 
card fraud were included in the an-
nual Crime Survey for England and 
Wales, the estimated number of 
crimes would jump by 50 per cent, 

taking the total from 7.3 million to 
11 million offences a year. On the 
other hand, customer checkout 
abandonment rates currently hover 
at roughly 33 per cent, according to 
research from the UK’s online retail 
association IMRG. The last thing 
any site needs is another barrier to 
a successful customer experience. 

“Visa had fraud rates of 1 per cent 
when they created the complex 
Verified by Visa password system, 
which ruined the shopping expe-
rience for the honest 99 per cent,” 
says Sebastian Siemiatkowski from 
mobile payments platform Klarna. 
“Nobody outside the payments in-
dustry cares about the problems of 
the payments industry. They just 
want to click ‘buy’.”

Mr Siemiatkowski says that, in 
the vast majority of cases, Klarna 
can assess a customer’s risk using 
their e-mail address or postcode in-
stead of a long sign-in process. And 
risk management is a burgeoning 
industry. In Canada, for example, 
a company called SecureKey links 
online banking with government 
identity services. The digital charge 
card Affirm, launched by PayPal 
co-founder Max Levchin, offers a 
“digital tab”, authenticating con-
sumers with Facebook and other 
social and data signals to assess risk. 
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future where information needs to be 
encrypted in transit and encrypted at 

rest,” says Andy Schmidt, research 
director at financial risk consultan-
cy and member-based advisory ser-
vice CEB. “At the moment it’s mainly 
banks that underpin identity man-
agement and fraud protection for the 
entire payments industry and they’re 
going to resist that expense if they’re 
expected to do so for countless new 
players who don’t want to pay them 
for the service. The liability is huge, 
the upside decreasing.”

COST BORNE BY RETAILERS
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record and predict. And verification 
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launch, customers would be forced 
on to dedicated sites to enter com-
plex passwords – that’s changing.

Richard Collard, an online fraud 
expert at IBM, points out that change 
needs to come quickly as, faced with 

tight verification, crooks are turning 
to “man in the middle” scams, setting 
up fake pages and e-mailing people to 
enter their banking passcodes. The 
sooner verification is entirely on the 
retailer site, the better. 
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where crooks break into companies 
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200 days harvesting card informa-

tion.  There are some five or six mas-
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to Forbes.com Data Breach Bulletin.
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oration – just as in life, you’ll get more 
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