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ANTHONY HILTON

o pass the time during a

prolonged dull spell, a stock

market analyst recently

produced an analysis which
showed that at least three quarters
of the British companies in the
FTSE 100 index were in some sig-
nificant way dependent on politics
and politicians for a major slice of
their profits.

In defence and many other in-
dustries, government was a major
customer; in transport it created
and took away monopolies; in tel-
ecoms it controlled spectrum; in
pharmaceuticals it approved prod-
ucts; in utilities it regulated prices.
And all this was before it granted
and took away investment incen-
tives or invented new fundraising
wheezes such as the air transport
and banking levies or the insur-
ance premium tax.

The observation is worth noting
because it underlines that political
risk has always been with us, even
in Western democracies. But it also
serves to underline why it is that
the current times are so unusual.
We have had several decades to
grow used to the idea that govern-
ments and their regulatory agen-
cies play by the rules so, even if we
do not like them much, we know
what to expect.

What is now different is that this
has gone by the board. Consistency
and continuity are so last century.
The defining feature of politics to-
day is its sheer unpredictability.
The result is that of all the chal-
lenges facing business geopolitical
risk is probably the fastest growing.
It certainly has the ability to play
havoc with the best laid plans.

For any UK-based firm or com-
panies with investments here,
Brexit must come top of this list.
A year ago no major business took
as real the possibility that the UK
might vote to leave the European
Union. But this is what happened
and, having spent 40 years trying
to harmonise standards, integrate
markets and create cross-border
supply chains, business now faces
the possibility that some, if not all,
will have to be undone.

For the financial sector the prob-
lems of market access and contract
certainty are the main issues, for
mainstream business it is supply
chains, and the fact that compo-
nents and raw materials might at-
tract tariffs every time they move
across a border. Moving to a new
order is, in the words of one con-
sultant, like trying to unravel a
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bowl of congealed spaghetti. The
task is complex, costs are high and
there is no guarantee at all that
the dish will be palatable when the
work is completed.

But in many ways Brexit is the
beginning of the geopolitical sto-
ry rather than its end. Leaving
the world’s richest market to trade
even more successfully elsewhere
implies that the UK will enter into
a rash of trade deals. But each po-
tential partner will demand access
to some currently protected part of
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Theresa May at a question-
and-answer session with
workers at Screwfix in
Stoke-on-Trent during the
Conservatives' general
election campaign

our market in return for opening up
its own. Each deal will come gift-
wrapped with its own ticking time
bomb of political risk.

Meanwhile, however, the world
has other issues. More alarming in
many ways is the change in admin-
istration and tone from the United
States following the election as
president of Donald Trump. On the
campaign trail he accused China of
killing America’s manufacturing
and Germany of exploiting Amer-
ica with its “grossly undervalued
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73%

of global
institutional
investors surveyed
said the UK would
have a "hard"” exit
from the EU
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30%

said it is somewhat
or completely
improbable that UK
companies will get
to "passport” their
funds in the EU
after Brexit

Managing Partners Group 2017

currency”. He promised to make
America great again by bring man-
ufacturing back on-shore, erecting
barriers to imports and building
a wall to keep out Mexican immi-
grant labour. No candidate in 80
years had campaigned on such a
protectionist platform, let alone
been elected on the strength of it.

Whether or not he lives up to the
most extreme of his promises is not
really the point. The rhetoric is al-
ready changing the reality on the
ground. Cross-border activity has
stalled and investment is flat; in-
ternational acquisitions are much
reduced; globalisation has not re-
versed, but people talk of its hav-
ing reached its high water mark.
They say history is not linear and
even the spreading enlightenment
of the Renaissance was halted
when Florence’s Medici rulers were
toppled. It is a brave company to-
day which bets against Balkanisa-
tion. There is much more emphasis
on the local.

Then there is the fate of the EU.
Historians have observed that pre-
vious periods of prolonged eco-
nomic stress have led to a resur-
gence of right-wing extremism and
economic nationalism. The Dutch
and French elections brought some
relief that the tide of populism had
been stemmed, but no one, even
in those countries, believes the
problem has finally been defeated.
With more elections to come things
could still turn out badly. That in
turn could cause a further bout of
financial market turmoil and cast a
shadow yet again over the sustaina-
bility of the euro.

Faced with all this executives
have a choice. It might be under-
standable if they were to retreat
into a bunker in the belief that it is
just too complicated. That, howev-
er, is not the reality of how people
behave. True there are moments of
paralysis after a particularly egre-
gious shock, but generally they
do not last long. Instead business
leaders tend to divide risks into
two pots. In the first are the really
big geopolitical risks about which
they can do nothing other than to
marshal all the facts at their dis-
posal, prepare contingency plans,
and resolve to stay nimble and
alert so they can respond fast is
something does happen.

In the other pot are all the other
challenges with risks from cyber
attacks to oil-price shocks, from
reputational damage to currency
volatility. Here they can do some-
thing. Here they can make a dif-
ference. And that is what the best
businesses do. ®
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Risk management: why the best

form of defence is offence

Effective risk management is often framed around keeping a company out of trouble. But faced with
technological disruption, customer empowerment and low or even no barriers to entry, a company can no longer
survive simply by defending itself

he three lines of defence

model has been an essen-

tial part of a huge number

of organisations’ risk man-
agement strategies for many years.
But this long-established approach,
which involves identifying a first
function or line that owns and man-
ages risk, a second specialising in
risk management and compliance
monitoring, plus a third that provides
independent risk assurance, is now
being challenged.

For too many organisations man-
aging risk has been viewed as a
hindrance to entrepreneurial spirit,
when in fact it should be the facilita-
tor of agile business, according to EY,
the global leader in assurance, tax,
transaction and advisory services.

EY's view is that organisations must
be capable of quickly assessing stra-
tegic risks and taking decisive action.
The firm believes that maximising
upside risk and managing downside
risk in line with its appetite for risk can
also make an organisation more en-
trepreneurial. It argues that the three
lines should be used offensively rather
than purely defensively, as has tradi-
tionally been the case.

"By rethinking how it deploys the
three lines of defence model, an or-
ganisation can make its risk manage-
ment process a force for more nimble
decision-making and innovation,”
says John Abbott, risk partner UK at
EY. "Instead of serving purely as a re-
active approach, a growing number
of risk management professionals are
using the three lines proactively.”

As the risks facing organisa-
tions in an evermore uncertain and
fast-moving world increase, he ex-
plains, more shrewd risk manage-
ment professionals are revisiting
the application of the three lines of
defence model in their organisa-

COLETTE DEVEY
DIRECTOR
EY RISK

tion, and assessing what changes
and improvements can be made at
each of the three lines to manage
risk in a more effective and proactive
manner. And it's not just about fixes
within each of the lines as responsi-
bility and accountability across the
lines need to be clarified.

Technological change, for exam-
ple, in the form of the emergence of
robotics and artificial intelligence is
playing a key role by allowing com-
panies to leverage automated con-
trols to manage and mitigate their
risk in the first line of defence. At the
same time the introduction of scal-
able and cost-effective monitoring
processes enabled by technology is
helping companies to be more agile,
while at the same time reduce the
cost burden at the second line.

"We're working with a wide range
of clients to make the most of the
various opportunities they face to
help them to accelerate the im-
provement in their lines of defence,”
says Colette Devey, risk director
UK at EY. "Newer, fast-growth cli-
ents are better placed to adopt by
building highly automated systems
from scratch very easily. Larger, more
mature organisations, typically FTSE
50 companies, are often restricted
by legacy systems and are having
to consider how they can strength-
en their lines of defence in a different
way. It's almost as if they're changing
the tyres as the car is moving.

"The typical impetus to change
here are situations in which compa-
nies have experienced control and
accounting issues and surprises.
For example, this could be where
they have suffered cyber attacks
similar to the one that gripped
the NHS and other organisations
worldwide earlier this month. In
these instances such attacks have

JOHN ABBOTT
PARTNER
EY RISK

OPTIMISED THREE LINES OF DEFENCE MODEL

Establish clear definitions, responsibilities and enablers across the three lines

First line

Look at risks
differently
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Continuous monitoring . Operating model

Third line

Integrity

exposed cracks between the lines
of defence and this has driven
companies to make improvements.”

EY helps smaller, newer companies
to use technology to build an effec-
tive and efficient model for proactive
risk management from the outset.
On the other hand, the firm also ad-
vises risk management professionals
at the larger, longer-established or-
ganisations on how to build an effec-
tive business case for more invest-
ment, as well as other ways in which
risk management can be made more
agile and proactive, for example ap-
plying a different lens on risk.

"Brexit provides a good example of
how to use the three lines of defence
in this new offensive or proactive
way,” says Ms Devey. "It also shows
how risk management professionals
can become more involved in C-suite
discussions and strategic deci-
sion-making. Firstly, they should work

EYBuiIdinq a better
working world

CONTROL

Optimise internal
control framework

INTEGRATE

Business
continuity

Compliance

Reputation

to understand the economic, politi-
cal and business risks that Brexit rep-
resents to their organisation.

"Then they should paint potential
scenarios over next the few years
and beyond, and look at how they
would deal with them, using risk
techniques such as the three lines,
but in a more forward-looking way."

Mr Abbott adds: “For example,
risk management professionals at a
pharmaceutical company looking at
moving its management team abroad
because of Brexit could take a more
proactive role to advise the board on
whether simply to identify new office
space or whether it should go a step
further and actually sign leases.”

This proactive approach to the
three lines also makes it easier to
turn  threats into opportunities,
he argues, offering an example
from another, very different sector:
"Brexit could mean a reduction
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Apply the risk
appetite lens

Assess
opportunities to
automate further

Information
security

Risk management

Conduct

in immigration and, therefore, if
you're in the fruit-picking business
you could be looking at automa-
tion as a way of not only managing
this risk, but of cutting costs and
gaining competitive advantage.”

Risk management has tradition-
ally been seen as reactive or nega-
tive, with a focus on telling teams of
people that they can't undertake a
particular initiative or activity.

"Using the three lines of defence
in a different, more proactive way,
by carrying out predictive analy-
sis and testing risks relative to each
other, allows risk managers to have
a greater influence on the C-suite
and to add value for shareholders,”
says Mr Abbott. “This new approach
is now essential for managing risk in
these uncertain times.”

For more information please visit
www.ey.com/uk/risk
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BREXIT

IAN FRASER

loyd Blankfein, chief execu-

tive of Goldman Sachs, warns

that the City of London “will

stall” and see its position as a
global financial centre eroded as a
result of UK’s decision to leave the
European Union.

His bank, which has had a London
presence since 1970 and currently
employs 6,000 in the capital, has
already started to shift hundreds of
workers out of London to Frankfurt,
Paris and Warsaw as Brexit looms.
There have been rumblings that
Goldman’s London-based staff will
eventually dwindle to 3,000 as a re-
sult of last June’s referendum result.

Brexit was always going to be tough
for the UK’s highly internationalised
financial services sector, whose total
annual revenues are £200 billion, ac-
cording to consultants Oliver Wyman.

Given the Theresa May govern-
ment’s recent policy pronounce-
ments on Brexit, which have been
largely underpinned by her focus on
limiting immigration, there’s a wide-
spread acceptance that Brexit will
be much “harder” than some had
envisaged, and will include full de-
partures from the single market and
customs union.

UK financial services, a sector
which is also clustered around re-
gional centres including Edinburgh
and Leeds, derives 25 per cent of its
annual revenues — around £45 billion
to £50 billion according to Oliver Wy-
man - from sales to other EU states.

So some or all of these business-
es are vulnerable to drifting away
to places such as Frankfurt, Paris,
Dublin and Luxembourg, and each
of these centres has since last June
been seeking to woo decision-makers
in the sector.

In prime minister May’s Lancas-
ter House speech on January 19, she
made clear she favoured a hard Brex-
it, effectively killing off any residual
hope among City firms they would
be able to retain the “passporting”
rights, which enable them to sell
products and services freely across
the EU.

The tone from Downing Street in
recent months, including Mrs May’s
triggering of Article 50 on March 29
and manifesto launch on May 18, ce-

ondon and all UK
o0k set to take hit

Hard Brexit would cost the financial services sector
and UK economy dear as firms lay plans to relocate
thousands of jobs elsewhere in Europe
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mented doubts the industry would
be able to wring any special favours
from the UK government once Brexit
talks commence.

The mood music in the City of Lon-
don has swung from panic, amid
rumours of absolute carnage in the
Square Mile, to confident assertions
that the effects are going to be mar-
ginal and London will retain its fi-
nancial crown.

In recent months, in response to
entreaties from regulators on both
side of the English Channel, the top
management of financial firms, es-
pecially in the most affected sectors
of investment banking, asset man-
agement and insurance, have been
working on contingency plans.

In some cases these include physi-
cally relocating everyone who deals
with EU-based clients, plus all the

UK FINANCIAL JOBS AT RISK
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Deutsche Bank
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Goldman Sachs
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@ Job moves reported @ Total number of UK staff

16,000

Citigroup
and Credit
Suisse are yet to
confirm how many
jobs they will
move overseas
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6,000
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announcements

associated risk and trading func-
tions, as well as the capital that sup-
ports them, to other European coun-
ties. The Bank of England has given
banks and other financial firms until
July 14 to present their plans.

EU regulators have made clear
that financial firms will not be able
to circumvent Brexit by establishing
empty-shell companies in EU mem-
ber states. “To be clear, we will only
grant licences to well-capitalised and
well-managed [firms],” according to
European Central Bank (ECB) execu-
tive director Sabine Lautenschliger.
“Any new entity must have adequate
local risk management, sufficient local
staff and operational independence.”

The ECB, in particular, is con-
cerned that the stability of the EU’s
financial system could be at risk in
the event of a “cliff-edge” Brexit, a
chaotic scenario in which firms are
under-prepared and the terms of
trade for cross-border finance have
not been nailed down.

To date, some 30 to 40 per cent of
UK-based financial firms have al-
ready started to relocate, or to make
plans to relocate, thousands of staff
to financial centres elsewhere in the
EU. The banks currently intending to
move the most posts to EU financial
centres are J.P. Morgan and Deutsche
Bank, each of which intends to trans-
fer up to 4,000 jobs.

Lloyd Blankfein,
chief executive

of Goldman
Sachs, warned
that the City of
London "will stall”
as a result of Brexit

66

Estimates of how
many jobs could
ultimately be lost
in the UK financiall
and professional
services sector
range wildly from
9000 to more
than 230,000

J.P. Morgan is likely to be moving
them to its existing bases in Frank-
furt, Dublin and Luxembourg, while
Deutsche Bank, which has had a
London presence since buying Mor-
gan Grenfell in 1989, has indicated it
will shift 4,000 jobs from London to
Frankfurt. In January, HSBC said it
expects about 1,000 or 20 per cent of
the investment banking jobs it has in
London to move to Paris.

Insurers including AIG and Hiscox
are favouring Luxembourg as an EU
trading hub, as does the Prudential’s
asset management arm M&G Invest-
ments. Paris is also gaining ground
as a potential base for asset manage-
ment firms, especially since the elec-
tion victory of centrist president Em-
manuel Macron. Insurer Standard
Life, which is in the throes of merg-
ing with rival Aberdeen Asset Man-
agement, is plumping for Dublin.

Estimates of how many jobs could
ultimately be lost in the UK finan-
cial and professional services sector
range wildly from 9,000 to 10,000
estimated by Bruegel to more than
230,000 forecast by EY.

There is currently a fierce de-
bate over whether the clearing of
euro-denominated derivatives - a
major business for London where
it supports 83,000 jobs - is going to
be forced away by Brexit. The early
signs are that the European Com-
mission will enact new legislation
which will require UK-based clear-
ing houses of euro-denominated
transactions either to relocate to the
EU or be directly regulated by the
European authorities.

But Catherine McGuinness, head
of policy for the City of London, has
warned this could cause chaos. “Up-
rooting and offshoring [euro clear-
ing] would not only be vastly compli-
cated, but also vastly damaging and
potentially destabilising,” she says.

Some banks may choose to shrink
their European operations or retreat
back to Wall Street as a result of Brex-
it rather than go through with the
hassle of preparing for the unwanted
divorce, which will reduce competi-
tion and diminish access to capital
in Europe.

Jonathan Wills, a partner in Oli-
ver Wyman, warns that the cost of
financial services will rise as a result
of Brexit. He predicts that the return
on equity of European investment
banks will fall by about five percent-
age points or by around $1.5 billion
across the industry, as a result of
Brexit induced costs, uncertainties
and inefficiencies. And bankers, in-
cluding Goldman Sachs’s Europe
head Richard Gnodde, have made no
secret of the fact they will pass the
extra costs on to their clients. @
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Management
of risk must
be a science

The potential
domino effect of

a crisis is an ever-
present risk to UK
businesses with
supply chains and
markets abroad
and at home

RICHARD BROWN

magine the scene: a flight arrives

at Singapore Changi Airport from a

provincial city in mainland China.

On board a woman has been fight-
ing for her life with a dangerously high
temperature, aching muscles and seri-
ous respiratory difficulties. Upon ar-
rival she is diagnosed with the deadly
H7N9 strain of avian or bird flu.

What happens next?

With more than 100 airlines link-
ing Singapore to 320 cities in 80
countries and territories worldwide,
Changi is a phenomenal transit hub.
A highly infectious disease like avi-
an flu triggers an immediate emer-
gency at the airport. But it is not
sufficient to quarantine the ill wom-
an to contain the disease, because
many of her fellow passengers could
also have been infected in-flight.
And they have now passed through
immigration and gone on to the col-
lect their baggage from the carousel.

Each week, some 6,700 flights land
or depart from Changi, while more
than 54 million passengers travel
through the airport each year and
almost two million tonnes of freight
are shifted annually. One highly in-
fectious person in such an intense
dispersal environment could wreak
untold damage worldwide.

As an emergency remedial meas-
ure, the airport authorities decide,
reluctantly, to shut the airport. All
flights into Changi are diverted to
airports in Malaysia, Thailand and
Indonesia, while those preparing to
depart are grounded. Similarly, all
freight movements are suspended.

Imagine the devastating effect on
the reputation of a sparkling inter-
national airport boasting a clutch of
prestigious awards as Top Worldwide
Airport, the World’s Best Airport
2015 and the Best Airport in Asia-Pa-
cific. All those cancelled flights, all
those redundant tickets, all that lost
business, all the incalculable conse-
quential liabilities, all that fear.

With each passing day Changi is
under lock-down, regional business-
es haemorrhage cash. Time-critical
supplies of pharmaceuticals, med-
ical equipment, transplant organs,
blood, let alone fresh food and
urgent machine, automotive and
industrial parts, languish in the
freight terminal.

The authorities consider halting all
air, land and sea traffic in the vicini-
ty. As the news spreads, the finance
and credit markets react nervously
to the unfolding in crisis. And the
stocks of aviation companies and
leasing firms are negatively impact-
ed by the event. In this nightmare
scenario, the airport chief executive
and several airline bosses separately
face the daunting prospect of having
to explain the consequences of the
scenario live on TV. Bills get delayed
or unpaid. The chorus of contract
breaches is deafening.

So too are the insurance implica-
tions; these are pressing, the potential
claims stratospheric. Who is the in-
surer of last resort in such a catastro-
phe? How can overlapping liability
issues be resolved? Does anyone, an-
ywhere have a calm, balanced insight
into all the probabilities for such a
doomsday scenario affecting Singa-
pore Changi, one of the best organ-
ised airport hubs in one of the most
dynamic economies on the planet?

The answer is, perhaps improba-
bly, yes.
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View of runway at
Changi Airport,
Singapore

Russell Group, the UK-based con-
nected risk management and data
analytics firm, is among organi-
sations that highlight underlying
risk volatility in the aerospace
sector and continuously call for a
more integrated approach to un-
derwriting risk management by
the insurance industry.

Suki Basi, Russell Group’s man-
aging director, stresses the need
to unify the often fragmented, si-
loed information stored by insur-
ers in the aerospace “ecosystem”
to help them intelligently assess
risks posed by multiple “what if”
scenarios, such as an airport be-
ing quarantined.

He says: “The insurance industry
urgently needs to look at restructur-
ing or ‘harmonising’ the data sets
at its disposal to take into account
the domino effect upon all liability,
financial, operational and purely
commercial ecosystems affected
by a crisis. The absence of a wide
range of potential events and their
consequential knock-on effects in
many scenario modelling exercises
is quite alarming.”

As companies and organisations
increasingly integrate across in-
dustrial sectors, geographies and
cultures, they operate sophisticated
supply chains and delivery systems

66

The absence of
a wide range
of potential
events and their
consequential
knock-on effects
in Many scenario
modelling exercises
is quite alarming

to end-clients and markets. Event
complexity and risk drivers, such as
cyber threats, political change and
violence, supply chain risks, natu-
ral perils and credit risks, can affect
a corporate at multiple levels as the
assets and activities at each level re-
ceive risk from the same event.
Connected risk can traverse
through and across all industrial sec-
tors by existing and contingent busi-
ness relationships. Corporates can
and will be exposed to these events.
The aviation industry is particu-
larly open to the disruptive forces of
connected risk because it links trav-
ellers, economies, businesses and

insurers at the same time. An Octo-
ber 2016 IPSOS Mori global survey of
more than 1,000 professionals across
75 countries responsible for their or-
ganisation’s travel policies found the
vast majority had modified itinerar-
ies due to health or travel security
concerns in the past year. This is a
prime symptom of connected risk.

Clearly, business risk is of critical
concern for corporates. The latest
Cambridge Centre for Risk Studies’
Cambridge Global Risk Index pre-
dicts that this year the global econo-
my will face an expected loss of $1.17
trillion as a result of increased con-
nected risks.

Take this month’s co-ordinated in-
ternational WannaCry ransomware
cyber hack against parts of the UK’s
National Health Service and a range
of other organisations in 150 coun-
tries. There is no clearer example of
how the interconnected nature of
public, private and governmental
sectors are globally vulnerable to so-
phisticated digital attacks.

Exposures created by the growth
of global connectivity demonstrate
the need for scalable and integrated
analytics and actuarial modelling
capabilities that, underpinned by
reliable data, can help transform
21st-century risk management into
areal science. ®

TOP 10 BUSINESS RISK OF 2017
PERCENTAGE OF GLOBAL RISK EXPERTS RATING THE FOLLOWING AS ONE OF THE THREE MOST IMPORTANT RISKS FOR COMPANIES

Business
interruption

developments

Market Natural

catastrophes

Macro-economic
developments

Changesin
Cyber legislation and Fire,
incidents regulation explosion

Political risks
and violence

New
technologies

Loss of reputation
or brand value

Allianz
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COMMERCIAL FEATURE

What is

connected

risk?

Our world is more connected than at any
time in history — and business has never
been so exposed to connected risk

- Russell

ith a simple tap of the

keyboard, multi-mil-

lion-dollar deals are

struck across con-
tinents and consumers can order
almost anything from almost any-
where in the world to their doorstep.
We have never had it so good.

Companies with operations spread
out across the world can situate
their production or headquarters in
areas of low tax or low labour costs.
The likes of Exxon-Mobil, Walmart
and Apple straddle the planet in a
manner befitting colonial European
empires with the sun never setting
on the ring of the cash register or the
spinning cogs of the production line.

Yet, as history has proven, no
empire is everlasting, especially as it
overreaches itself, resulting in decay
and ruin. In this new era, organisa-
tions are vulnerable to the whims
and rhythms of the connected world.
A world connected by hazards or
risk drivers such as political volatility,
cyber hacking or supply chain expo-
sures caused by terrorism, piracy, in-
adequate safety controls and other
critical factors which can create a
rapid path to ruin.

This time it is not the barbarians
at the gate, but a new business risk,
what we call connected risk.

Connected risk is the systemic ex-
posure of commercial organisations,
their partners, suppliers and clients
to cumulative and cascading finan-
cial, operational and reputational
vulnerabilities. It is caused by an in-
herent weakness in the inter-con-
nected architecture of today’s busi-
ness-to-business relationships. These
are increasingly digital and allow a
single negative event to exponentially
spread disruption and paralysis, and
wreak severe economic damage both
within and between organisations.

The key drivers for connected risk are
the ways in which political, environ-
mental, supply chain, cyber and credit
risks combine to cause financial, oper-
ational and reputational loss.

In an increasingly connected world,

corporates and their networks need
to prepare for more unpredicta-
ble "black swan” events which are
caused when a local event produces
a so-called butterfly effect and un-
leashes a cascade of further events
through the network, impacting nu-
merous corporates along the way.

This exposes a raw nerve in corpo-
rates’ sophisticated global supply
chains and/or delivery systems as
they are now vulnerable to extreme
events and systemic risk.

Connected
risk is the systemic
exposure of commercial
organisations, their
partners, suppliers and
clients to cumulative
and cascading
financial, operational
and reputational
vulnerabilities

To illustrate the power of connect-
ed risk, imagine an international oil
company called xConnect. The com-
pany has taken out a substantial loan
to fund large-scale oil exploration in
Asia. So the networks involved in this
deal are xConnect's boardroom, the
bank, oil traders, specialist explora-
tion companies, drilling companies,
rig contracting companies, pipeline
operators, the insurers underwriting
the deal, refineries and distributors.

Imagine an event where a de-
termined government nationalises
xConnect's oil leases and those of
others within its jurisdiction in Asia.
These are the connected risk ef-
fects: there is a shock in the oil price
as supply volatility causes concerns
for traders in the oil markets; across
equity markets the share price plum-
mets for all oil companies involved
in the Asian event as investors move
their money elsewhere; the bank

RUSSELL UNIVERSE OF PARENT COMPANIES

Type of Number of parent
parent companies
company

Financial

Russell universe

institutions

Professional

services

All other
companies

L
L
L

Financial Institutions with sales revenue greater than or equal to $500 million
Professional service companies with sale revenue greater than or equal to $50 million
All other companies with sales revenue equivalent 350th FTSE or sales revenue greater than or equal to £240 million

Russell universe or parent companies equals two-thirds of global corporate revenue

Russell universe equals US plus non-US parent companies

seizes collateral in exchange for
losing millions; insurers worry about
the prospect of resulting claims; and
the drilling and rig contracting com-
panies also lose assets and the re-
sultant revenue loss causes some
to default on their loans, triggering
further volatility in oil and equity mar-
kets, with consequential negative
impact on future exploration costs.

At xConnect, the risk management
division had not expected such a
scenario could take place and had
not devised counteracting continu-
ity measures which therefore left the
board in an untenable position.

This is but a taste of the power of
connected risk. It is happening now.
And it is the new normall of business risk.

Retailers' principal marketrisks centre
on their globally connected presence.
A chief challenge of any corporate
with locations in many countries is the
cost of regulatory compliance, which
is different from region to region. The
world's largest supermarket brand, for
example, must enforce different work-
place standards in China from those
in the United States. In so doing, the
company is subject to acute regulato-
ry uncertainty.

Aside from the financial implica-
tions, a company is exposed to pro-
found reputational risks through its

supply chain. The collapse of flimsy
buildings in  Bangladesh, which
housed contractors and sub-con-
tractors sewing clothes, negatively
affected many US corporates, una-
ware their brands were being manu-
factured in such conditions.

The new risk landscape ushered in
by connected risk is one riddled with
greater event complexity and less
risk foresight. Corporates need to
recognise that new and established
business relationships, whether with
suppliers, manufacturers, traders, fi-
nanciers or consumers, are the entry
point for connected risk.

The ultimate connected risk is the
emerging cyber peril that threatens to
swamp business in a tsunami of digi-
tal disruption. The internet of things
and increasing reliance on mobile
technology is a wonder of the modern
age, but it is also an existential threat
affecting individuals, organisations,
governments and even great trading

The key drivers for connected
risk are the ways in which political,
environmental, supply chain, cyber and
credit risks combine to cause financial,
operational and reputational loss

Non-US @ US

Russell universe share
percentage of total
parent companies

0.78%

682,346
1,149
6.02%
76,822
847
0.02%
50,000,000
1,860
0.04%
50,759,168
3,856

blocs like the EU, NAFTA and ASEAN.
Hackers and new forms of malware
have the potential to access person-
al, sensitive data, shut down critical
infrastructure or ground aircraft.

Today's organisations are be-
coming increasingly interconnected
and embedded in the same net-
work. Thus systemic risk poses a real
threat. The failure of a single firm
from a connected risk can have a
disproportionate effect on both the
organisations connected to it and
the entire industry. It's a real concern
for chief executives who are aware
of the urgency of connected risk, yet
are unsure how to proceed.

The solution for corporate risk
managers navigating the rough seas
of connected risk is to have an inte-
grated risk management framework.
A framework that quantifies bot-
tom-up exposure, manage risks and
in so doing delivers superior return on
equity. Combining the power of data
analytics with the latest integrat-
ed risk modelling, led by companies
such as Russell Group, it is now pos-
sible to price and value our hitherto
unknown connected risk exposures
much more accurately.

For more information please visit
www.russell.co.uk/connectedrisk
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WANNACRY

The biggest ransomware attack in history

Admittedly not everyone is a cyber security expert. But, if you hadn't heard of ransomware before this month, chances are you've
The WannaCry ransomware has rocked every corner of the globe over the past two weeks, affecting more than 250,000 victims ¢
in one of the most aggressive and widespread cyber attacks in history. Whether directly affected or not, boardroom nerves the v
rattled as decision-makers face up to the risk cyber threats present to their organisation

COUNTRIES HIT BY WANNACRY

. Affected . Unaffected

UNITED STATES UK GERMANY JAPAN
Delivery company FedEx's NHS organisations disrupted and many Deutsche Bahn confirmed ransomware had disrupted Electroni
logistical operations affected operations cancelled at short notice train station departure boards across the country carmake

SPAIN

FRANCE

Telecoms and gas companies struck

BACKGROUND

WannaCry (also known as
WanaCryptOr and WCry), a

new varient of the Ransom.
CryptXXX family of ransomware,
hit companies and individuals
across the globe on May 12.
WannaCry exploits a vulnerability
in the older Microsoft Windows
XP operating system, security
updates for which were stopped
in 2014.

Some Renault factories
had to stop production

It can encrypt 176 different file
types and asks victims to pay $300
in bitcoins to one of three bitcoin
wallets to release the data. If
payment is not made, the ransom
would double after three days; if
payment is not made in seven days,

the encrypted files would be erased.

While victims have been advised
not to pay, funds are still being sent
to the ransomware attackers.

RUSSIA INDIA
Largest number of incidents reported, including One o
disruptions at the Russian interior ministry of thol

+250k

systems affected by the
WannaCry ransomware

150

countries
affected

$300

ransom requeste
per system
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RANSOMWARE OUTSMARTING CYBER-DEFENCE MEASURES
DEFENCE STRATEGIES IN PLACE WHEN RANSOMWARE ATTACKS OCCURRED

» heard of it now.
1cross 150 countries
jorld over have been

cs company Hitachi and
r Nissan were both targeted

\

f the worst hit nations with tens
isands of computers affected

Kaspersky/BBC

) 176

d different file
types encrypted

TOTAL AMOUNTS PAID TO WANNACRY ATTACKERS

Balances of the three bitcoin addresses linked to the
WannaCry ransomware up to May 25

Total number
of transactions

@ Balancein bitcoin @ Balance in $k

13.

122

104
107

WALLET 1 WALLET 2 WALLET 3

Bitref.com

Ad/pop-up Cyber-security
blockers training
Datto 2016

GLOBAL DESKTOP OPERATING SYSTEM
MARKET SHARE
APRIL 2017

Millions of PCs still run on Windows XP, the third
most popular desktop operating system worldwide

O

@ Windows7 48.5% @ macOS Sierra 3.2%

Windows 10 26.3% @ Linux 2.1%

‘ Windows XP 7% @ Other 5.9%

@ Windows 81 6.9%

NetMarketShare 2017

LEADING CAUSES OF
RANSOMWARE INFECTION

Global survey of IT managed service providers ‘_®

©

Spam/phishing  46% @Lackof 1%
e-mails security

Lack of employee  36%
igellallgle]

@ Malicious websites/ 7%

web adverts

Datto 2016




GDPR, WannaCry,
Incident management
the list goes on...

At the ISF our consultants are working on solving these and others
cyber security headaches, helping businesses handle today’s
security challenges with confidence

Unlike many other big consultancies our goal is simple
- assess the problem, help you to resolve it and leave
you with the ability to take it on from there.

We come in, do the work and get out again as quickly
and as painlessly as possible. That’s it. Job done.

Or, if you prefer, we provide customised, professional
support to strengthen your organisation’s cyber
resilience and information risk management
arrangements against emerging threats.

What have we done recently? 4 _.:'.i
makw :“'.‘."L‘..i .

A
ipUNUREEER AN
HHI‘."-...‘-\."

S ENEE TR

We’ve had teams working on:
Identifying and protecting mission critical aiipd
information assets in the retail sector

Developing roadmaps to EU GDPR compliance
for financial services companies

Building cyber resilient frameworks that give
you the how to on policies and procedures
in manufacturing

And plenty more...

Visit the website and check us out or give us a call:

Steve Durbin

Steve.durbin@securityforum.org

+44 (0)778 595 3800
www.securityforum.org/consultancy-services

Information
Security
Forum
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CYBER SECURITY

Time for bosses to sit up

If C-suite executives
continue to bury
their heads in the
sand, new European
Union legislation will
force them to take
the threat of cyber
attack seriously

DAVEY WINDER

he recent global ransom-

ware worm, infecting more

than 250,000 computers in

150 countries and as many
as one in five of all NHS Trusts in
the UK, is proof of the disruption
that a cyber attack can bring to
an organisation.

Nick Coleman, global head of
cyber security intelligence at IBM
Security, hopes that those in the
C-suite can learn from the events
of recent weeks and take the risk
of cyber attack seriously. But
here’sthe thing, why should it take
such an event to get the C-suite
sitting up and taking the cyber
threat seriously?

Darren Thomson, chief tech-
nology officer and vice president
at Symantec, says recent breach-
es have made it evident busi-
nesses of all sizes are failing to
implement integrated, holistic
security programmes.

“Organisations often claim to be
keen to invest in data-breach pre-
vention, but in reality, operating a
standalone project does not solve
the complex cyber-security chal-
lenges businesses face today,” says
Mr Thomson.

INSIGHT
SOFTWARE LIABILITY

Screenshot

of the NHS
website when
aransomware
attack disrupted
health services
on May 12

Dave Clemente, senior manager
at Deloitte cyber risk services,
says you can forget about
phishing and ransomware; the
next big thing in cyber risk will
be the introduction of software
liability requirements for

—

“Our State of European Data Pri-
vacy Survey revealed only 14 per
cent of IT executives and deci-
sion-makers believe that everyone
in an organisation has the responsi-
bility to ensure that data is protect-
ed.” What the other four out of five
think should be seriously worrying
to all organisations.

Brian Lord, managing director of
PGI Cyber and the former deputy
director of GCHQ in its intelligence
and cyber operations division,
blames “excessive scare sales tac-
tics and incoherent advice over real
focused business risk, supported
by huge prices for solutions” for a
C-suite decision-making paralysis.
It’s a paralysis often only broken by
abreach.

David Emm, principal research-
er at Kaspersky Lab, agrees that
the board “needs to understand
the core issues surrounding se-

66

I've seen multiple
breaches in the
same organisation

curity and that there is executive
buy-in to the measures needed to
secure the company”. This is, af-
ter all, what makes the job of the
chief information security officer
(CISO) so important. They act as a
bridge between the board and the
IT department.

How to engage at this level, then,
becomes paramount. Quentyn Tay-
lor, director of information security
at Canon Europe, has a good point
when he says to properly engage
with the C-suite “you need to put the
risk in terms they understand and

“When this happens it will
undoubtedly make headlines
and receive intense public
scrutiny, turning up the
regulatory heat on software
developers. This may raise
the cost of software, delay
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developers and manufacturers
of connected systems, such

as medical devices or
driverless vehicles.

“The two worlds of safety and
security are rapidly overlapping,
increasing the risk that insecure
systems will be hacked and
result in injury or worse. Where
safety is concerned, the
legal considerations around
software take on a new level of
importance,” he says.

innovation and disrupt the open
source community, but will be
worth it to ensure public trust

is maintained and increase the
reliability of critical software
and services.

"Cyber-physical systems aren’t
just pacemakers and robots, but
include everyday systems that
are used in homes, offices and
public places. Software liability is
coming and many sectors could
be impacted.”

and take notice

?
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BUSINESSES UNDERPREPARED FOR GDPR
GENERAL DATA PROTECTION REGULATION TO COME INTO
EFFECT IN MAY 2018

96%

of business and IT leaders in the UK,
Germany and France do not fully
understand GDPR

90%

have concerns about
their ability to become
compliant

22%

believe their
organisation is fully
prepared for GDPR

Symantec 2016

that link to competencies they will
engage with”.

Martijn Verbree, cyber security
partner at KPMG, agrees that it’s all
really about improved communica-
tion. “The board will often talk in
business speak while the cyber team
will talk in tech speak,” he says.
“Both sides need to know what is the
organisation’s risk tolerance, which
things are top priority to protect and
how well developed are the compa-
ny’s defences.”

All this said, does becoming a
victim usually lead to the imple-
mentation of security measures
that should have always been in
place though? Amanda Finch,
general manager of the Institute
of Information Security Profes-
sionals, says CISOs and security
teams that have been through a
serious breach are more confident
in dealing with these occurrences
and take a more flexible and prag-
matic stance towards risk man-
agement and prevention.

“First-hand experience of crisis
management helps to be better pre-
pared to deal with future breaches
both at CISO level and in the way
they work with the board to set up
the dependencies and information
flows upstream,” she says.

Greg Day from Palo Alto Net-
works sits on the UK National
Crime Agency steering commit-
tee. Mr Day is adamant that any
significant cyber incident should
always lead to learnings and im-
provement; the question should be
by how much? He says: “When an
attack does get through and a busi-
ness becomes a victim, the organi-
sation must ask why didn’t we see
it quicker?”

However, this is not always the
case. Dr Guy Bunker, senior vice
president at cyber security com-
pany Clearswift, says: “I've seen
multiple breaches in the same or-

ganisation, so evidently what they
do after the first breach is not al-
ways enough to drive up security
to prevent the second and subse-
quent breaches.”

So what is enough? While there
is no cyber-security silver bullet,
Bharat Mistry, principal security
strategist at Trend Micro, has put to-
gether a checklist of essential threat
mitigation options:

01 Make sure cyber security is a
board-level concern, and cyber risks
should be reported and treated as
any other business risk.

02 Cyber security is not just the
responsibility of the IT department;
stakeholders from all areas should
be involved.

03 Undertake a cyber-security ma-
turity assessment to identify holes
in your current cyber-defence strat-
egy and initiate a programme to re-
mediate; this is not just a technology
problem, it’s having the right skills
and processes.

Terry Greer-King, director of
cyber security for Cisco UK, Ire-
land and Africa, thinks the whole
debate could soon become moot
anyway, courtesy of the Europe-
an Union General Data Protection
Regulation (GDPR).

“If a cyber attack doesn’t get lead-
ers to sit up, GDPR will force them
to,” he says. “Data breaches of the
most important provisions could
lead to fines of up to €20 million or
4 per cent of a company’s global an-
nual turnover.”

Indeed, GDPR specifies that
organisations have to appoint a
specific data protection officer,
who is distinct from a risk officer
and all IT functions that current-
ly exist. “It’s a role that has to sit
outside IT and outside the board-
room to have the independence
to ensure the business adheres
to the regulation,” Mr Greer-
King adds. ®
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Find clarity
in a world
of unknowns

In a changing environment, only open
communications, decision-making and
protocols can steer organisations away
from damaging events. But how do you
ensure a high level of transparency

across your business?

DAN MATTHEWS

n April 18, prime minister

Theresa May announced

a snap general election.

On May 11 recruitment
website Hired.com published fig-
ures suggesting that the UK’s for-
eign technology talent pool, which
draws heavily on workers from the
European Union, has halved since
the June referendum last year.

The following day, on May 12,
a computer virus was unleashed
which spread quickly across the
world, crippling corporate sys-
tems and, in the UK, disrupted
NHS networks.

These events and hundreds more
show how, in the space of a few
short weeks, the business environ-
ment can alter radically. Seismic
events happen suddenly or can
percolate gradually and in a con-
nected world the impact is often
widespread and profound.

Risk strategies have moved with
the times. The best ones are flu-
id, agile and incorporate the un-
derstanding that threats appear
with a regularity you can depend
on. Small businesses, as well as
corporates, understand this and
on the whole attitudes to risk
have matured.

A crucial part of an organisation’s
defence is its workforce’s alertness;
people’s ability to contain risk and
move decisively should something
unforeseen happen. A crystalised
strategy is one thing, empowering
people to act is another.

Transparency, then, is all-impor-
tant. Itis abuzzword thrown around
by C-suite executives, but in private
some underplay its significance,
says Stephen James, partner at law
firm Clarkslegal.

“Risk management must be
more than a box-ticking exercise.
Organisations at the centre of re-
cent corporate scandals had risk
structures in place, but they were

not followed in practice,” he says.
“There must be allocation within
the organisation for primary re-
sponsibility for risk management
and from this central point must
flow a clear chain of responsi-
bility, to cover risk across the
entire organisation.”

Kevin Lester, managing partner
at Validus Risk Management, be-
lieves the number of out-of-the-blue
threats, so-called unknown un-
knowns, is growing in the current cli-
mate. The situation requires a highly
developed strategy with multiple
touchpoints across the organisation.

Creating such a strategy begins with
setting out clear objectives that every-
one can understand, incorporating
company goals and appetite for risk.
This is to be enshrined in a formal
policy, but must also flow informally
through the organisation’s culture.

Risk management should have
a strong link to the commercial
strategy with areas of responsi-
bility given to individuals who
are charged with “owning the
risk”. These individuals must be
equipped with the resources and
power to manage change.

Top executives should create
mechanisms for risk reporting up
and down the chain of command.
Risks must be reported in an in-
tuitive way and qualified where
possible, says Mr Lester. Lastly,
cost-benefit must be measured
and reported regularly, to gauge
whether the system works and is
value for money.

Val Jonas, chief executive of Risk
Decisions, agrees each organisa-
tion’s risk profile should be em-
bedded rather than offered up as a
fringe exercise. In particular, she
says it’s vital for individuals to be
clear on how much risk the manage-
ment team is willing to take.

“Build this into your risk man-
agement targets and establish the
mitigated level you need to achieve
for your risks. This includes not
over-managing risk that might be
beneficial. After all, companies are
in business to take some risk to max-

imise their returns,” she says.

“In large organisations, each divi-
sion, department, business unit, func-
tional area, programme and project
team will tend to have its own identity.
So the challenge is to combine those
identities together into a shared, holis-
tic organisational culture.”

In essence, transparency means
imbuing an organisation to enact
change. Those with well thought out
risk procedures will nevertheless
blunder into problem areas when a
crisis looms unless people in the right
areas are kept abreast of policy and
feel confident acting on initiative.

Business throws up a vast tapes-
try of risk and managers at the very
top of the chain have neither the
time nor the competence to keep it
all in check. People working on the
ground are uniquely placed to com-
prehend and communicate the spe-
cific threats they face.

Each department - finance, human
resources, marketing, IT - has a dif-
ferent profile. People in charge must
recognise the fact and open channels

People working
on the ground are
uniquely placed to
comprehend and
communicate the

specific threats

they face

of communication so information
can flow freely, says Emma Carr at
law firm Gowling WLG.

“At senior management and
board level, an organisation must
be clear and transparent about
risk strategy and governance, pro-
vide adequate oversight and be
accountable for risk management
practices,” she says.

“At an operational level it is key
that those risk management practic-
es are implemented and adhered to,
regularly monitored and regularly
appraised with results fed back up
the chain.”

This structure’s importance is
summed up in the so-called Noah
Rule coined by the world-renowned
investor Warren Buffet. It states:
“Predicting rain doesn’t count.
Building arks does.” At the end of
the day, execution is everything.

“A risk strategy is only as good as
the organisation’s ability to act upon
it,” says Campbell Macpherson, au-
thor of The Change Catalyst.

“Execution risk is arguably the
greatest risk of all, because with-
out the ability to implement, the
most comprehensive risk strategy
is not worth the paper it’s written
on. Your ability to execute will boil
down to the capability of your peo-
ple and the culture of your organi-
sation,” he says.

By empowering employees, or-
ganisations can insulate them-
selves from the nasty surprises
that block progress. Conversely, by
walling up responsibility for risk
prevention, the C-suite deny them-
selves a robust defence against the
future’s volatility.

GLOBAL SURVEY OF GLOBAL CHIEF RISK OFFICERS

. Current priority

Priority for next 18 months

Being consulted
about new
business
opportunities

Solidlifying risk Shifting more

monitoring/ responsibility for
management risk to the first line
processes of defence

planning process

More
involvement in
wider strategic

Partnering with

ClO/leaders to

minimise cyber
and privacy risks

Robert Half Management Resources 2016
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OPINION

COLUMN

‘Boards should explore
ways to bring risk
evaluation into all

aspects of the business

and build agility into
management culture’

JOHN HURRELL
Chief executive
Airmic

The boardroom approach
to managing risk has
been transformed ’;f
over the past decade. ?

Risk management .L

C-suite agenda and

is increasingly rec-
ognised as central to

a successful business.
And yet despite this, time
and time again, businesses are
finding themselves exposed by a crisis,
often resulting in significant financial
and reputational damage.

Very often, it is not the event itself
that causes the most harm, but the
response of the organisation. Crises
unfold and enter the public domain
with terrifying speed. This is one of
the defining changes in risk man-
agement in recent years, but most
executive teams are still failing to
react quickly or decisively enough
when a threat or incident emerges.

What is going wrong? Most tradi-
tional risk governance and identifi-
cation processes presuppose that the
operating environment is relatively
stable, predictable and slow moving.
The typical focus for risk mapping
and planning is therefore on compli-
ance and rigour. Boards might visit
their risk register on a quarterly basis
or review their risk management pro-
cedures once a year, for example. The
result, however, is that board-level
engagement with risk management
is based only on a series of snapshots.

This unfortunately does not re-
flect real life. Worse still, it can re-
sult in a false sense of security as
organisations feel they have risk
management covered. Compliance
and structured risk mapping are im-
portant, but will not equip boards
to deliver an effective real-time re-
sponse when a crisis unfolds.

Take, for example, the incident in
April when a passenger was filmed
being dragged off an overbooked
flight. Within hours, the video was
shared globally via Twitter to wide-
spread criticism and even calls to
boycott the airline. The chief exec-
utive’s initial decision to defend the
actions followed by a belated apology
only fanned the flames, and made the
leadership look indecisive and insin-
cere. Within hours, the organisation
was facing a legal battle, a tarnished
reputation and a drop in share price.

iy v
is now firmly on the '!: T
B shortcomings in

O

Ten years ago, this

event would proba-

bly not have even

-E surfaced, but to-
day social media

lays bare corporate

an instant. Board
leaders will be asked
for instant responses
and will need to appear
prepared, transparent and in
touch with both their business and
the expectations of their stakehold-
ers, including the public.

Most boardrooms today are not em-
powered with the right risk knowledge
to respond effectively in this pres-
sure-cooker environment - what is
missing for so many is agility. Instead
of receiving static risk information at
predetermined intervals, boardrooms
need to view risk as a series of contin-
ually evolving threats, any of which
could erupt at any moment. It is there-
fore essential that senior management
have the information and rehearsed
crisis plans to respond quickly.

Moreover they must have the au-
thority and understanding to adapt
those plans as needed. According
to one of Britain’s most experienced
generals, Sir Richard Shirreff, some
boardrooms are now looking at how
the military handle fast-moving cri-
ses and how they rapidly switch gears
when the situation dictates. Accord-
ingto Sir Richard, on the front line, as
in business, you can never predict the
future or control chaos, you can only
adjust strategy to take into account
unforeseeable events.

None of this is easy, but boards will
have a significant head start if they
continually have a finger on the risk
pulse of their organisation and op-
erating environment, even when it
feels benign. Boards therefore should
explore ways to bring risk evaluation
into all aspects of the business and
build agility into the management
culture of the organisation.

This requires a different way of think-
ing because it is about culture as much
as processes. But the rewards are clear.
Research by Airmic has shown that an
ability to adapt and respond quickly to
a changing environment is a key pillar
of a resilient business. Too many com-
pany directors think it will not happen
to them, but it could happen today and
in a matter of hours.

COMMERCIAL FEATURE

Strengthening
business resilience in
our turbulent times

From the security incidents of recent days and weeks to
natural disasters and medical emergencies, employee safety
and security is never far from anyone’'s minds

he need to prepare, protect
and assist employees when-
ever and wherever needed
has never been more evident.
Not only is it a duty of care for any
organisation, and increasingly has
potential legal implications if em-
ployees are not appropriately pro-
tected, it is also high on the agenda
to help business continuity planning
and strengthen business resilience
through a protected workforce.

Rob Walker, security expert at Inter-
national SOS, says: “Security events
have resulted in a sense of increasing
challenges, even in travel to places
once thought secure. While risks are
changing, organisations must ensure
their actions to mitigate those chang-
es are proportionate, and based on
reality and not perception.

“"With many organisations increasing
their business travel o1<:tivity,1 it is es-
sential for decision-makers to be able
to communicate that objective advice
to their people, including in an actual
crisis. Keeping informed and taking
into account all risk factors will enable
business travel to proceed successful-
ly, resulting in a protected workforce
and business continuity.”

Travel risk professionals have told us
the biggest challenges that organi-
sations face in protecting their mobile
workforce are education about travel
risks, communication during a crisis
and tracking travellers? These are

BIGGEST CHALLENGES TO
PROTECTING TRAVELLERS FACED
BY ORGANISATIONS

= | 49%

Educating
employees about
travel risks

47%

Communicating
with employees
during a crisis

42%

Tracking
employee travel

&
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vital elements to keeping your work-
force safe and an indication of what
is preoccupying managers.

They also indicate something else
as managers are in danger of being
drawn into details that could be ad-
dressed more efficiently; time spent
tracking people down and trying to
communicate could be reduced to
make additional time for addressing
the bigger picture.

We know travel risk profession-
als are often multi-tasking across a
number of business objectives and
that risk responsibilities are shared
across an organisation, so co-ordi-
nation and identifying responsibili-
ties is essential, whether that is man-
aging additional staff for a business
objective or ensuring corporate data
is protected. The impact of this is,
of course, amplified during a major
crisis, such as an extreme weath-
er event or a terrorist attack which
could affect a number of personnel
rather than an individual.

So how do you save the time you're
losing? It all comes down to some-
thing that may be commonly known,
but is often not prioritised, putting in
place an optimum business continuity
plan for business resilience in a crisis.

Business continuity planning can
be complex, so the effort of building
and maintaining it can be daunting,
but is essential, looking after your
people, managing client relation-
ships and not just protecting your
reputation, but enhancing it by em-
bodying good practice. There are
some simple steps that any organi-
sation can take.

TOP TIPS TO IMPROVE RESILIENCE
Think ahead: how will you respond?
Think through likely scenarios and
review appropriate sources such as
a risk map (www.travelriskmap.com).
You probably have previous experi-
ence you can draw on too. What was
best practice? What are the likely
pitfalls? What happens if you or your
immediate team are unavailable?
Educate your managers on what
they need to do. Remind people of
the role they need to play. Protecting
your workforce is everyone's responsi-
bility, but you cannot assume people
will take this on intuitively. Spend time
creating awareness and support so
your managers feel a sense of owner-
ship. This gives you more help to draw
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on and, if your people have a duty of
loyalty, they will help you too.

During an incident: track, commu-
nicate, assist

Set up a system that will alert your
people. Make sure you have a trav-
eller tracking tool in place that will
do the bulk of the work for you. You
should also think about how and
when you will get a message out to
your whole organisation.

Work out how you will check your
people are OK. It is essential to have
this linked to your traveller tracking
tool, to ease the overall management
of what's happening. Ideally you will
get the message out through two-
way communication to improve the
response rate.

Have a back-up plan in case you
can't manage the crisis alone. Even
the best organisations may be out of
their depth if the worst happens. You
will need a solution that can emulate
your role if you are not in the office.
One option is to nominate alterna-
tives; another is to outsource the
checking process completely.

The wash up: template your man-
agement reports

This is simple but very important if
you want to show you are in control
of the situation. Setting up a report
template will help you communicate
to your leadership and give you all
piece of mind. Once again, hooking
this into your traveller tracking tool will
mean you can report and communi-
cate in a matter of minutes.

Flexible response templates are key,
enabling fast modification in a crisis,
from cyber security incidents to na-
tional political upheaval.

Be prepared to support and pro-
tect your workforce with unparalleled
advice and assistance. Travel risk
management tools and services are
key in helping organisations protect
their mobile workforce in the most
efficient way and mitigate risks to
strengthen business resilience.

For more infomation please visit
www.internationalsos.com

1 Talent Mobility 2020 and Beyond, PwC

2 Intemational Travel: Risks and Reality: The New Normal
for Business is an Ipsos MORI research study conducted
among 1119 business decision-makers across 75 coun-
tries. Research was conducted online using representa-

tive panels, October 6-26, 2016
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How data
analytics is
reshaping risk
management

For data analytics to help improve risk
and insurance processes, companies
need clearly defined goals and a single
claims platform, says Van Ameyde

\
Van Ameyde (3/

ata, data, everywhere -
industries across the globe
are now swimming in the
stuff. The risk management
and insurance industry is no differ-
ent. Many of us are aware that data
should be put to good use, pro-
cessed and interpreted intelligently,
but the burning question for most
corporations and insurers is how?

The customer service industry is
awash with examples of how con-
sumer data is used effectively to
personalise experiences, brands
and product offerings. Howev-
er, practical examples for the risk
management and insurance indus-
try are harder to find.

"Big data should be a key tool
for our industry, but it's become
a nightmare,” says Willem van
der Hooft, business development
director at Van Ameyde, a Eu-
rope-wide company that has been
working on claims management
solutions since 1945.

"It's one thing to collect and inter-
pret as much data as you can get
your hands on, but to do it in a way
that makes a difference to your
business goals is the challenge.
End-to-end digitisation helps. The
more the claims process is digit-
ised, the more data you have avail-
able, the more insight you will have
for risk management and market
segmentation.”

Van Ameyde is at the forefront of
the revolution in IT-driven claims
and risk-related services, success-
fully modelling analytics programs
for risk managers and insurance
providers. The company has found
that data analytics serves many
purposes with respect to claims. For
instance, loss statistics allow com-
panies to identify repetitive causes.
Once these are solved you can
reduce their frequency and save
money in the process.

"This requires complete insight into
all losses wherever they occur,” says

360° insight in claims and risk

Mr van der Hooft, whose company
has 46 offices in 28 countries. "The
same goes for more sophisticated
predictive risk models. You need a
complete and consolidated data set
you can mine for information.”

That's why Van Ameyde set up its
pan-European Incident Management
System (IMS). This is a platform that all
Van Ameyde's customers and their
suppliers are connected to. The aim
is to process data from all incidents
across Europe, at scale, in a uniform
way. Information ranging from losses
to policies and customers' personal
details is logged.

"IMS is empowering industry play-
ers' insight to make informed deci-
sions. This system is also the foun-
dation for our analytics capabilities,”

“ The insurer could take on a new
role as the policyholder’s risk manager
offering advice to reduce claims

CONNECTING THE RISK AND INSURANCE CHAIN
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claims management,
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says Ruben Snepvangers, data ana-
lyst at Van Ameyde.

Van Ameyde has created a predic-
tive risk model for a multi-national car
hire company. The results are to be
used in the company's pricing strat-
egy, including insurance premiums
offered to clients.

"We've created a model that en-
compasses losses relating to age, car
model, insurance cover, days hired
and location. Despite limited sample
sizes and data points, predictions
using this model are correct in 70 per
cent of cases. When segmenting low
and high-risk customers, the model
had an even higher success rate,”
says Mr Snepvangers.

Van Ameyde found that the key to
designing a successful predictive
model involved setting clear goals.
"We asked our client the question
what exactly do you want to achieve?
A clearly defined end-game makes
all the difference when determining
what information to use in the analy-
ses,” Mr Snepvangers explains.

Risk profiles are also used in the
insurance industry. This enables in-
surers to segment consumers based
on their desirability and design cus-
tomised solutions. It involves using
enriched customer profiles, which
are based on policy details, insur-
ance application information and
any claims someone may have had.
All this data is used to build up a de-
tailed picture of each customer.

The type of insurance policies each
of us takes out tells us a lot about our
respective lifestyles. If you combine
claims and policy information you can
see that there's a connection between
risk appetite, defined by the level of
insurance taken out, and the actual
risk posed, defined by the number and
extent of losses. Profiles can now be en-
riched further by additional information
that's available from voluntary shar-
ing schemes such as car telematics.

"We tend not to speak of big data
because we don't actually use all the
data available. While customers may
be willing to share data if they see sub-
stantial benefits, such as lower insur-
ance premiums, sensitivity over privacy
is crucial,” says Mr van der Hooft.

“In some European countries, it's
perfectly acceptable to use social
media to detect fraud, but in others
it's against the law. Mining data from
social media for marketing segmen-
tation purposes, even if it's legal, may
still raise eyebrows among some po-
tential customer groups. A voluntary
survey may work just as well.”

Detecting fraudulent inquiries is
also a big industry issue. Van Ameyde
now uses machine-learning algo-
rithms. These improve the company's
ability to detect fraud, but they also
predict possible deceitful behaviour.
All this information is then fed back
into the analytical model.

Creating risk profiles for certain cus-
tomer groups also allows accurate
market segmentation and the design
of more personalised services and
pricing schemes. Take safe-driving
and usage-based schemes for motor
insurance, these have paved the way
for more accurate tariffs for motorists.

Van Ameyde believes there is more
the industry can do with risk profiles.
The insurer could take on a new role
as the policyholder's risk manager of-
fering advice to reduce claims.

"Take those people wholive in flood-
risk areas, they could be advised to
adopt measures at their property
that will increase flood resilience and
at the same time reduce their premi-
ums, such as raising thresholds, put-
ting in airbrick covers or storing ex-
pensive household items on the first
floor rather than in the basement,”
says Mr van der Hooft.

"In the risk management industry,
the accuracy of pricing hugely im-
pacts the risk transfer strategy. Get
it right and both risk managers and
their insurance providers benefit. The
key to all this is information. If data is
structured, centralised and reliable,
you can make comprehensive risk as-
sessments. You will also have a com-
plete picture of the losses incurred
throughout the company. This is the
basis for a robust pricing, risk mitiga-
tion and risk management strategy.”

To find out more call in at booth 29
at the Airmic 2017 conference or
visit www.vanameyde.com
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REPUTATIONAL DAMAGE

Don’t make
a dlsa§t§:r out
of a crisis

United Airlines soared into world
headlines for the wrong reasons and
not only crashed their public relations
but also burnt their reputation

CHARLES ORTON-JONES

irlines are accustomed to

examining incidents to

learn lessons. This year

the big lesson is nothing
to do with flying, but how to cope
with the fallout from a public rela-
tions disaster.

The United Airlines passenger fi-
asco was front page news for a week
and has gone down in history as a
textbook example of what not to do.

The event was brief. United need-
ed to fly four staff from Chicago to
Kentucky and wanted to bump four
passengers to make room. Three
complied with the request. One did
not. David Dao sat tight.

The 69-year-old doctor explained
he needed to see patients the next
day at his clinic in Kentucky.

Dr Dao was forcibly removed by
security officers, suffering mul-
tiple injuries including a broken
nose and two broken front teeth.
The chaotic scenes were filmed by
passengers and uploaded to social
media, and viewed seven million
times in a day.

So far, so bad. Then it got worse.
United chief executive Oscar Mu-
noz issued a begrudging apolo-
gy, blaming “over-booking”, an
inaccurate claim. American talk
show host Jimmy Kimmel spoke
for millions when he said: “That
is such sanitised, say-nothing,
take-no-responsibility, corporate
BS speak.”

Rumours circulated about Viet-
namese-American Dr Dao being
selected for his ethnicity. Emirates
airline launched a parody ad cam-
paign. A poll three days later of
1,900 people said 79 per cent who’d
heard of the incident would chose
a non-United airline. The affair had
spiralled out of control.

The PR industry is now obsessed
by the incident because it’s such a
perfect case study. The impact of
poor reputational risk management
can be seen in glorious detail.

What are the lessons? The first
is that the initial reaction is crit-
ical. Tim Bond, group head of PR
at the Direct Marketing Associ-
ation, singles out United’s atro-
cious first apology as the catalyst.
“When that story broke, imagine
the change in tone if the CEO had
come out immediately and said,
‘This shouldn’t have happened.
We’re going to stop the practice of
over-booking flights so this nev-
er happens again.” How different
the subsequent media storm could
have been, but how different the
business’s bottom line too,” says
Mr Bond.

66

When disaster
strikes the impact
can be crippling

A dose of human sympathy helps.
Holly Underwood, crisis commu-
nications lead at Access London,
advises: “Be personal in your re-
sponse; especially on social media
the most important thing is to not
ignore what is happening. If the
public are asking questions, try
to respond. Even if you don’t nec-
essarily have all the information
yet, letting them know you are lis-
tening is the first step to rebuild-
ing trust.”

Words must be matched with
action. The problem needs to be
fixed. United didn’t get on top of
the story until it promised to hike
compensation for removing pas-

sengers and to lower over-booking
to reduce incidents.

A major incident on a roller-
coaster at Alton Towers theme
park is often cited as the correct
way to handle a potential PR dis-
aster. Anokhi Madhavji of crisis
management company PLMR
says: “The Alton Towers chief ex-
ecutive was quick to issue a state-
ment that was genuine, warm and
compassionate. He apologised to
victims and their families.”

Mr Madhavji adds: “A highlight
for me was when he was asked
about how the incident would af-
fect the share price of the company.
He responded, ‘You’ll forgive me if
I'm not really focused on the share
price at the moment.”

Above all, reputation manage-
ment needs focus. United made
mistakes early on by not getting PR
officials to verify the details of the
story. United then needed to apol-
ogise for the resulting errors in its
statements — a nightmare scenario.
The company should have realised
the scale of the problem and devot-
ed more resources to it.

When disaster strikes the impact
can be crippling. FTI Consulting
recently examined 100 high-pro-
file PR catastrophes, such as the
VW emissions scandal and Talk-
Talk’s hacking disaster, in a report
called Anatomy of a Crisis. The
report shows that 23 per cent of
companies never recovered their
pre-crisis share level and 14 per
cent went out of business.

Where there is malpractice, the
impact is far larger. A financial
mismanagement story generates
44 times normal press coverage
levels, a cyber breach just seven
times and a product recall less
than four times. The public aren’t
stupid; they know when a company
is malicious or just a bit dozy.

Demonstrators Naturally, not all incidents will ex-
at Chicago plode like the United story. It was a

O'Hare rarity - a perfect storm.
International “Business leaders and PRs are of-
Airport last ten guilty of mistaking the media’s
month agenda with reality,” warns Paul
MacKenzie-Cummins, managing
director of Clearly PR. “You can’t
allow others to set your agenda and
to do so could see the hole you are in

grow wider and wider.”
In lesser cases no action may be the
best action. “There are times when a
rapid response is called for, and inci-

INSIGHT

HOW TO HANDLE A MEDIA STORM

“Put the kettle on. Don't panic.
Employing a knee-jerk reaction by
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dents when it’s best to simply warm
your hands on the fire and let the
flames subside naturally,” says Chris
Gilmour, director at Beattie Commu-
nications. “Often you’ll be pleasantly
surprised that the expected scorch
marks don’t appear and attention is
then dragged elsewhere.”

The United incident is fascinat-
ing because it’s so unlikely. The
next 99 times out of 100 there’s a
kerfuffle nothing will happen. It’s
why risk management is such a
tricky business. ®

"With the exception of genuine
villainy, most disasters fade away:
consumers' outrage about high-
profile tax avoiders, corporate
bullies or those engaged in financial
shenanigans almost never amount to
much. Put simply, for almost all of us,
a crisis exposing behaviour we don't
like isn't enough to make us change
our ways."

NICK BISHOP

Golin PR head of corporate
communications

"PR disasters are vastly misunderstood.
They are not quick events; they
happen slowly. A couple who haven't
communicated well for a long time and

have begun to drift apart years ago

can apparently be destroyed by a very
minor tiff. But it's not the tiff that did the

just distributing an ill-considered
public statement in the heat of
the moment can do more harm
than good without considering the
subsequent ramifications.”
CONNOR MITCHELL

Labour Leave EU campaign press
office co-lead

damage; it's the prior lack of attention
or perhaps a complacency creep.
Likewise, company reputations usually
die slowly before they're pushed over
the edge.”

LIEF SCHNEIDER

Chief executive of reputation
consultancy SBC London
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How should we act
when uncertainty
becomes a certainty?

We recognise that managing uncertainty is not the
same as managing risk. Find out how to use uncertainty
to create opportunity at ey.com/uk/advisory/risk
#BetterQuestions
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