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Election essentials: what the
result could mean for UK plc

British voters head to the polls on 4 July to choose a new government.
What are UK business leaders hoping for — and what should they expect?

Sam Forsdick

he UK general election is
to be held next week and
business leaders will be

paying close attention to the prom-
ises of the main political parties
before deciding where to pledge
their support.

After weathering the headwinds
of the Covid-19 pandemic, inflation
and global supply chain disruption
in recent years, what business lead-
ers desire most is some predictabil-
ity. Speaking to Sky News, Aviva
CEO Amanda Blanc says: “We want
consistency and stability. Whoever
wins the election, we want it to be
decisive and for there to be certain-
ty for us to be able to invest in
things like UK infrastructure.”

For Romi Savova, CEO of Pension-
Bee, any government that wants to
prove it is truly pro-business must
commit to “creating an environ-
ment that supports innovation and
growth”. She adds: “This includes
backing digital advancements and
ensuring a stable regulatory land-
scape that allows businesses to
thrive and continue serving their
customers effectively.”

Any new government must also
develop a long-term vision for the
labour market. That's according to
Doug Rode, managing director for
UK and Ireland at recruitment
company PageGroup.

In his opinion, an incoming gov-
ernment must address issues
around the apprenticeship levy,
improve training opportunities and
review how immigration can help to
close skills gaps. “There are levels
of inertia around the current skills
agenda that would be worthwhile
addressing,” he adds.

In its Business Manifesto, the
Confederation of British Industry
(CBI) has called for a new trade
strategy, changes to the planning
system and greater investment
in net zero. CBI CEO Rain
Newton-Smith says: “We want to
see a new government deliver a bold
pitch to investors across the globe,
restore the UK’s competitiveness
and double down on
our climate commitments
and opportunities.”

Earlier this month, the
British Chambers of Com-
merce (BCC) released its
five-point action plan, which
it would like to see an incom-
ing government implement. It
includes a green industrial
strategy, better skills planning,
business rates reform, closer ties

with the EU and an AI leader
appointed by the government.

Each of the main parties agrees on
some general points. The nation’s
approach to apprenticeships and
training needs to be overhauled; lin-
gering economic inactivity must be
addressed; and more must be done
to solidify the UK as a leading juris-
diction for investment and the
development of advanced technolo-
gies. But each party has different
plans to achieve these goals.

Labour, historically viewed as the
party for workers, has spent the last
few months attempting to court
business chiefs. The party’s mani-
festo lists economic growth as a
“number-one priority”, promising to
cap corporation tax at 25%, enhance
research and development and
introduce a £7.3bn National Wealth
Fund to accelerate the green transi-
tion and create 650,000 new jobs.

The party’s efforts have won the
support of more than 120 British

business leaders, who signed a let-
ter of support for Labour. The signa-
tories included JD Sports chair
Andrew Higginson, Atom Bank CEO
Mark Mullen, the UK president of
WPP Karen Blackett and the restau-
rateur Tom Kerridge.

However, critics have described
the list as “poor”, with Higginson
being the only current chair or CEO
of a FTSE 100 firm to commit their
name to the list. Some 34 of the
country’s biggest companies have
opted to remain politically neutral.

Labour has also pledged to over-
haul the UK’s “outdated employ-
ment laws”. Under a Labour
government, expect a ban on
zero-hours contracts, an end to the
practice of fire and rehire and
the introduction of day-one rights
relating to sick pay, parental leave
and unfair dismissal.

The Conservatives, meanwhile,
have emphasised tax reductions and
looser regulation in multiple areas

BRITS PREPARE TO CAST THEIR BALLOTS

Share of UK adults intending to vote Labour or Conservative
in the 4 July general election, as of 18 June

%0

Labour

YouGov, 2024

Z

%0

of their manifesto. The party is pro-
posing a mix of tax reliefs and other
support measures aimed at reduc-
ing regulatory burdens on SMEs.

The Tories have also pledged to
reduce employee National Insur-
ance by another 2p and introduce a
‘triple lock plus’ scheme, which
would raise the tax-free pension
allowance every year in line with
the triple lock.

They have also been critical of
Labour’s plans for greater protec-
tions of workers’ rights, including
restrictions on the use of zero-hour
contracts and increases to sick pay.
Chancellor Jeremy Hunt has
warned that the proposals could
create a “French-style, inflexible
labour market”.

There is a focus on green invest-
ment across each of the manifestos.
Labour says it’s going to mandate
that UK-regulated financial institu-
tions and FTSE 100 companies
develop credible transition plans
that align with the climate goals of
the Paris Agreement. The Greens,
meanwhile, promise £40bn a year
of green investment, a carbon tax to
accelerate the green transition and
nationalisation of rail, water and
five big energy companies.

Artificial intelligence is the main
driver of tech policy for both the
Conservatives and Labour. The
Conservatives have pledged £1.5bn
for large-scale compute clusters
and committed to a £2bn increase
in R&D spending. They promise to
weave digital technologies such as
Al into the fabric of the public sec-
tor, including the NHS. There are
concerns, however, that this would
lead to significant job cuts. Indeed,
the Tories have stated their inten-
tion to cut civil service jobs to
pre-pandemic levels.

Labour’s proposals focus more on
infrastructure and regulatory initi-
atives. The party intends to create a
Regulatory  Innovation  Office,
which will speed up regulatory
actions across the government, as
well as a National Data Library to
centralise existing R&D pro-
grammes and ensure “data-driven
public services”. Labour also
promises to build new data

centres with involvement

7 from central government.
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Whichever party emerges
successful, it’s unlikely that

Conservative / businesses’ entire policy

wish-list will be fulfilled. At

/ the least, they will hope for

/ greater consistency of policy

///// and stability after the political
///////// turmoil of recent years. ®
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Which employment
bills will survive the
general election?

Jo Mackie, partner and director of employment
at Burlington Legal LLP, summarises what the
outcome of the general election could mean
for employment law in the UK

ith a general election loom-
ing, the UK is entering a
period in which all bills

that have not successfully made it
through the parliamentary process
are scrapped and no new legislation
can be enacted.

But prior to the dissolution of Par-
liament, there is a short period of
wash-up where any bills that are
part way through the legislative pro-
cess are pushed through. Several
employment laws were left in limbo
following the general election an-
nouncement and only some of them
have made it to wash-up. Here are
the main changes still on the cards
that employers should be aware of.

A new statutory code around
dismissal and re-engagement will
come into force on 18 July. The code
increases the consultation require-
ments for employers who wish to
change their staff’s terms and con-
ditions of employment and are part
of a crackdown on the practice of
fire and rehire.

The new code is made under the
Trade Union and Labour Relations
(Consolidation) Act 1992. It stipu-
lates that fire and rehire, while not
unlawful in itself, must only be used
as a last resort. Employers must be
transparent that a failure to agree
changes may result in dismissals. It
robustly states that “a threat of dis-
missal should never be used only as
a negotiating tactic in circumstanc-
es where the employer is not, in fact,
contemplating dismissal as a means
of achieving its objectives”.

However, the rules around fire and
rehire may change again, should La-
bour win the general election. The
party has pledged to ban the prac-
tice completely within its first 100
days of government.

The Paternity Leave (Bereave-
ment) Act 2024 was also saved dur-
ing the wash-up period. Once in
force, it is likely to provide leave of
up to 52 weeks for partners and fa-
thers, where the mother of their
child has died in the first year of
birth or adoption of that child.
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The rules around
fire and rehire

may change again,
should Labour win
the general election

The 2024 Act has significant sup-
port across parties, so there is little
doubt it will come into force in the
next parliament, regardless of who
wins the election.

The Workers (Predictable Terms
and Conditions) Act 2023 will allow
some workers to ask their employer
for a predictable working pattern,
including the right to ask for a fixed
number of hours per week or par-
ticular days per week. The right will
apply to short-contract workers -
those engaged on fixed-term con-
tracts of less than 12 months.

Employers can turn down a re-
quest if there is a legitimate busi-
ness reason for doing so, in the
same way that they can for flexible
working requests.

It’s also interesting to see what
employment legislation didn’t
make it through wash-up. The pro-
posed Unpaid Trial Work Period
(Prohibition) Bill, the Fertility
Treatment (Employment Rights)
Bill and the Bullying and Respect at
Work Bill all fell by the wayside.

I predict that the consultations
over an extension to the minimum
service strike laws for the education
sector will continue into the new
parliament. The consultation on
this was launched in November
2023 but has still to be completed.

A proposed reintroduction of em-
ployment tribunal fees is still under
consideration too. Consultation
closed in March but no firm re-
sponse or decision has been put in
place. Given the significant delays
faced by employment tribunal
claimants across England and
Wales, it’s worth betting that a fee of
some sort will be reintroduced.

This is unlikely to be costly, as
any indication of denying access to
justice will inevitably bring a
challenge, so expect the order of
fees to be around £100 to £200 per
claim issued. ®

(.

Jo Mackie

Partner and director of employment,
Burlington Legal LLP
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Mindful |

eadership

is essential for the
expat workforce

Global mobility means more people are working in different
countries across the world. Yet, this demographic faces
unprecedented work-related mental health challenges and

leaders must implement effective solutions

s global mobility continues to
grow, employers urgently need
to get to grips with the right

support in order to improve the mental
health of their non-native workforce.

Although the situation is little recog-
nised today, many people who do not
live in the country where they were born
are struggling in a workplace context.

In fact, the findings of AXA - Global
Healthcare’s A Global State of Mind
report reveals that a huge four out
of five (80%) non-native employees
are experiencing mental health chal-
lenges due to their work environment.
Compared with their native colleagues,
they are significantly more likely to
experience stress, anxiety and loss of
self-confidence.

Unsurprisingly then, just under half
(49%) of the 1,458 people they surveyed
across 16 countries said they had expe-
rienced burnout because of their job,
14% higher than for native employees.

While specific reasons for this
scenario vary widely from coun-
ty-to-country, common causes include
language barriers, cultural differences
and feelings of isolation due to a lack of
adequate social networks locally.

The challenges facing

non-native managers

The problem is even more marked
among non-native managers. A signif-
icant 58% indicated they had experi-
enced burnout, compared with 52%
of their native colleagues. Non-native
managers were also 23% more likely to
have taken sick leave over the last year
than native ones.

But as Samantha O’Donovan,
chief people officer of AXA - Global
Healthcare, points out: “It’s a scary sit-
uation for businesses. Productivity will
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Many people who
do not live in the
country where
they were born
experience mental
health challenges
at work

be impacted and having people off sick
is a big risk.”

The main issue is that not only
do non-native managers face the
same feelings of dislocation as other
non-native workers, but they are also
members of the so-called ‘squeezed
middle” management tier.

This means they are under pressure
to deliver operational priorities while
also being accountable for leading their
team effectively, such as being respon-
sible for employee wellbeing even when
they may be struggling themselves.

Common challenges include adjust-
ing to a new environment, unfamiliarity
with cultural codes and overcoming lan-
guage barriers, often with little support.

The repercussions of non-native
managers struggling in this way can
be considerable. Possible knock-on
effects among employees include dis-
engagement, poor productivity levels
and, ultimately, retention issues.

At a time when people are becom-
ing increasingly mobile and non-native
workplace populations are growing,
the business risk is clear. So, what can
employers do about it?

Creating a culture of trust

A culture of trust in which employees
at all levels feel able to share wellbeing
challenges must be built. O’'Donovan
explains: "It’s about fostering a cul-
ture of trust across the lifecycle of
the employee. It starts when you're
recruiting, not just when they're strug-
gling with mental health issues.”

This consideration is especially
important among non-native work-
ers. Despite poor mental health rising
among this group, only 48% said
they would be willing to discuss their
problems or ask their manager for

help, reaffirming the need for mental
health training.

The benefits of mindful leadership

Non-native managers could also benefit
from cultural integration and awareness
training to support their own wellbeing.

For non-native employees more gen-
erally, international private medical
insurance may provide a vital lifeline.
Such insurance offers each employee a
universal experience of care that is per-
sonalised to their own requirements.

AXA-Global Healthcare’s virtual Mind
Health Service enables workers to speak
to a qualified psychologist, wherever
they are in the world. This is available
without a doctor’s referral and doesn’t
require employees to inform their man-
ager, removing the fear factor.

“Wellbeing is very personal, so creat-
ing an environment where non-native
employees feel safe asking for sup-
port is key. But managers also need to
be equipped with the right skills and
information to confidently know where
to refer people for professional sup-
port,” O’'Donovan shares.

Ultimately though, ensuring manag-
ers at all levels become more mindful
of, and better equipped to deal with,
the wellbeing challenges facing their
non-native employees, the better
the workplace will be for everyone.
No matter where they live and work.

For more information please visit
axaglobalhealthcare.com
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Building a
culture of
security is
everyone’s
responsibility

How can companies become

more resilient by embedding risk
management and security throughout
the operational culture?

efore the digitisation of the
workplace, security was more
straightforward. The doors

were locked at the end of the night. The
workplace was secure. Now, every
single device is a virtual door into a
company’s operations. Every device is
a portal for security vulnerabilities to
be exposed.

In the same way that employees
are expected to lock the doors to the
office, operational security is every-
one’s responsibility. To ensure that is
embraced across the organisation,
companies need to create a culture
of security, empowering every single
employee to protect the business and
its assets.

“There’s this increasing desire to do
digital transformation and modern-
ise ways of working. That's great. But
there’s this paradigm shift that needs
to occur. There's a dichotomy between
the need to digitally transform and also
be secure in doing that,” says Red Hat’s
principal cybersecurity lead Robert
Erenberg-Andersen. He advises com-
panies to prioritise both digital trans-
formation and the embedding of a
secure culture at the same time to
ensure digital transformation is carried
out safely and responsibly.

At a recent roundtable, experts
shared their opinions on and experi-
ences with operational security. They
found that often security is seen as the
natural opposite to digital transforma-
tion. It has also traditionally been the
purview of the CISO or CIO alone. But a
single person or team is not enough to
build a secure business.

The realities of the modern workplace
also reflect that. Remote workers, non-
desk-based workers and the prolifera-
tion of devices - from printers to tab-
lets to mobiles to computers - mean
there are more security risks than ever
before. But instead of seeing that as a

vulnerability, business leaders can con-
sider the ways a cultural shift can create
opportunities.

Karl Hoods, group chief digital and
information officer for the Department
for Energy Security and Net Zero, says
that creating a culture of security will
allow an organisation to transform
more effectively and creatively. It will
facilitate greater digital opportunities
because it gives the business a strong
foundation on which to grow. “Security
isn’t just about delivering a new service
or set of services in a discreet and iso-
lated way,” he says. "It has to be in con-
junction with digital transformation so
that it’s seen as an enabler, rather than
a gatekeeper.”

Beingan enabler isacommon goal for
those responsible for crafting secure
operations. Eric Liebowitz, chief infor-
mation security officer at Thales, says
“enabler mode” is how operations
security teams can “focus on how they
enable the business quickly.” He adds:
"It doesn’t have to be a digital transfor-
mation. It could be a specific project
that we need to help people navigate.”
he adds, it could be a specific project
that we need to help people navigate.”

Building that culture requires
employees to be empowered to pri-
oritise security and be held account-
able for it. Employees have to under-
stand the ways in which they can build
security into whatever they are doing.
But they also have to buy into the rea-
sons behind doing so. Leaders need
to communicate the value of a secure
culture to ensure people don’t feel like
security is a chore, but a tool toward
improving business resilience.

From an operational perspective,
getting employees aligned behind the
organisational objectives and empow-
ered to act in secure ways is the key
to creating a secure culture from the
ground up. But, companies must also
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If every employee is empowered
to protect themselves and the
business’ assets, a culture of
security will create a stronger,
safer company

see a level of collaboration among
leaders to ensure this continuous
improvement is prioritised as new
technologies are implemented and
strategies change.

Not only is this valuable from a cultural
perspective, it also ensures that risk is
owned by the right person. If a security
risk is the responsibility of someone
who does not hold the budget to deal
with the ramifications of the impact,
Erenberg-Andersen says, they are
the wrong person to own that risk. He
advises leaders to take responsibility for
operational risks, thereby prioritising
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security as a matter of business-critical
decision-making. If an attack happens,
he says, leaders have to be accountable.
“"When you have that accountability,
thenyou also have the vested interest in
doing it the right way.”

Part of getting business leaders to
support this shiftis for CISOs and tech-
nologists to present security in terms
CEOs and board members understand.
A secure business also eliminates
financial and operational risk. That is
something leaders care about.

But another key challenge in getting
leadership buy-in is that boards see
cybersecurity and operational security
as a one-off transformation or cost.
“They see it as a discrete activity,” says
Liebowitz. “Security isn’t just a tech-
nology/cyber team issue” because
attacks can affect critical business
operations, disrupting things far out-
side of the realm of the tech team’s
remit. That ripple effect makes secu-
rity business critical for every team.

Richard Jones, head of information
assurance and cyber security at Leidos,
agrees: “Everyone wants to keep the
business going. There's a shared goal
of resilience. If everyone understands

that their job is to keep their business
resilient, then everyone can start to
play a part in defending from a cyber
perspective, reacting from a cyber
perspective and then forecasting.”

Getting leaders and employees to
understand the critical nature of secu-
rity to business resilience is the first
step. Then, companies must commit
to continuous improvement. Security
isn’t just something to be invested in,
deployed and then forgotten about. It
must be continuously present across
all business operations and able to
adapt to changing needs.

Tulsi Narayan, senior vice-president
of cyber and intelligence at Mastercard
Europe, advises “constant vigilance”
and continuous monitoring leveraging
technology rather than periodic mon-
itoring, improvement, and training to
help employees consider security as
part of their daily work. “You can’t dig-
italise in a rush. Embedding security in
the culture of an organisation is only
achieved when you enable people to
understand the security need, engage
with the results from continuous mon-
itoring, and react effectively based on
the results,” she says.

Commercial feature

Sanjit Shewale, global head of digital
business line at ABB Process Industries,
likens it to digital transformation. Over
the course of the digitalisation of busi-
ness over the past decade or two, com-
panies have come to realise that digital
transformation is not achievable in a
single project or investment. It requires
constant adaptation. Security requires
the same thing. "It is not a start and end
programme, it’s continuous,” Shewale
says, advising leaders to act collabora-
tively and build in security education so
that employees are aware of the risks
they can help mitigate. "I really think
that collaboration from the leadership
level down permeates throughout the
organisation. Prioritising it is something
you can no longer afford not to do.”

If security is not seen as something
that prevents innovation and change,
but rather, facilitates it safely, it can
help companies solve problems. They
can digitalise and evolve while build-
ing a stronger, more cohesive culture.
“Technologists need to understand the
core of how businesses operate and
make money and profit. But the business
needs to understand how tech is ena-
bling that because they are inextricably

intertwined now; you can’t separate
them,” says Erenberg-Andersen.

Leaders sometimes see digital trans-
formation as the diametric opposite of
operational security. But, with a com-
mitment to empowering employees
and building a culture of security in
which continuous improvement results
in business resilience, companies can
embrace all the opportunities and
freedom digitalisation offers with lim-
ited amounts of risk.

Every single device a company uses
is a potential risk point. But, just
like locking the office door, if every
employee is empowered to protect
themselves and the business’ assets,
a culture of security will create a
stronger, safer company.

For more information
please visit redhat.com

‘ Red Hat

How can companies create
a culture of security?

At a recent roundtable, technology, cybersecurity and IT leaders discussed
the value of embedding security in an organisation. They asserted the
importance of operational security in protecting a business and its assets

Robert
Erenberg-Andersen
Principal
cybersecurity lead
Red Hat

‘ In order for organisations to effectively enable a

culture of security, they have to create a culture of
safety and a culture of empathetic collaboration. We
need to be prioritising each other’s activities and not just
our own, and seeking out areas by which we can apply our
own expertise and specialisations to further the work of
others in order to achieve a common mission.”

Karl Hoods

Group chief digital and
information officer

Department for Energy
Security and Net Zero

‘ To create that culture, we've got to stop seeing

security as a discrete activity. It is a part of
everything that we should be doing. That flows all the
way through from investment through to board level
accountability, and day-to-day working. It's a two-way
street where we have to kind of collaborate and work
very closely with all business areas, and they need to
understand what we're doing is trying to enable them to
succeed in their outcomes.”

Richard Jones

Head of information
assurance and
cyber security

Leidos

‘ Encouraging the ability to make a contribution for
‘ the benefit of the organisation you're in and
potentially supporting the organisations that you're col-
laborating with as well, is going to be a vital part of good
corporate behaviour or organisational behaviour going
forward. Activity that promotes effectively looking after
the community you're in, when it comes to cybersecu-
rity, | think is going to be a pivotal change in the way
companies behave with each other and the organisa-
tions that work with each other.”

Eric Liebowitz

Chief information
security officer, Americas

Thales

‘ Security is everyone’s responsibility, not just tech

teams’. A lot of companies will have tens of thou-
sands of employees, thousands of servers, hundreds of
applications; we have to protect them and get it right every
time. The bad guys only have to get it right once. And so
with small security teams, | think the thing we can do is
empower our employees to understand security and take a
role in protecting our assets and making sure that they do
the right things to protect our systems and data so that
we're all part of the solution.”

Tulsi Naryan

Senior vice-president,
cyber and intelligence
solutions, Europe

Mastercard

‘ First, we need to shift to security by ideation and
‘ then design. | think we have to incorporate it into
every aspect of the digital journey and it’s not a one shot,
it has to be a continuous affair to be relooked at and made
sure that processes products go to market through, are
fully safe and secure.”

Sanjit Shewale
Global head of
digital business line

ABB
Process Industries

‘ To create this culture of security, | think it’s vital
‘ that there’s open communication and collabora-
tion among the organisation. Not only internally, but
across different sectors; different organisations need to
come together. Providing information on cybersecurity,
its benefits, and its necessity for reaping the rewards of
digitalisation is crucial. That comes down to education as
well. You cannot forfeit safety in order to achieve that.
Instilling this education, instilling the mindset going for-
ward, is going to be critical. That’s how we're going to be
able to create that culture of security.”
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Boring offices are costin
you business and talent

Leaders must create flexible and inspiring office spaces to meet
the diverse needs of the workforce - or risk losing talent

very business leader knows
that people and property are
your biggest costs, and

equally your biggest assets. Leaders
also know that the relationship
between the workforce and the work-
place is still finding its rhythm in a
hybrid-hungry world; somehow, they
must work together in symbiosis.

The question is, how?

In the late 1950s, German brothers
Eberhard and Wolfgang Schnelle pio-
neered an office design movement
known as Burolandschaft. The concept
was open-plan  workspaces that
encouraged collaboration between
workers and sought to end eras of ster-
ile office booths and organisational
silos. Fast forward seventy years and
times have changed accordingly. The
open-plan office is commonplace and
opportunities for socialisation between
teams are plentiful. Now, we acknowl-
edge that our professional lives require
synergy between work, rest and play.

But, take caution. We have entered a
new era of office languor, character-
ised by an absence of choice when it
comes to our workplace surroundings.
In years gone by, the physical office has
dictated our working habits. Today,
human behaviour has evolved. With
working practices now more diverse
than ever, it’s time for the office envi-
ronment to catch up.

“We still see too many workplaces with
seas of desks and a lack of variety that
fails to cater for the individual,” says
Leeson Medhurst, head of strategy at
Peldon Rose, London’s leading design
and build experts. “Neglecting to imple-
ment choice in workplace design is a
fatal form of self-sabotage,” he adds. “If
ignored, this is your business’s krypton-
ite and a sure way for people and prop-
erty to fall out of sync.”

Choice in today’s world is every-
where. In fact, it's demanded, and
Medhurst attests that office design, as
it currently stands, is failing to accom-
modate our hunger for it.

The Workplace Strategy team at
Peldon Rose is a specialist team oper-
ating as professional advisors, consult-
ing with businesses on their office real
estate strategies. With forensic rigour,
the team works to gain an understand-
ing of what businesses need from their
future workplace. This takes place
through qualitative and quantitative
data collection and analysis, under-
pinned by a prolonged immersion into
acompany’s culture.

“The pandemic did a lot of things in
the world, but in our world of work-
place strategy and office design, it pro-
vided proof of concept,” Medhurst
states. "Offices still prevail. People are
driven by community and a sense of
belonging - the workplace provides
opportunities for connection that you

simply can’t replicate elsewhere.” This,
Medhurst says, is the reason why we're
not still sitting alone at home, office
blocks deserted and city streets barren
of activity. An innate desire for human
connection shapes our behaviour, and
this need to interact with one another
touches all aspects of our lives.

“"Humans value the social sphere of
life and worklife is no exception,” he
says. "The problem is, we're still in
the infancy of hybrid working and
business leaders are frustrated.
They're struggling to get people back
in to experience the unique benefits
of the workplace.”

In 2023, the Virgin Media Business
Movers Index revealed that 92% of
companies have now enforced some
form of in-office policy to bring staff
back to face-to-face  working.
“Leaders want to know if and when to
navigate return-to-office mandates,”
Medhurst says. Currently, there is a
pattern where office attendance
peaks on Tuesday, Wednesday and
Thursday resulting in a lack of occu-
pancy equilibrium. Leaders want to
tackle this and to do so successfully,
they need to know how to attract, win
and retain top talent.

“In the media, there’s talk of dictates
and workplace incentives like free
food, but the mere mention of those

perks frustrates me. It’s too simplistic,
and I'd encourage business leaders to
feel the same,” Medhurst says. "If
you're serious about implementing
successful people and real estate
strategies, you need to take several
steps back and forensically scrutinise
how human behaviour has evolved at
work, and how the workplace can
unlock people’s potential. The answer
lies in creating autonomy and novelty.”
Medhurst points to the ‘novelty para-
dox’” to explain the reasoning behind
this approach. The novelty paradox is a
human bias towards things and con-
cepts that are new or undiscovered. If
employers want to attract and retain
the top talent, a one-size-fits-all
approach to office design must retire.
Instead, workplaces must strive to
inspire. Not only does this mean
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With working practices now
more diverse than ever,

it’s time for the office
environment to catch up

creating an office space to engage
employees, but a commitment to make
office design shapeshift throughout
the duration of a lease. Why? It allows
our working environment to remain
one step ahead of our ever-waning
boredom thresholds and meet the
societal thirst for novelty. If leaders
don’t actively create, and recreate,
workspaces to engage and inspire
employees, they will lose talent.

“The pendulum of power has shifted
towards the labour workforce,” says
Medhurst. "No matter what form your
in-office policy takes and how vigor-
ously you enforce it, if workers’ needs
aren’t met, then businesses will lose
the war for talent. If you're not having
conversations about how to support
the workplace needs of your entire
workforce at C-Suite level, then you're
already behind.”

The expectations of workers were laid
out in an in-depth study by real estate
insights firm JLL last year. The
Regenerative Workplace Report
revealed a desire for wellbeing oriented
offices. Some 45% of workers cited
relaxation spaces as key to restoring
their wellbeing and achieving sustaina-
ble performance at the office. Forty-
one percent (41%) of workers also put
outdoor spaces in their top three
expectations for a modern workplace.

But there are limits. Not every busi-
ness has the capacity for outdoor
space. An office can only go so far in
serving every aspect of an individual’s
needs, which can change hour-to-hour,
day-to-day. The answer to designing
and building office spaces that serve the
varying expectations of employees,
Medhurst reiterates, is choice.

“Provide workplaces that are flexible
and fluid, adaptable in a way that ena-
bles autonomous control over one’s
environment. This will empower
employees to mould their surround-
ings in real-time as they do at home,
choosing how to thrive in order to
deliver their best work. Choice is
inspiring and its impact on perfor-
mance shouldn’t be underestimated.”

So, are your people and property
high up enough on your boardroom
agenda? You might not be reconsider-
ing your office real estate strategy right
now, but it’s time to get to know the
non-negotiables for when you do.

For more information please visit
peldonrose.com

Peldon Rose
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‘You can show a fun,
ener§etic, slightly
<ier side’

Waitrose marketing chief Nathan Ansell
explains how the supermarket chain is

expanding its marketing strategy to embrace
modern media channels and finding success

through savvy sponsorships

Rohan Banerjee

athan Ansell began his
journey to the Waitrose
C-suite on the shop floor.

Stacking shelves and talking to
customers offered an “organic”
insight into how retail works. “It’s
good to have first-hand knowledge
and understanding of what you'’re
selling,” he says. For Ansell, market-
ing is about much more than sales
figures. “You have to understand
what people like, what they’re asking
and what they’re looking for.”

Ansell developed his interest in
human behaviour while studying
psychology at Swansea University.
“That’s what marketing is all about,
right? It’s about how you understand
human behaviour,” he says.

And this interest in what makes
customers tick is propelling Wait-
rose’s marketing efforts in a new
direction. Ansell, who acknowledg-
es the retailer’s average customer
tends to be higher up the socioeco-
nomic scale, is driving the company
to become more relevant as shopper
choices are increasingly being
shaped by the cost-of-living crisis.

At a time when people are pre-
pared to pay a premium to skip
adverts, Ansell is acutely aware of
how challenging his job has become.
Faced with shortening attention
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Consumers want to
know what they're
paying for. People
are prepared to pay
for quality products,
so you've got to show
them that quality

spans, inculcated by a culture of
social-media scrolling, he suggests
that the best ways for brands to
achieve cut-through is to be bold,
distinctive and, crucially, relevant.

Ansell explains that good brands
are “relentless, they’re realistic
about the challenges they face and
they drive relevance.”

Waitrose is expanding its market-
ing strategy to embrace more mod-
ern media channels, particularly
those social platforms that are pop-
ular with younger shoppers.

“We’re now live on TikTok and Ins-
tagram. Social media reach is up
about 40% year-on-year, which is a
deliberate effort, and we’re working
with lots of new influencers.”

One example of this is a campaign
Ansell’s team ran for Valentine’s
Day. Waitrose paired with reality TV
personality Sam Thompson, who is
best known for his appearances on
Made in Chelsea and I'm a Celebri-
ty... Get Me Out Of Here!. Thomp-
son’s Instagram post showing off the
supermarket’s meal deal amassed 32
million views.

The focus on high-profile partner-
shipsis paying dividends, but beyond
online media, Waitrose is also find-
ing success with sponsorships.

The retailer has made the strategic
decision to partner with television
programs where it might find new
audiences, such as Channel 4’s
prime-time cooking competition
The Great British Bake Off.

Unlike many of his marketing
peers, Ansell does not believe that
TV advertising is dead. He points
out that the average UK consumer is
still watching three to four hours of
television a day. There are great
opportunities if marketing chiefs
can identify the right partners.

In the run up to Christmas last
year, one such partner was the sing-
ing competition The Voice, which
Ansell said offered an opportunity
to display a new face of the brand.

“You can show a fun, energetic,
slightly cheekier side,” he says.
“And, you can do it in a way that
builds frequency over time. You're
building a relationship with that
audience group of 8 million poten-
tial customers who are tuning in on
a weekly basis.”

Celebrity endorsements, too, are a
strategy that CMOs should be
exploring, provided they feel
authentic, rather than contrived. It’s
not enough to simply put a product
into a celebrity’s hands. It’s best to
choose a personality that is relevant
to the brand and who genuinely has
something to say.

Waitrose runs its own podcast,
The Dish, which is hosted by TV
presenter Nick Grimshaw and
Michelin-starred chef Angela Hart-
nett. Guests on the show have
included stars from Monty Don to
Dua Lipa. One particularly note-
worthy episode featured culinary
heavyweight Gordon Ramsay, who
endorsed the supermarket’s food
and drink as worthy of placement
in his own restaurants.

There is a strategic balance to be
struck between passive and active
advertising, notes Ansell, aswell as a
need to “integrate” brands more into
people’s wider life and interests.

Even in the digital age, he sug-
gests, on-site customer experience is

hugely impor-
tant. Adapting Waitrose’s
physical stores to offer more interac-
tive opportunities is part of a wider
strategy to evolve perception of the
brand beyond simply shopping. Its
King’s Cross branch, for instance,
hosts regular cooking classes and
community clubs.

Ansell also points to Waitrose’s
portfolio of brand partnerships. It
hasjoined forces with Caffe Nero, for
example, to provide members of its
loyalty card scheme with a free cof-
fee while they shop. In return, Caffe
Nero’s coffee products are placed
front and centre in Waitrose stores.

It also has an arrangement with
Waze, the satellite navigation soft-
ware company, which highlights its
stores and provides real-time direc-
tions, based on traffic updates and
road conditions. If someone is driv-
ing and suddenly realises they need
something from the shop, this is a
good way of making Waitrose their
default, Ansell explains.

And, although he stresses that
brand trust and value for money are
arguably more important than
price, Ansell insists that Waitrose is
sensitive to tight budgets brought
on by the cost-of-living crisis.

He rejects the idea that Waitrose
is just for wealthier people, point-
ing out that the chain’s customer
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base increased by 7% in

2023 to nearly 14 million
people, encompassing a spectrum
of household incomes.

Ansell admits that Waitrose is not
cheap, but it is also not the obscene
luxury that some social media
accounts would have you believe.

He adds that where a product
involves special craftsmanship, or
contains particularly high-grade
ingredients, marketers should not
be shy about advertising it. “Con-
sumers want to know what they’re
paying for. Even in the cost-of-living
crisis, people are prepared to pay for
quality products, so you’ve got to
showthemthat quality,” he explains.

Ethics, too, is increasingly impor-
tant, says Ansell.

Consumers are concerned about
issues such as animal welfare and
sustainability. Waitrose therefore
highlights its efforts to use only sus-
tainable suppliers through product
labelling and signage.

Where consumers may be anxious
about their spending, Ansell says
that marketers should aim to reas-
sure them that the brand they’re
buying from is trustworthy, ethical
and offers value for money. And,
although it’s not essential, working
with influencer-partners and spon-
sors to help to spread that message
probably wouldn’t hurt. ®



https://peldonrose.com/
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UPSKILLING FOR

Business strategies are increasingly shaped by opportunities created by digital technologies. Senior leaders therefore must More cost-effective way to increase technical expertise
ensure that their employees are equipped with the technical skills necessary to make the most of such opportunities. With tech — 35%

skills in short supply in the labour market, employers are opting to upskill existing staff to fulfill the needs of the organisation Brings people into roles who are already familiar with and have relationships with the company

THE BENEFITS OF UPSKILLING

Share of tech leaders citing the following as benefits of cross-skilling and upskilling to address technical talent needs

Produces employees with varied skills that can be redeployed more effectively than a new hire

_ 40%

Presents career development opportunities that can lead to higher job satisfaction

_ 40%

. 34
o (e et Efdtem, A7) Effective way to fill senior positions
- 34y
Best way to learn narrowly focused skills
THREE IN FOUR TECH LEADERS SAY UPSKILLING IS VERY IMPORTANT e 34

OR EXTREMELY IMPORTANT FOR FILLING TECH ROLES Don't know or not sure
Importance for tech leaders of hiring and upskilling as a means of addressing technical talent needs - 2%

Hiring part-time No benefits
e lling or full-time staff - 1%

36% 13%
HOW DO FIRMS TRAIN AND DEVELOP TECH SKILLS IN THE ORGANISATION?
Training and development opportunities used by organisations to upskill and certify technical staff
Online/virtual Employer-paid training Self-directed Corporate Mentoring Books Sending employees to
courses and certifications learning onsite training programmes and manuals technical conferences
38%
THE CHALLENGES TO UPSKILLING

-

@ Extremely important

@ \Veryimportant

UPSKILLING AND
CROSS-SKILLING
PLAY A BIG ROLE

IN ADDRESSING
ORGANISATIONS®
TECH TALENT NEEDS

Main challenges to upskilling and cross-skilling technical staff according to tech leaders

Methods used by employers
to ensure that staff have the . Important
necessary skills to fulfill
the technical needs

Creating and nurturing an environment for continuous learning

— 39%

of the organisation Translating new knowledge into practical applications

36%
It takes time and can be ineffective at training for complex roles
- 0000/} 35%
Resources are pulled away from other priority areas
— 34%
Finding appropriate training materials
® Notveryimportant - 00} 33%
oesn't work for senior roles because you can't teach broad subject matter expertise
24/ Itd 't k f i lesb 't teach broad subject matt ti
° - 00000001} 26
%
Creates a need to backfill positions that were vacated
- 00000} 23%
No challenges
2%
Don't know or not sure
@ \otatallimportant - 2%
Other
L 2%, — I o 1%
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COMMUNICATION

Why CFOs need
to be exceptional
communicators

The stereotype of the cold, charisma-free finance chief
persists, but the pressure is on CFOs to add consummate
soft skills to their mastery of the hard numbers

Sam Birchall

uring a heated town-hall
meeting in May, Google
employees subjected their

CFO, Ruth Porat, to a grilling about
the firm’s latest round of redundan-
cies. They quizzed her on the selec-
tion process, with one attendee
complaining that they felt they
were “playing a game of ping-and-
hope-to-hear-back to figure out
who lost their job. Can you speak to
the communication strategy?”

This case highlights the impor-
tance of communication skills in
the finance chief’s evolving role.
Many businesses have come to
expect their CFOs to explain the
tough choices they’ve had to make
with clarity and confidence, han-
dling potential conflicts effectively
and maintaining the trust of
employees in so doing.

Tom Berry is UK managing direc-
tor of communications agency
MikeWorldWide. Also the deputy
editor of Financial Director maga-

zine in 2001-05, he has been a keen
observer of how the emphasis on
CFO communication has changed
over the years.

A decade ago, the focus was on
transparency in financial report-
ing. This was the age of regulation
and compliance, he says, noting
that it was “the first time that
finance leaders felt the very real
threat of public exposure and even
jail time” for transgressing.

Discussion about ensuring compli-
ance has focused more on effective
corporate governance since then, as
Berry explains: “The issue of trans-
parency in this context is all about
being open about the decisions you
are taking, the role you want your
people to play in those decisions and
how you measure success.”

This has meant that the skills
required of an effective CFO are
“much softer, even though the deci-
sions they must take are just as hard
as they’ve always been”, he says.

It’s also becoming more important
for finance chiefs to be storytellers.
Sharing the numbers is no longer
enough; CFOs need to be able to
articulate a clear narrative that
employees can relate to. That’s the
view of Victoria Lewis-Stephens,
co-founder and managing director
of United Culture, a specialist in
engagement and communication.

“Without this, it’s more difficult
for people to connect what they are
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It's not always a natural position
for them. These communication
skills just aren't taught during

accountacy training

doing from day to day with the
growth and prosperity of the busi-
ness,” she says.

The closer CFOs are to the busi-
ness, the more effectively they can
allocate resources. They therefore
need to understand what motivates
employees (and customers), argues
Lewis-Stephens. Without such
insights, she says, “it’s hard to
ensure that budgets are spent on
the real priorities”.

Another recent trend suggests
that soft skills will only become
more sought-after in finance chiefs.
The proportion of CFOs becoming
chiefexecutivesinthe UK increased
from 21% in 2019 to 30% in 2023,
according to data from executive
search firm Heidrick & Struggles.
Taking on the top role will inevita-
bly entail spending more time on
communication strategy.

Deservedly or not, finance chiefs
are still widely perceived as having
poor communication skills. A 2022
survey of non-financial managers by
Oracle NetSuite, for instance, found
that 40% felt that their CFOs were
falling short in this respect. Clearly,
there is room for improvement.

“It’s not always a natural position
for them. These skills just aren’t
taught during accountancy train-
ing,” Berry observes.

He adds that phenomena such as
the rise of hybrid working have
meant that many finance chiefs
are operating “in an increasingly
fragmented environment”, which
doesn’t help them to connect mean-
ingfully with people either.

Gianpiero Petriglieri is an associ-
ate professor of organisational
behaviour at Insead business school
and an expert on leadership in the
workplace. In his view, the most
engaging finance chiefs are “con-
nectors of people and ideas, rather
than facts and statistics”.

They minimise the financial ter-
minology they use when conveying
amessage, focusing instead on clear
concepts that non-experts can
understand and act upon. These
may differ depending on the audi-
ence. Communication tactics that
engage certain stakeholders may
not work for others.

“Find a common language. Spend
time getting to know these different
groups. Ask them what their con-
cerns are and what motivates
them,” Petriglieri advises, adding
the substance of the message is usu-
ally more important than the style
in which it’s delivered.

Adrian Talbot, CFO at marketing
firm Miroma Group, agrees that
finance chiefs can make a bigger
impact as communicators by deep-
ening relationships and building
their credibility. He is “always look-
ing for opportunities to engage with
different parts of the business”,
going so far as to start a band with
his colleagues.

This has helped to foster trust in
him as aleader, Talbot says, adding:
“When it comes to pulling the com-
pany through a crisis, employees
are more likely to sit up and take
notice because I've spent time
developing relationships.”

Finance chiefs do not have to go to
such lengths to reach this point, of
course. Talbot’s advice is to “spend
half an hour each day walking
around the office and chatting to
people. Ask questions and encour-
age feedback. This will create a cul-
ture of openness and collaboration.”

In his view, CFOs should embrace
their natural curiosity by venturing
beyond known territory in the
organisation, rethinking how their
communications can add value.

Berry stresses that it’s up to the
CFO to “humanise” the finance
team by becoming a “visible and
friendly” presence in the organisa-
tion. This, he believes, will help to
“build bridges, not walls”.

Talbot makes a conscious effort
to be as approachable as possible.
He attends all new business events
and speaks at every weekly all-staff
meeting, for instance, even if that’s
to make a brief statement.

“I believe in getting out from
behind the spreadsheet and engag-
ingin the business for personal ben-
efit, as well as raising the profile of
my team,” he says.

Determined to shatter the stereo-
type of the “cold, introverted finance
chief”, Talbot is even putting him-
self forward as a contributor to pod-
casts and professional events.

“In times of crisis, staff look to the
CFO to communicate transparently
and empathetically,” he says.

Talbot was acutely aware of this at
the start of the Covid crisis, which is
why he chose to call every member
of staff and have a five-minute con-
versation with each of them.

Berry recalls how one finance
chief he knew would start every
board meeting “by asking everyone:
‘How are you feeling today?’ It was
their way of bringing any issues to
the surface straight away.”

The CFO may be responsible for
the hard facts and figures of a busi-
ness — but their interactions and
communications with the rest of the
business should be anything but. ®
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Beyond the forecourt:
unlocking the potential
of tech in auto retalil

Tom Kilroy, CEO of Keyloop, explains why
automotive retailers must embrace technology
to provide better customer experiences and
streamline operations for a competitive edge

ince the covid pandemic,
consumers have become
ever-more accustomed to

using digital devices and platforms to
research products, learn about ser-
vices and process their transactions.

But the automotive retail indus-
try, which has long prided itself on
providing premium in-person expe-
riences, remains some way behind
other industries on its digital trans-
formation journey.

Tom Kilroy, CEO of Keyloop, a global
leader in automotive retail technol-
ogy solutions, explains how retailers
can transform and remain relevant by
evolving their customer experience
with technology.

Why do automotive retailers
need to embrace technology?
Ecommerce consumer plat-
forms (think Deliveroo) have
developed simple and frictionless
digital experiences that have changed
how people expect to interact with
retailers. Buying or servicing a car is
very different to ordering a takeaway,
but automotive retail can and should
be easier to deal with. Customers
don’t want to feel under pressure
to make a decision at a dealership
forecourt. They want to be able to
use a website or app to compare or
research different models, do virtual
tours of cars before booking a test
drive or compare financing options.

Is there a risk that technology

could hamper the premium

experience retailers deliver

in person?

We believe the opposite is true

- technology can help retail-
ers to reinvigorate relationships with
customers by creating thoughtful
interactions and joyful experiences.
The days when retailers were able
to check in personally with custom-
ers on an annual basis to review their
needs are gone, because customer
behaviour has changed.

Instead, digital interactions (includ-
ing email) can provide regular, per-
sonalised communications based on
previous purchases in a way that isn’t
intrusive and deliver relevant and
useful advice. Tech also reduces fric-
tion. If your car needs a service, push

notifications can alert you ahead of
time and help you book in and under-
stand the price. Then when the car
is on the service ramp, if it needs
a new set of brake pads, a simple
approval button via an app can save
time, rather than arranging a phone
call. We've seen this digital approach
implemented by other sectors, such
as the mortgage industry. This has
made it easy for consumers to apply
for a mortgage without needing to
book an in-person meeting or a call
with a broker.

Could technology play

arole in the transition

to electric vehicles?

Definitely. Currently, retailers

struggle to advise consumers
on whether theyre a good candidate
foran electric vehicle (EV) or not. This
is because getting data around peo-
ple’s driving habits, for example the
number of long journeys they make
or where they live and work in rela-
tion to charging infrastructure, can
be difficult to acquire. However, most
of us have location and journey data
already in our phones and we’d be
happy for that to be used responsi-
bly to give us the right advice on what
car to buy.

The EV transition also presents a
huge opportunity for retailers to
win customer loyalty. According to
McKinsey, the proportion of owners
willing to change their car brand for
better technology and performance,
has grown from 33% with internal
combustion engines (ICE) to 66%
with EVs. This means that whenever
there is a technological improve-
ment in vehicles, there is double
the propensity to change amongst
buyers. And with EVs improving their
technological specs all the time, the
challenge and the opportunity for
retailers is clear.

Do automotive retailers and
manufacturers need to
become content creators?
The industry is heading in that
direction. In other industries,
such as insurance or mortgages, we
used to have acommunity of brokers,
because the customer found it hard
to understand the market. The broker
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Technology can help retailers
to reinvigorate relationships
with customers by creating
thoughtful interactions and
joyful experiences

explained it to them. Now, we see
price comparison websites with real
information, real guidance and con-
tent to educate customers so they
can make informed decisions, with
less intervention.

A car is obviously a physical prod-
uct, which brings differences. But in
car retail, we are moving in that same
direction. Dealers are becoming con-
sultants and not just salespeople.
Now, their remit isn’t to just sell a car
or strike a deal, it’s about capturing
the customer by providing educa-
tional content and advice to build
lasting human relationships, assisted
by technology.

What role is Keyloop playing

in automotive’s transition

to tech?

Keyloop's technology is so pow-

erfulthat it kicks into action the
minute someone thinks about buying
a car and connects the whole cus-
tomer experience until they consider
trading it in or upgrading.

Itis end-to-end technology, mean-
ing it’s there every step of the way
- from discovery, to intent, to pur-
chase and then ownership. Every
single one of these moments can
be fueled and joined up by technol-
ogy that’s focused on improving the
customer experience and making
them advocates. Our tech and
Experience-First approach is 100%
focused on delivering this.

What can automotive leaders

do to help with this change?

One thing leaders need to do is

explain to their staff that Al or
technology will improve the customer
experience and, ultimately, sales and
retention. If their business doesn’t
adopt end-to-end technology, their
competitor is likely to and that could
mean they’ll lose market share.

Leaders also need to reassure

staff that tech won’t take people’s
jobs away. They need to show that
it will elevate everybody’s perfor-
mance by giving them the tools to
do their jobs better. Importantly, it
will also give them the time to do the
areas of the job they're best suited
to. If they don't, there is a risk that
workers will reject change, so lead-
ers need to advise and educate to
make the transition as smooth and
effective as possible.

What impact will technology
have on the industry in

the future?

Technology will make owning a
car a more joyful experience.

Tech can really enhance the buying
experience by making it much
easier for consumers and by build-
ing trust through quality, detailed
advice. But it also has the potential
to transform aftersales.

Our online booking system technol-
ogy makes it quicker, easier, and more
convenient for people to book their
service online at a time that’s con-
venient for them and the retailer. We
know that this is key to building loyalty.
A study by McKinsey showed that 53%
of customers consider a better after-
sales experience to be more influen-
tial than the purchase experience in
the entire customer journey.

If you would like to read more
about the transformation

of the automotive retail
industry and how you can
apply these lessons to your
business, download Keyloop's
Experience-First whitepaper
Revolutionising Automotive
Retail through Technology



https://keyloop.com/whitepaper-experience-first
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How to detect a deepfake

Fraudsters are making increasingly sophisticated AI-powered clones to
dupe businesses and consumers. There are some telltale signs to watch

out for, but these won’t last long as the technology advances

Tamlin Magee

eepfakes, which use Al to
create convincing mock-
ups of real people, have

gone mainstream. Cybersecurity
experts have warned about such
counterfeit videos for years, but
only recently have these become
sophisticated enough that they’re
practically indistinguishable from
the real thing.

Fraudsters once used so-called
spear phishing to target the email
in-boxes of business leaders. Now
they’re digitally cloning those lead-
ers — as the CEO of advertising giant
WPP, Mark Read, warned in an
internal memo after deepfakers
mounted an unsuccessful attack
using his likeness.

Deepfake apps are selling well on
the dark web, largely because they
automate much of the process for
their criminal clientele. And they’re
being put to devastating use. In
January, for instance, an employee
at a multinational firm in Hong

Kong sent fraudsters £20m after
they instructed her to do so in a
phony video call involving like-
nesses of their CFO and several
other colleagues.

Deepfake tech is advancing all the
time, but it has become hugely more
sophisticated this year, reports Dr
Andrew Newell, chief scientific
officer at authentication firm iProov.

“In the early days, deepfakes wer-
en’t good at all,” he says. “Over the
past four months, they have become
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Watching out for irregularities —
or too much regularity — works
for now. But I wouldn't rely on

that in the near future

very, very good. We think spotting
these things is almost impossible.”

Any perceptible flaws in the latest
attacks are probably because the
perpetrators are still using relatively
old methods. The most advanced
tech on the market can handle light
and shade well. This means that one
of the dead giveaways of a deepfake
- the misplaced or absent shadow -
is becoming rarer.

A criminal will typically use a
so-called injection attack, where a
deepfake is covertly inserted into a
video stream so that it looks like it’s
coming from a real camera. They
map the face of their target — the
“source face” - on to their own face
and gain control over the source’s
facial movements and the lighting.
Applying this power in sync with
speech-generation tech, the attacker
effectively has a clone at their dis-
posal, which is run through an emu-
lator or virtual webcam.

Newell notes that several deep-
fake Kkits offer a comprehensive
package featuring face-swapping
software, a virtual camera emulator
and insertion tools.

“In the past, you'd have needed a
relatively high level of expertise to
make the deepfake and inject it,” he
says. “Now, you can download these
kits and, with the same tech, make a
face swap and inject it in one go.”

Despite the rapid advance of
deepfake tech, some cybersecurity
experts note that there are still
some telltale signs to look out for —
although these might not exist for
much longer.

One such expert is Simon New-
man, CEO of the Cyber Resilience

Centre for London, a govern-
ment-funded not-for-profit body
helping businesses and charities to
improve their defences. He
says: “It’s becoming much harder to
spot deepfakes, but there are a few
things you can do.”

Look for details on the face of the
person that don’t appear natural -
perhaps unusual lip colours, facial
expressions or strange shadows.

The inside of the mouth is some-
times a dead giveaway, says New-
man, who advises: “Look for
blurring, as criminals often neglect
this area.”

He suggests looking at the head
when compared with the neck or
other parts of the body. Try to spot
strange movements or see if they’re
out of sync. Do the lips appear to be
moving as they would with the
matching words? Do the surround-
ing facial expressions look natural?

It’s also important to be able to
distinguish different types of
deepfakes. Face swaps are a little
easier to spot in their current form,
says Dr Martin Kraemer, security
awareness advocate at KnowBe4.
But he adds that fully synthetically
generated video sequences can be
harder to decipher and have
improved “considerably” this year.

Kraemer advises looking at the
edges of the speaker’s face to detect
signs of a swap. The age of the
person’s face might seem to differ
from that of the rest of their head.
Shadows around the eyebrows
might look unnatural too.

Such signs are much less reliable
where fully synthesised videos are
concerned, Kraemer says, but you

can still look for the “right” kind of
body language. Someone’s eye
movements generally support the
statements they are making. Optical
gestures in deepfakes are often
repetitive, rather than supportive of
the spoken word. Also, someone’s lip
movements may sometimes not
sync with what they’re saying.

Many deepfakes use exceedingly
precise enunciation, he adds. “No
one speaks consistently like a news
anchor, in an overly polished and
meticulous way. Watching out for
irregularities — or too much regular-
ity — works for now. But I wouldn’t
rely on that in the near future.”

Newell stresses that no one should
be too confident that they would
always spot a deepfake attack. His
firm is trying to combat the threat
by creating an ID system that resem-
bles public key encryption. When
participants are on a call, iProov’s
verification tech will light up the
speaker’s face via the device camera
and project a pattern of colours
unseen by the human eye on to it.
Only the authenticator knows what
that pattern, which is different on
every call, should look like. If there’s
a match, this is evidence of “live-
ness” and the participants don’t
have to do anything to prove it.

There’s little doubt that detecting
the technical flaws in deepfakes will
become ever more difficult as the
tools continue to be refined. Main-
taining a high level of contextual
alertness may therefore prove the
most powerful way for employees to
counter the risk.

Kraemer says that it “remains
most important to develop critical
thinking and emotional awareness
for combating manipulation
attempts from social engineers”.

Instead of focusing on people’s
eyebrows in a Crime Scene Investi-
gation-style attempt at digital foren-
sics, try to think about the stated
purpose of the call and how the par-
ticipants are interacting. In short,
does anything seem out of context?

It may already be too hard for the
average person to spot the physical
signs of a deepfake, argues Lucy Fin-
lay, client delivery director at Think-
Cyber, a provider of risk awareness
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Over the past four
months, they have
become very, very
good. We think
spotting these things
is almost impossible

training. She says that attack-
ers will often try to instil a
sense of urgency, putting their
targets under time pressure to
do their bidding.

People are more susceptible
to being duped when put under
stress. They tend to display
what Finlay calls “system-one
thinking”, where they behave
intuitively and automatically,
as opposed to “system-two
thinking”, which is more con-
sidered and logical.

“My go-to advice is: pay
attention to the context,” she
says. “Does what you’re see-
ing and hearing make sense?
What is the person trying to
get you to do and how does
that make you feel? Is it incit-
ing some strong emotion?”

Avoiding a deepfake scam
therefore may no longer be a
matter of trusting your eyes to
detect deception. It could
soon become more of a case of
trusting your gut. ®
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DEEPFAKE SCAMS ARE ON
THE RISE, PARTICULARLY
IN COUNTRIES WITH
UPCOMING ELECTIONS

Year-over-year increase in deepfake scams,

by selected country with national and/or

supranational elections scheduled for 2024
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We’re looking for a new partner to fund big,
bold and totally unique creative projects.

Ministry of Stories champions the writer in every child.
Co-founded by author Nick Hornby in 2010, we’ve helped
17,500 young people discover their confidence, imagination
and potential through the power of their writing.

We're a small but mighty charity, hidden behind the secret door
of our own fantastical shop, Hoxton Street Monster Supplies.

Each week we provide free writing
programmes for local children

in East London, supported by a
large team of volunteers to deliver
attention-grabbing projects.

Will you partner with us to bring
our big 2024 projects to life?

MINISTRY "rs OF STORIES

www.ministryofstories.org ¢ hello@ministryofstories.org



https://ministryofstories.org/support-us/corporate-giving/
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Reframing risk: how CISOs can shape
boardroom discussions on cyber threats

In the age of Al,
CISOs must guide
firms through
intricate regulatory
landscapes,
demonstrating
how compliance
can mitigate risks
and enhance data
security to form a
robust cybersecurity
strategy

ybersecurity threats are a
serious risk for any business
- a recent UK government

survey reported that 50% of UK busi-
nesses have experienced a breach or
attack in the last 12 months, rising to
almost three quarters of large
businesses. New technologies mean
new risks, as well as new regulations
to navigate.

To succeed in the current environ-
ment, business leadership needs to
understand the risks both as they
exist now and as they evolve. Being
able to execute proper management
of these risks is key to maximising
opportunities for their organisation:
the role of a CISO has never been
more critical to the overall business
success of an organisation.

Cyber threats can take many forms
- stealing data, holding data hostage,
extortion, ransomware and corpo-
rate espionage. As technology contin-
ues to evolve, the threats evolve too.
Ken Deitz, CISO of cybersecurity firm
Secureworks, points to Al as an exam-
ple of this: “If you're trying to build and
operate generative Al services, there’s
a new threat landscape - whether
through prompt injections that trick
the Al into providing answers that it
shouldn’t provide, data poisoning that
trains the Al to act in incorrect ways, or
amyriad of other threats.”

There’s more cause for concern
than Al potentially opening holes for
attackers to use - it can also help them
create new forms of attack. “Just like
good companies are trying to use Al to
make their workforce more efficient,
the threat actors are also trying to gain
efficiency and knowledge from Al,” says
Deitz. That comes both in the form of
helping attackers improve their code
and tooling and in providing new tools.

There’s been a rise in new cyber
attacks, from efficiently generating
convincing phishing emails targeted
at victims in multiple languages to
deep fakes that can be used to imper-
sonate key personnel and authorise

fraudulent  financial  transactions.
The rapidity of technological change
means it’s imperative for firms to ded-
icate resources to keeping up with
new threats. Simply preparing for what
exists now isn’t enough when the land-
scape is changing so quickly.

It isn't just threats that are evolv-
ing: the regulatory environment is
also shifting, especially for companies
currently operating in, or looking to
expand into, different markets. Even
understanding which set of regulations
need to be adhered to can be com-
plex. In Europe, companies need to
understand legislation from both the
EU and individual countries, whereas
in the US privacy laws vary between
different states - and all these con-
siderations may interact depending
on where data is being stored and pro-
cessed. Companies need to protect
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In the event of a cybersecurity
breach, a compliant business
will be exposed to less risk
than a non-compliant one

themselves against cybercriminals, but
they must simultaneously ensure they
don’trisk fines or prosecution because
of how they manage customer data.

From red tape to resilience
Regulatory compliance doesn’t have
to be seen as a burden. In fact, it
can reduce the damage that cyber
attacks can cause. Deitz explains how
data compliance can help companies
reduce the chance of putting their
business in jeopardy. "Companies are
trying to gather data, they're trying to
analyse data and they're trying to use
that data to improve their business,
to make money, to do many things,”
he says.

“But there is a point when it can
become toxic. Having large amounts of
readily accessible data can become an
issue, not just for regulation but also
during any sort of security incident.”
Deitz suggests companies should
reduce the amount of data they have,
concentrating efforts on maximising
the effectiveness of the data they're
collecting while minimising the volume
of it. This is the best way to keep one’s
customer and teammate data safe.

Ensuring that the data a firm holds is
compliant with the regulatory regime
it operates in might feel like an over-
whelmingamount of red tape. However,
in the event of a cybersecurity breach,
a compliant business will be exposed

to less risk than a non-compliant one.
Deitz warns that firms should be con-
cerned not just with the safety and
security of their services and prod-
ucts, but customer privacy and indi-
vidual privacy. “If you go in with those
design principles, it’s going to be a lot
easier,” he says. The same underly-
ing principles can help firms mitigate
against regulatory and cybersecurity
risks. Businesses should be building a
security culture that encourages every
team to instinctively reduce exposure.

A CISO’s role can be seen primar-
ily as defensive. There's an assump-
tion that CISOs deal purely with loss
prevention, justifying any cost to the
business purely on the basis that it
reduces the chance of security inci-
dents that will have a far greater cost.
In actual fact, the role of a CISO should
be about creating opportunities for a
business. Growing a business always
entails taking on risk and cyber threats
are a key part of that. Implementing
safeguards to protect against those
threats allows a business to grow more
quickly, take on new customers and
drive revenue. Rather than simply pre-
paring for worst case scenarios, the
CISO can and should be seen as some-
one who is laying the groundwork for
the best case scenarios.

Failing to take cybersecurity seri-
ously can come with a heavy cost - in
2023 the average worldwide cost of a

data breach was reported to be nearly
$5m - so it is undeniable that every
firm needs to take action against the
risks involved. While it may not be
an area that business leaders would
choose to spend money on in an ideal
world, it’s important not just to view
mitigation as a ‘defensive shield” but
as an integral part of how a modern
business operates, from senior lead-
ership across the entire firm.

A CISO needs to ensure theyre
not just managing risk as though it
was a separate business depart-
ment, but that they’re winning sup-
port from leaders across the entire
organisation. While rapid techno-
logical change is enhancing business
operations, Al is also allowing cyber
criminals to become more sophisti-
cated in their approach, increasing
the risk-factor CISOs must combat.
Building a business culture that
drives growth, navigates compliance
and protects against risk effectively is
imperative in the face of a rising tide
of cyber attacks.

For more information please visit
secureworks.com

Secureworks

WORKPLACE

People and
place: how
HR took over
commercial
real estate

Decisions about corporate real estate
were once the responsibility of the finance
or operations chief. But HR executives
now have much greater influence as
companies continue to re-evaluate the

purpose of the office

Sam Forsdick

he office is no longer sim-

ply a place to work - it’s

now vital for promoting
employee experience and establish-
ing a strong corporate culture and
organisational identity. HR leaders
therefore are becoming more
involved in decisions about corpo-
rate real estate.

Around a quarter (24%) of real
estate professionals reported direct-
ly into HR last year, according to
research from commercial real
estate firm CBRE. “Even in compa-
nies where there is no direct line to
the CHRO, we’re seeing a growing
partnership between HR and real
estate,” adds CBRE’s head of human
capital consulting, Georgina Fraser.

Rather than being perceived
merely as a cost centre, corporate
real estate is increasingly seen as an
enabler to the core business and a
function that can support talent
attraction and retention and
improve productivity. This means it

has developed a “natural alignment
with HR, whose raison d’étre is to
look after people”, Fraser adds.

Peter Miscovich is global future of
work leader and executive manag-
ing director at real estate services
company JLL. He traces this change
back to the 2010s, when the likes of
Google and Facebook (now Meta)
established suburban campuses for
their workforces.

“As the Silicon Valley tech firms
put a much greater focus on the role
of the workplace as a talent attrac-
tion tool, we saw HR becoming
more engaged in workplace strate-
gy,” he says.

The pandemic accelerated this
trend, as HR was tasked with estab-
lishing hybrid working policies,
ensuring workplace health and
safety and motivating the return to
office, he explains, adding: “As a
result, corporate real estate teams
have had to align much more with
HR leadership.”
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You can’t just delegate it, you
need to be prepared to get your
hard hat on and get stuck in

OFFICE SOCIAL
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Primary reasons that employees would choose to come into the office

Team connection and community

N, - 587%

Collaborate face to face

Tools, technologies or spaces

Work/home boundaries

43%

26%

Amenities

20%

Focus

16%

Better physical setup

15%

12%

Miscovich recalls that earlier in
his career the corporate real estate
function would report almost exclu-
sively into the finance or operations
chief, chief administrative officer or
chief procurement officer.

“The emphasis used to be on mak-
ing real estate cost-effective,” he
says. “Location was less of an issue,
as there was an expectation that peo-
ple would move to wherever the
enterprise was located, but these
considerations have shifted more in
favour of the worker.”

The rise of hybrid working has
forced many companies to change
their approach to workspace utilisa-
tion and design. Businesses now
often refer to making the office a
“destination” that employees want
to commute to, rather than just a
place of work.

Sharon Doherty, chief people and
place officer for Lloyds Banking
Group, is well-versed in balancing
HR and workplace priorities. She
oversees 60,000 employees and
1,000 buildings, including the bank’s
branches and head offices.

Doherty’s first experience with the
construction and design of corpo-
rate buildings was during her time
as HR and change director at Heath-
row, from 2002-07. During this

period she was heavily involved in
the development of the airport’s
Terminal 5 building.

The knowledge gained from this
experience is something Doherty
has kept with her. “I would find it
odd not having places as part of my
remit. For me, it shouldn't be seen as
something unusual,” she says.

But, in terms of the planning
required for each business function,
there is a significant difference
between matters of people and
place. While an organisation’s peo-
ple strategy might be redesigned
every few years, a firm's real estate
strategy is less likely to go through
frequent changes.

“It’s an agenda that people need to
take a five- to 10-year view of,”
Doherty explains. “It’s a different
cadence, so you need people that
have that longer-term perspective.”

Health and safety, maintenance
and sustainability are all key con-
siderations when designing a corpo-
rate real estate strategy. These can
be technically complex issues and
those who oversee them can be held
personally accountable should some
violation or harmful incident occur.

“As head of place, you’re balancing
business-critical issues and over-
seeing a big budget, so you can’t
afford to get things wrong,” Doherty
adds. “You also have to manage a
massive cost centre that goes right
across the balance sheet in a way
that HR’s normal costs do not.”

HR leaders who want to take con-
trol of corporate real estate need to
be financially astute and have an
interest in areas such as sustainabil-
ity and construction that do not typ-
ically fall within their remit. Doherty
says: “You can’t just delegate it, you
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need to be prepared to get your hard
hat on and get stuckin.”

But despite these differences,
there are several reasons why HR is
well-suited to weigh in on corporate
real estate decisions.

Some elements, such as the ability
to design engaging workspaces that
enable new ways of working, are “in
the sweet spot” for an HR director,
she explains. Lloyds, for instance,
implemented some people-centric
designs in its recently opened Wel-
lington Place office in Leeds, which
features a games area, workplace
hub and treadmill desks.

Greater involvement of the HR
team could also help to make the
built environment more inclusive.
Based on their insight, an employer
may choose to fit out prayer spaces,
gender-neutral toilets, wellbeing
rooms for returning parents and
quiet zones for neurodiverse
employees, for instance. HR leaders
will be most familiar with the
people-centric considerations
motivating such adjustments.

Despite overseeing both people
and places in previous roles, Doherty
says she had to “fight” to have both
included to her remit when moving
to Lloyds. “Before I joined, there was
a view that places should sit under
the COO,” she explains.

While it is still unusual for busi-
nesses to combine these two roles,
for Doherty, the pairing of people
and place just makes sense. “For me,
it’s such a big part of the people
proposition - to attract, retain and
increase the productivity of our tal-
ent - it was too important to let
someone else take care of it.” There
are a growing number of HR leaders
who think the same. ®
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