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Think you can’t move 
mainframe apps to 
the cloud? Wrong.

With LzLabs you can migrate your legacy 
apps to a modern ecosystem without losing  
critical system operations.

Discover  
successful  
modernisations 
at lzlabs.com
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t’s been a challenging few 
weeks for Asda. In Novem-
ber, the supermarket con-

firmed it would make sweeping staff 
cuts at its Leeds and Leicester head 
offices, with nearly 500 employees 
facing redundancy.  

When it emerged the retailer’s 
chief information security officer 
(CISO) and head of security opera-
tions were among that number, 
concerned staff reportedly quizzed 
Asda execs on whether disbanding 
the senior tech team would leave 
the company vulnerable to a cus-
tomer data breach. 

Asda insists it will not. In a state-
ment, a spokesman said: “We have a 
dedicated function that works hard 
to ensure that our internal systems 
and the data we hold remain secure 
in the face of cybersecurity chal-
lenges faced by all businesses.”  

But the worried response from 
Asda’s workforce begs the question: 
in an age of digital pre-eminence, 
are security and information chiefs 
the riskiest roles to lose in a restruc-
ture? Without a dedicated leader at 
the helm, could organisations’ data 
and digital assets be exposed to 
new threats? And if such a move is 
unavoidable, how can firms mini-
mise the danger? 

There’s no doubt that the respon-
sibilities typically assigned to a CIO 
and CISO – information security, 
technology and IT deployment – are 
seen as business-critical by C-suite 
leaders. According to new research 
by Accenture, more than 40% of 
C-suite job postings in the UK in the 
past year have been data-related. 
One in four FTSE 100 board-level 
executives now say they’re profi-
cient in technology, up 12% over the 
past three years. 

“With almost every modern com-
pany using the cloud in some form 
and stakeholders radically chang-
ing how they consume services, the 
need for high-level IT is essential for 
most business operations,” says 
Andrew Smith, CISO at Kyocera 
Document Solutions UK, a global 
manufacturer of high-tech ceram-
ics, electronic components, solar 
cells and office equipment. 

The CIO and CISO are indis-
pensable when they’re the sole 
strategic leads for these busi-
ness functions. “Depending on 
how they are led, controlled and 
implemented, complex digitisa-
tion and IT projects can make or 
break a business,” he says, making it 
dangerous to dispose of the CIO role. 

David Morimanno is director of 
identity and access management 
technologies at IT consultancy Xal-
ient. He outlines the potential con-
sequences of ditching roles such as 
CIO or CISO. 

“Without that leadership, projects 
can stall, operational efficiencies 
may suffer and critical systems can 
become vulnerable to cyber 
threats,” he warns. “Removing this 
role without ensuring a capable 
replacement leaves the organisa-
tion exposed to breaches, data theft 
and regulatory non-compliance, 
issues that can carry both financial 
and reputational consequences.”

Any gaps in oversight undoubtedly 
put organisations at risk. But this 
doesn’t necessarily mean the CIO 
role is exempt from the corporate 
chopping block, according to Sachin 
Shah, management consultant at 
Bain & Company.  

Although IT is more important 
than ever before, Shah believes this 
has diminished the scope of the CIO, 
rather than elevating it. “The tech-
nology operating model is chang-
ing,” he says. “In the past, you had 
one person who would manage 
everything from applications to 

infrastructure to networks and tele-
coms to end-user computing.” 

However, responsibility for tech, 
IT and information security is now 
distributed and segmented more 
widely across the workforce, rather 
than being concentrated in a single 
C-suite role. 

Some companies are distributing 
these functions across multiple sen-
ior roles, rather than one, with the 
appointment of a chief data officer, 
chief digital officer and so forth, as 
well as a CIO. Others have intro-
duced ‘business-product owners’ – a 
leader with some technology litera-
cy who oversees the deployment of a 
specific tech-intensive product, 
with the team responding directly 
to the product owner rather than a 
CIO, Shah explains. 

He adds that some organisations 
are also reviewing capability sourc-
ing strategies to outsource more 
areas of IT infrastructure to 
third-party providers. This is par-
ticularly prevalent in managed 
security services.  

This segmentation and delegation 
of a CIO’s areas of responsibility has 
arguably made it easier to part ways 
with them, with less risk. However, 

there are still some fundamental 
steps any business must take before 
handing their CIO a redundancy 
notice, notes Smith. 

The senior leadership team must 
first ask themselves some funda-
mental security questions. For 
example, how will the business risk 
profile be controlled and managed 
without a dedicated C-suite mem-
ber to focus on it?

Companies must also be careful 
about relying too heavily on out-
sourcing companies without proper 
scrutiny, Smith adds. “Do you fully 
trust the outsourcing company? 
What are their credentials? Where 
will your data be stored? Any out-
sourced IT company adds an extra 
layer of risk for potential cybercrim-
inals, as an additional stakeholder 
now has access to your data.”

You almost always need someone 
who understands the business and 
its needs back to front, he contin-
ues. “While third-party providers 
often claim to offer a seamless ser-
vice, you need someone on the 
inside who works with the busi-
ness's systems every day.”

But what if the decision is una-
voidable? In such cases, Morimanno 
says “robust planning, clear com-
munication and a strong commit-
ment to maintaining digital 
leadership are essential to navigat-
ing the transition successfully.” 

Companies should first reallocate 
leadership responsibilities, ensur-
ing any replacement “has both the 
technical expertise and the strate-
gic vision”, he says. He also recom-
mends that organisations “establish 
a digital advisory board or 
cross-functional leadership team to 
maintain oversight of critical initia-
tives” and conduct a comprehensive 
audit of the firm’s digital assets, 
infrastructure and existing cyber-
security measures. “Identify any 
gaps or vulnerabilities that might 
arise from the leadership change,” 
Morimanno advises. 

Where possible, retain members 
of the CIO’s team, expanding their 
roles to maintain continuity if it is 
appropriate. And finally, “be trans-
parent with employees, stake

holders and customers about the 
restructuring process. Explain 
how the company plans to effect 
its digital strategy and safe-
guard its infrastructure despite 
the change in leadership,” 

Morimanno concludes. 
Business leaders who skip any of 

these steps are likely to find them-
selves facing tough questions – as 
Asda has learnt. 

CIO roles face the axe, 
but at what cost?

CIO 2025

Facing pressure for greater efficiency, some firms have decided to remove their 
tech leaders. But as businesses digitalise their operations, are the risks too high?
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onsistent innovation has 
become essential for mod-
ern businesses. As compa-

nies embrace digitalisation, they 
face increasingly complex challeng-
es. They must innovate rapidly, 
remain agile and integrate sustaina-
bility into their core values.

As a result, organisations are 
changing their perspectives on tech 
adoption. They are focusing more 
on how new technologies can gener-
ate sustained value.

That doesn't mean firms have 
slowed their investments in 
advanced technologies such as AI. 
But the power of AI lies in its ability 
to address real-world problems, not 
in its novelty. According to a study 
by Deloitte, organisations are seek-
ing improved efficiency, increased 
productivity and cost reduction  
from their AI investments. Two in 
five (42%) say they have actually 
realised these benefits.

Demands for infrastructure are 
also growing alongside compute 
and storage requirements. As lead-
ers increasingly focus on improving 
efficiency and scalability, they are 
recognising that the physical infra-
structure supporting AI adoption is 
just as important as the algorithms 
that guide the technology.

The importance of resilience in 
business has never been more evi-
dent. Recent events such as global 
supply chain disruptions, the tran-
sition to hybrid working and rising 
geopolitical tensions have tested 
organisations' ability to adapt and 
recover. Firms are adopting mul-
ti-cloud strategies to improve flexi-
bility and responsiveness. 

However, resilience is not solely a 
technical challenge, it is also a cul-
tural one. Building resilient systems 
goes beyond enhancing cybersecu-
rity, it requires a culture of adapt-
ability and collaboration. 

Partnerships among service pro-
viders and hyperscalers highlight 
the trend towards grater coopera-
tion and the value of shared knowl-
edge to fortify resilience at scale.

Moreover, sustainability can no 
longer be ignored by organisations. 
It is now a central business priority 
that technology leaders are seeking  
to incorporate into their strategies 
to decrease environmental impact 
without damaging performance.

As the demand for AI solutions 
grows, business leaders are begin-
ning to explore new avenues to 

power AI operations while minimis-
ing their carbon footprints.

Businesses now understand that 
sustainability goes beyond compli-
ance – it can also enhance competi-
tiveness through cost savings and 
brand trust. But achieving mean-
ingful progress requires collabora-
tion to integrate sustainability into 
operational strategies.

The increased use of data and AI 
also raises questions of safety, 
accountability and trust. Tech lead-
ers are now responsible for handling 
these complexities and promoting a 
culture of transparency.

This widening remit is shifting 
the role of leadership. It is not 
enough for leaders to employ solu-
tions, they must also be the caretak-
ers of responsibility, establishing 
practices that support the business 
and society.

Addressing these issues requires 
more than internal discussions. 
Events such as Tech Show London, 
as well as its new Cloud and AI 
Infrastructure show, provide plat-
forms for people to deepen connec-
tions in the industry.

A study by Kearney reveals that 
45% of businesses point to a lack of 
technical skills as a key barrier to 
the adoption of GenAI in their 
organisations. Attending these 
kinds of events or alternative 
knowledge-sharing spaces also 
offers a chance to upskill teams, 
enabling employees to stay ahead of 
technological shifts.

By attending events where indus-
try leaders share their experiences 
and employees engage with upskill-
ing opportunities, organisations 
can better position themselves to 
meet the challenges of the future 
with confidence. 

‘Addressing issues in 
emerging tech requires 

more than internal 
discussions’

I N S I G H T

Simon Press
Senior portfolio director, tech shows 
CloserStill Media

Simon Press, senior portfolio director, tech 
shows at CloserStill Media, discusses how 

knowledge-sharing events can help leaders to 
cope with the pace of change in business tech
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Commercial feature

Leaving legacy 
tech behind 
can unburden 
your business
While legacy-tech migration seems 
daunting, the real risk lies in inaction. 
The key is embracing change as a 
continuous, incremental process to 
unlock value across the business

T
ech migration projects can 
be costly, daunting and 
fraught with risk — and when 

things go wrong it’s generally the IT 
team that gets the blame. So it’s hardly 
surprising that CIOs might look at their 
company’s ageing but functional tech 
infrastructure and ask whether migra-
tion is really worth it.

The answer, however, is a resounding 
yes. While migration and modernisa-
tion projects are often challenging, 
inaction is the bigger threat to long-
term business success. 

Legacy technology can burden com-
panies with spiralling costs from third-
party vendors and hobble their ability to 
move quickly in a competitive market. 
Other issues include technical debt and 
skills challenges, as people who under-
stand how to work with older systems 
retire or leave the company.

“Every day, each application 
becomes older and harder to main-
tain. The more effort it takes to 
migrate, the greater your risk ,” says 
Thilo Rockmann, CEO of LzLabs, which 
transforms existing IT by placing it in a 
modern computing environment. 

Many IT leaders are aware that legacy 
technologies are holding back busi-
nesses. Indeed, a recent survey by ISG 
and LzLabs found that 95% of tech 
leaders are concerned about the 
implications of not modernising main-
frame applications and data. 

But the complexity of incumbent sys-
tems, or lost source-code issues, often 
means migration plans are repeatedly 
kicked into the long grass.

Respondents to the survey also high-
lighted cultural resistance and regula-
tory compliance as significant barriers 
to migration. These issues can lead to a 
state of paralysis. CIOs and other 
C-suite leaders may acknowledge the 
need to update legacy systems, but the 
necessary support and resources for 
the journey – or even agreement on the 
direction of travel – never materialise.

“There are multiple barriers and var-
ying interests that ultimately paralyse 
the entire organisation,” says 
Rockmann. “Everyone wants to have a 
voice, get involved and exert influence, 

but this desire for involvement may not 
lead to swift action on what the busi-
ness actually needs.”

The cycle of change
Overcoming this paralysis is the first 
step towards achieving greater agility, 
winning and retaining more customers, 
embracing modern applications and 
exploiting the full power of data. And, it 
may not be as challenging as it seems.

One assumption that can prevent the 
migration of systems and applications 
to new environments is that it must be 
achieved in a single huge leap. Instead, 
migration is a continual process of 
change and evolution.

“The key issue in our industry is that 
moving beyond legacy technology is not 
a one-time project,” says Rockmann. 
“It’s a continuous cycle, as what is new 
today becomes outdated tomorrow.”

Viewed this way, legacy technology 
is not bad per se. It may simply be that 
the organisation’s fundamental 
beliefs or business strategies have 
evolved, and systems and applica-
tions that were once cutting-edge 
are now holding it back. 

“A new system isn’t necessarily better 
than the old one; it simply meets the 
needs of the current environment 
more effectively at this time,” explains 
Rockmann. It is important therefore to 
plan for future changes to the organi-
sation’s tech needs.

But trying to anticipate all of these 
changes isn’t the best way to approach 
migration. “If you plan too far in 
advance, your goals may appear as 
insurmountable obstacles, potentially 
stifling innovation,” Rockmann explains.

It’s also important to understand that 
a migration project should unlock the 
value embedded in the company’s 
existing application portfolios – not 
discard the foundations.

Rockmann points to a vehicle manu-
facturer that LzLabs is currently work-
ing with. “They have an application that 
manages all the logistics for bringing 
parts to the assembly line, which 
they’ve built themselves. No matter 
what they plan to build tomorrow – 
motorcycles, tractors and so on – or 

whether they want to implement AI, 
that application will still have value.”

An incremental approach
LzLab’s approach to technology 
migration and modernisation focuses 
on four core principles: preserving 
what needs to be preserved, changing 
only what needs changing, maintaining 
interoperability and using open-
source technologies.

These principles underpin its Software 
Defined Mainframe® (SDM), which uses 
binary rehosting – a means of migrating 
legacy mainframe applications to the 

cloud without the need to rewrite or rec-
ompile the application. 

It’s a low-risk, low-cost way of moving 
valuable applications and data so they 
once again serve the business’s needs, 
enhancing rather than hindering inno-
vation. Using binary-compatible inter-
faces also enables an iterative and 
incremental approach to migration.

For instance, a global automotive 
manufacturer recently transitioned its 
business-critical processes and appli-
cations step by step from its legacy 
mainframe to the SDM. 

This was necessary owing to main-
frame overload caused by 
resource-hungry applications, sluggish 
application responses to sales and cus-
tomer requests and a shrinking skills 
base. But the goal was always to offload 
and functionally complement the main-
frame rather than completely replace it.

“You’ve got to make sure that you 
preserve what needs to be preserved 
and only change what needs to be 
changed, focusing on a difference to 
the business,” says Rockmann.

“Nobody would say, ‘All Londoners 
need to move out of London so we can 

completely redo the whole tube 
system, and once you return, it’s all 
going to be new and shiny’,” he says. 
“There’s constant change, constant 
construction. IT is not so different in 
this sense.”

Some of the key results from the auto-
motive manufacturer’s migration pro-
ject include enhanced service levels for 
customers, increased scalability of 
capacities and a significant reduction in 
mainframe-operating costs. 

Thanks to careful planning and 
proper execution, the company’s busi-
ness-critical applications and data are 
now fit for the future rather than stuck 
in the past. 

For more information on  
overcoming the legacy tech  
burden, visit lzlabs.com Moving beyond legacy 

technology is not a one-time 
project. It’s a continuous cycle, 
as what is new today becomes 
outdated tomorrow

B
ig tech now funds and 
maintains much of the 
open-source software com-

munity, but conflicts still occur 
when one company is accused of 
amassing too much power. The 
Open Source Summit in Vienna in 
September pointed to a possible way 
forward: handing control to 
non-profit foundations. 

That’s according to David Nalley, 
director of open source at Amazon 
Web Services (AWS). At the summit, 
AWS handed its OpenSearch ‘fork’ 
of Elasticsearch – the back-end ana-
lytics engine – to the Linux Founda-
tion, a non-profit that promotes and 
governs open-source projects.

The move is significant in the 
highly intricate world of open-
source software partnerships. In 
software, a fork occurs when a pro-
ject diverges from its original code-
base, which in turn changes its 
governance. The OpenSearch trans-
fer means that a project which had 
been largely controlled by AWS – 
even though it is open source – is 
now vendor-neutral. 

Elasticsearch disagreements bub-
bled to the surface in 2021 when the 
original founders of the codebase, 
Elastic, shifted the software’s 
license from Apache 2.0 to some-
thing called Server Side Public 
License. This meant that the pro-
ject was no longer truly open 
source. The decision was motivated 
by Elastic’s mounting irritation 
over a perceived capture and subse-
quent monetisation of Elastic-
search by AWS for its Amazon 
Elasticsearch Service – supposedly 
without giving much back to the 
codebase or maintenance.

Whatever the motivations for the 
move, AWS felt strongly enough to 
take action. “Having that codebase 
be open source was important to us 
and to our customers so we took the 
extraordinary step of creating the 
[OpenSearch] fork,” says Nalley. 

The fork was a success, quickly 
shooting into the top 50 database 
engines. “We’ve been acting, in the 
intervening three years, as the stew-
ard for the project,” Nalley says.

But many have reservations about 
any single firm having such strong 
ties to particular projects. Nalley 
heard from AWS customers that the 
presence of one vendor so close to 
OpenSearch had impacted the 
health of the project, hence the deci-
sion to transfer the project to the 
Linux Foundation. 

“Customers and partners wanted 
vendor-neutral, independent gov-
ernance,” Nalley explains. “We’re 
hearing from a lot of customers who 
perceive extra risk when a single 
vendor dominates or controls an 
open-source project. Several of our 
customers told us that they have 
patches for OpenSearch, but their 
company has a policy against con-
tributing that code unless it’s at a 
vendor-neutral place.”

Open-source software forks are 
increasingly receiving backing from 
hyperscalers and major tech compa-
nies, driven by licensing changes.

Amazon, Oracle and Microsoft 
have all backed Valkey, the open-
source alternative to Redis, a large 
data store. Valkey is also hosted  
by the Linux Foundation and is 
already outpacing the original 
codebase, by some accounts.

Some detractors suggest these 
open-source forks are a consolida-
tion of big tech’s power on the open-
source ecosystem or are simply 
economically driven decisions to 
avoid paying licences.

But Nalley says the AWS/Elastic-
search or Valkey model – where a 
fork is hosted by a foundation – can 
help organisations to reduce their 
risk profiles when consuming open-
source projects, especially as it 
relates to single-vendor control. 
“This is going to increasingly 
become a factor for companies who 

are consuming open-source soft-
ware,” says Nalley, noting that AWS 
takes this into account before using 
an open-source project. 

“Folks have been saying there’s 
decreased trust when a single ven-
dor can arbitrarily make decisions 
about the future of an open-source 
project, whether that’s the technical 
direction or the licensing or wheth-
er to continue working in the project 
at all,” he adds. “That will drive a lot 
of attention to open-source founda-
tions. Whether it will mean a lot 
more software moves to founda-
tions, I don’t know.”

One thing’s for sure: tech giants 
will remain involved in open-source 
software at all stages, whether they 
hand control to a foundation or not. 
The Open Source Contributor Index 
ranks commercial entities by their 
total contributions to open source 
projects. A quick peek reveals a lot 
of activity from huge players such as 
AWS, Google, Microsoft, Intel, Hua-
wei, IBM and Nvidia. 

This is nothing new. Many of these 
organisations have a long history of 
involvement with open source. But 
the broader open-source communi-
ty maintains a healthy scepticism 
towards corporations on the periph-
ery, despite their significant con
tributions. So how can businesses 
win their trust amid demands for 
vendor-neutral governance?

“A lot of it comes down to proving 
over time that you’re making the 
investments necessary to help sus-
tain open source,” says Nalley. There 
are no shortcuts. 

“The Cloud Native Computing 
Foundation talks a lot about ‘chop-
ping wood and carrying water’,” 
Nalley says, referring to the Zen 
Buddhist proverb about everyday 
tasks remaining the same whether 
you have found enlightenment or 
not. In this case, the wood and water 

are writing code and fixing bugs. He 
points to projects such as Post-
greSQL, an open-source relational 
database, where AWS is the top 
reviewer of code.

If businesses wish to really 
demonstrate their commitment to 
open source, Nalley suggests, they 
should consider contributing to 
ecosystems where they don’t cur-
rently have any products. For AWS, 
one such project is developing the 
emergent programming language 
Rust. The company even has a full 
team working solely on the project.

“We’re doing that because, just 
like everyone else, we need a more 
performant, more stable Rust pro-
gramming language, and a set of 
tools like the compiler and standard 
library that are easily consumable 
and will work for folks,” he says.

Showing commitment through 
contributions and maintenance, 
especially with no obvious dog in the 
fight, can be valuable for companies 
seeking to win and maintain trust.

But Nalley warns that trust is 
“somewhat transitive, meaning you 
can earn it in one place and maybe 
you have enough reputation that it 
carries over in other places. But a lot 
of the time you’ve got to put in the 
work everywhere.” 

Tamlin Magee

As AWS shifts its OpenSearch search engine to 
the Linux Foundation, David Nalley, the tech 
giant’s director of open source, reflects on the 
possible implications

‘�Trust is somewhat 
transitive. But a lot  
of the time you have 
to put the work  
in everywhere’

I N T E R V I E W

Folks say there's decreased 
trust when a single vendor can 
arbitrarily make decisions about 
an open-source project, whether 
that's the technical direction 
or the lisencing or whether to 
continue a project at all
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Most CIOs are trying to simplify 
their operations, but the issue  
with AI is, what do you remove  
off the back of it?

AI holds huge 
promise, but its 
impact can be 
difficult to assess.  
We asked CIOs how 
they calculate the 
technology’s return 
on investment

And the changes are already mak-
ing a difference to Axa’s bottom 
line, Davydova says.

Indeed, the company has already 
recorded profit growth of 5% this 
year, according to industry media 
reports, with life and health insur-
ance premiums up 7%, as Axa’s half 
year 2024 results confirm. 

So how does it measure the value 
of the technology? Davydova 
believes the best use of AI is in  
customer-facing areas, which “help 
enhance the growth of our revenues 
and profitability, because customers 
choose to stay with a high-quality 
supplier of insurance services”.

She adds: “By analysing KPIs  
from operational efficiency and 
enhanced customer experience to 
improved risk management, cost 
savings and employee productivity, 
the evidence indicates that AI  
contributes positively to the compa-
ny's goals and bottom line.”

Jean-Philippe Avelange is CIO at 
Expereo, a business connectivity 
firm. He says all conversations 
around AI initiatives begin with a 
question: “What’s our starting point 
that we want AI to help with?” 

Avelange says Expereo decided in 
2023 to upgrade its Salesforce plat-
form to the AI-enhanced Agentforce 
offering, which includes features 
like real-time AI-powered guidance 
in customer interactions. The com-
pany would not share financials, 
but a total package at the published 
price of $500 (£394) per user per 
month, would amount to $2.4m 
(£1.9m) for the 400 Expereo employ-
ees using the platform.

Like Davydova at Axa, Avelange 
focuses AI deployment on customer 

Avelange says that upgrading 
Expereo’s existing Salesforce tool to 
Agentforce has helped to minimise 
the costs that come with bringing in 
new AI products, such as network 
usage spikes, plus the need for extra 
bandwidth and security layers. 

“It’s not a simple boxed product 
that you buy and you’re ready to go,” 
he says. “Working directly in our 
existing Salesforce platform allevi-
ated this risk and ensured that we 
could keep costs contained while 
maintaining ROI.”

Yet another overlooked cost of AI, 
Bunting adds, is governance. That 
includes the need for specialist staff 
members to create frameworks and 
processes for how AI should be used 
and monitored in a business, as well 
as additional legal support to clean 
up the mess if AI gets it wrong, 
which is still a reality. An AI govern-
ance director can earn a salary of up 
to £74,000, according to Glassdoor.

“If the value of AI is that I can 
respond to my customers in five 
seconds, does that really warrant 
having a whole team governing its 
use?” asks Bunting.

As Avelange notes, quick wins 
aren’t everything. “The risk of any 
organisation making short-term 
considerations about ROI on AI ini-
tiatives is that they could poten-
tially miss out on any long-term 
gains and benefits,” he says.

He’s convinced that AI “will pro-
foundly transform the way any com-
pany operates” and that it “is not a 
debate of knowing whether AI is 
worth it or not”. However, he’s real-
istic about its complexities.

“It is a matter of survival for enter-
prises to adopt AI, while remaining 
very conscious of the costs and hype 
around it,” says Avelange. 

T
he transformative poten-
tial of AI has been well- 
documented, with applica-

tions in everything from customer 
service to data analysis. But many 
CIOs are grappling with a surpris-
ingly complex question: is it worth 
the money?  

Nearly nine in 10 (87%) organisa-
tions are actively developing GenAI 
initiatives, but only 35% have a 
clearly defined vision for how they 
will create business value from 
GenAI, according to Bain Research. 

And there are different views on  
what constitutes success. Consensus 
on how to measure the return on AI 
investments is rare, according to a 
survey of nearly 600 CIOs and heads 
of IT by Gong, a sales platform.

So where are major firms focusing 
their AI investments – and how do 
they measure the impact? The sur-
vey found that 55% focus on produc-
tivity, but a similar share look at effi-
ciency and revenue (53% each), and 
46% focus on employee satisfaction.

AI has transformed insurer Axa’s 
business, bringing benefits every-
where from customer service to risk 

MaryLou Costa

declined to provide details of Axa’s 
spending, saying the company’s AI 
budget is confidential. However, 
ChatGPT at enterprise level is 
quoted at $30 (around £24) per user 
per month. The price for Microsoft’s 
Copilot Pro, meanwhile, is currently 
published at £19 per user per month. 
In a 150,000 strong global business 
such as Axa, this would amount to 
£43.2m and £34.2m respectively. 

Still, that’s not a huge outlay for a 
giant like Axa. The company’s total 
tech spend in 2023 of all platforms, 
not just AI, was reported by Global 
Data to be $2.2bn (£1.74bn).

service, with ROI metrics concen-
trated here. He also correlates 
AI-platform rollouts to productivity 
gains and any resulting increases 
in employee satisfaction.  

Avelange outlines key focus areas 
for Expereo. “How many emails are 
we sending per customer-service 
agent? How long does it take an 
agent to handle a case summary? 
How much time is spent on a cus-
tomer update? We then assess the 
cost for that specific AI use case, 
start prototyping and commence 
frequent rollouts to gather quick 
feedback,” says Avelange.

Implementing new technology 
comes with a financial price, but 
there’s also an environmental cost 
that CIOs shouldn’t overlook, notes 
Louise Bunting, CIO at Carbon Net 
Neutral Technology Solutions, a 
corporate carbon-measurement 
and management company. 

For example, it took 1,287MW/h of 
electricity to train the large lan-
guage model (LLM) GPT-3, accord-
ing to the Association of Data 
Scientists; that’s roughly equiva-
lent to the usage of an average 
American household over 120 
years. Moreover, Gartner has pre-
dicted that by 2030, AI could con-
sume 3.5% of the world’s electricity, 
while each GPT query requires 
roughly half a litre of water to cool 
its servers. 

This all adds to an organisation’s 
carbon footprint, Bunting warns, 
which CIOs must consider when 
assessing the ROI of AI. “Most CIOs 
are trying to simplify their opera-
tions, but the issue with AI is, what 
do you remove off the back of it? 
You’re adding tech, but not taking 
anything away. If you've got a car-
bon target, you're adding some-
thing that is probably the most  
power-hungry system, consuming 
up to four times more than a stand-
ard technology stack. That is a big 
problem from an environmental 
perspective,” says Bunting.

Bunting recommends a particular 
line of questioning when consider-
ing whether AI will be worth the 
cost. “Is it actually adding value? Or 
could you do what you need to with 
tech that you've already got? Is it 
actually going to save us any money, 
when we could do the same thing 
through the automation and digiti-
sation of processes, without AI?”

CIOs embrace AI, but many 
struggle to measure its impact

assessment and fraud detection. By 
introducing a corporate version of 
GPT to its call centres, call resolu-
tion time has been slashed from five 
minutes to five seconds, as agents 
can swiftly retrieve policy docu-
ment references to customer ques-
tions, says Axa’s UK and Ireland 
CIO, Natasha Davydova. 

AI-enabled pricing platforms have 
made pricing more efficient, helping 
the company’s underwriters com-
plete their customer risk assess-
ments and pricing proposals in 
hours rather than weeks. AI-enabled 
IT observability tools, meanwhile, 
have been implemented to detect 
and prevent IT incidents, reducing 
the total number of incidents and 
pushing down the time to fix.

A trial of Microsoft Copilot, which 
helps teams summarise and draft 
documents, is being extended, with 
its value based on productivity 
increases, error reduction and 
employee satisfaction, all of which 
have changed for the better, accord-
ing to Davydova. 

This comprehensive tech stack 
doesn’t come cheap. Davydova 

MEASURING UP AI

Share of tech leaders who focus on the following when assessing  
the effectiveness of AI investments 

Gong, 2024
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55% 53% 53%
46%

If the value of AI is 
that I can respond to 
my customers faster, 
does that warrant 
having a whole team 
governing its use?

The role of the modern-day CEO is evolving. 
It is no longer enough to focus solely on 
profit, revenue or share price. Leaders 
must balance financial performance with 
employee wellbeing and ESG concerns, 
finding ways to innovate and grow at a time 
of deep uncertainty and turmoil. 

Across five categories, we hope that by 
shining a spotlight on the best business 
leaders, we can offer insights into what it 
takes to lead from the top and inspire the 
CEOs of the future.

Meet the 50 CEOs  
changing British business.

Recognising  
those who lead.

raconteur.net/raconteur50

https://www.raconteur.net/leadership/the-raconteur-50
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Precisely, Drexel University, 2024

Business leaders are facing mounting pressure to implement emerging technologies such as AI. But the effectiveness 
of digital tools depends heavily on the data that fuels them. Factors including inconsistent data formats, as well as 
the sheer volume of raw data, are hampering firms' efforts to gain insights from the data they hold. A robust data-
governance strategy can help to ensure data integrity and establish trust in an organisation's data.

THE KEY TO DATA 
INTEGRITY

71%
of IT professionals say their organisations have  
a data-governance programme

Improved quality of 
analytics and insights

Improved  
data quality

Facilitated 
collaboration

Increased regulatory 
compliance

Enabled faster access 
to relevant data

FIRMS CAN IMPROVE DATA QUALITY WITH 
BETTER DATA GOVERNANCE PROCESSES

IT professionals who say their organisations' data-governance 
programme has added value in particular waysGoals of our organisation's data programme Results achieved by our organisation's data programme

DATA EXPECTATIONS VERSUS REALITY

IT professionals worldwide

Data-driven 
decision-making

Operational 
efficiency

Cost  
reduction

Revenue 
generation

Risk  
mitigation

Data 
modernisation

Better 
regulatory 
compliance

TWO IN THREE IT PROFESSIONALS 
DON'T FULLY TRUST THEIR  
FIRMS' DATA

IT professionals worldwide

62% I somewhat trust our 
data for decision-making

33% I completely trust our 
data for decision-making

5% I don't trust our data  
for decision-making

DATA QUALITY IS ALSO A HURDLE TO DATA INTEGRATION

IT professionals ranking the following as challenges to their organisations' data-integration projects

50%

47%

43%

37%

35%

33%

33%

33%

WHAT'S STANDING IN THE WAY OF HIGHER-QUALITY DATA?

IT professionals ranking the following as challenges for achieving higher-quality data

Inadequate tools to automate data-quality processes

Inconsistent data definitions or data formats

Volume of data or number of data sources

Lack of skills/staff

Creating and applying data-quality policies or rules

Measuring data quality

Missing information

Lack of integration with other data-management processes

49%

45%

43%

42%

40%

40%

36%

29%

DATA QUALITY IS ONE OF THE MAIN CHALLENGES TO BETTER DATA INTEGRITY

IT professionals ranking the following among their organisations' top-three data-integrity challenges 

Data quality

Data governance

Data privacy or security

Data enrichment with third-party data

Real-time data replication

Spatial analytics for understanding data relationships

Data catalog

Data observability

64%

51%

46%

30%

24%

22%

19%

17%

Data quality

Data-architecture limitations

Volume of data

Data-security requirements

Slow integration processes/inability to access data in real time

Lack of expertise in integrating complex data formats

Lack of technology or services to facilitate data integration

Lack of integration with other data-management processes

58%

58%

57%

50%

36%

10%

20%

30%

40%

50%

60%

70%
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I
n today’s digital landscape, 
CIOs and infrastructure 
leaders face the dual chal-

lenge of delivering exceptional per-
formance while meeting rigorous 
environmental standards. 

Success in modern data centre man-
agement requires a balanced approach 
that optimises both operational effi-
ciency and sustainability. Here’s how 
to evaluate your strategy across four 
essential pillars.

Intelligent power management
The cornerstone of sustainable data 
centre operations lies in smart power 
utilisation. Advanced power manage-
ment systems now enable real-time 
adaptation to workload fluctuations, 
ensuring energy is deployed precisely 
where and when needed. This dynamic 
approach prevents unnecessary com-
ponent strain while significantly reduc-
ing energy waste.

Success in this pillar means 
demonstrating measurable reduc-
tions in power consumption with-
out compromising performance. 
Look for systems that can provide 
detailed analytics on power usage 
effectiveness (PUE) and automati-
cally adjust to varying demands. The 
ability to handle processing spikes 
efficiently while maintaining optimal 
performance during quieter periods 
is crucial for both sustainability and 
operational excellence.

Efficient cooling systems
Cooling efficiency represents a critical 
metric in sustainable data centre oper-
ations. With the increasing density of 
computing resources, particularly in AI 
and high-performance workloads, tra-
ditional cooling methods may no longer 
suffice. Success in this area requires 
implementing advanced cooling tech-
nologies to match specific needs.

A cooling strategy should be evalu-
ated on its ability to maintain optimal 
operating temperatures while min-
imising energy consumption. Liquid 
cooling solutions, for instance, can 
offer superior heat dissipation for 
high-density configurations, while 
optimised airflow designs might suf-
fice for lower-demand applications. 
The key is selecting solutions that 
scale with the organisation’s specific 
needs while maintaining efficiency.

Renewable-energy integration
The transition to renewable energy 
sources is a defining characteristic of 
future-ready data centres. Success in 
this pillar involves more than just pur-
chasing renewable-energy credits – it 
requires a comprehensive strategy for 
integrating sustainable power sources 
into existing operations.

Measure success through the pro-
portion of operations powered by 
renewables and the reduction in 
carbon emissions. Consider both cen-
tralised and distributed approaches: 
larger facilities might benefit from 
direct access to hydroelectric or solar 
power, while edge locations could lev-
erage local renewable resources. This 
hybrid approach ensures sustainable 
power delivery across the entire infra-
structure estate.

Advanced thermal design
The fourth pillar focuses on sophisti-
cated thermal management through 
intentional design. Rather than treating 
cooling as an afterthought, successful 

data centres integrate thermal con-
siderations from the ground up. This 
proactive approach encompasses 
everything from component place-
ment to airflow optimisation.

Measure success through metrics 
such as thermal efficiency, component 
longevity and cooling system perfor-
mance. Look for designs that minimise 
hot spots, optimise air or liquid cool-
ing pathways and reduce the overall 
energy required for thermal manage-
ment. The most effective solutions will 
demonstrate improved component life 
spans while maintaining or enhancing 
performance capabilities.

To effectively measure success 
across these pillars, establish clear 
metrics and regular monitoring pro-
cedures. Key performance indicators 
should include:

 Energy-efficiency ratios
 Carbon-footprint measurements
  Component performance  
and longevity statistics
 Cooling-system effectiveness
 Renewable-energy utilisation rates

Regularly assessing these metrics helps 
to identify areas for improvement and 
validates the effectiveness of sustain-
able initiatives. The most success-
ful strategies will show continuous 
improvement across all four pillars 
while maintaining or enhancing opera-
tional performance.

By evaluating your data-centre 
strategy against these pillars, you 
can ensure that your infrastructure 
not only meets current sustainability 
requirements but is also prepared for 
future challenges. 

Remember that success in sustain-
able data-centre operations isn’t just 
about meeting environmental targets 
– it’s about creating resilient, efficient 
and future-proof infrastructure that 
delivers both business and environ-
mental value.

Cool running: reimagining 
the sustainable data centre
As data centres strain under AI’s growing power demands, innovative cooling solutions 
and sustainable architectures point the way towards a greener computing future

D
ata centres are the backbone 
of modern computing, hous-
ing the world’s servers and 

data processing, but this comes at a 
cost. Data centres consume huge 
amounts of electricity. They account 
for roughly 3% of global energy use, 
and that figure is expected to rise to 8% 
by 2030. 

Globally, this amounts to an estimated 
200 terawatt hours (TWh) annually – 
more than the total energy consump-
tion of some entire countries. Much of 
this is due to the demands of AI. 

A single ChatGPT query, for example, 
requires 2.9 watt-hours of electricity, 
compared with 0.3 watt-hours for an 
average Google search. Goldman Sachs 
estimates that AI will soon add another 
200TWh to global data centre power 
consumption, doubling the current 
energy demand.

Reducing the energy consumption 
of data centres is therefore vital for 
achieving national net-zero targets and 
reducing business costs. 

Supermicro is a market leader in 
designing and delivering the compo-
nents for data centres, offering serv-
ers designed to use less power while 
exceeding standard performance levels.

In the relentless pursuit of data 
centre efficiency, every decision – from 
server selection to cooling infrastruc-
ture – must balance peak performance 
with environmental stewardship, driv-
ing both operational excellence and 
sustainability goals.

Two of the larger data-centre energy 
demands come from computers’ cen-
tral processing units (CPU), which exe-
cute instructions from computer pro-
grams and process data. 

While data centres rely on central 
processing units (CPUs) for general 
computing, graphics processing units 
(GPUs) dominate modern AI power 
demands. Each GPU can consume over 
1000 watts – more than double a CPU’s 
maximum draw of 500 watts. 

The impact is multiplied by the archi-
tecture of AI-optimised systems, which 

typically contain eight GPUs for every 
two CPUs. This means a single AI server 
can have a GPU power footprint that’s 
more than eight times larger than its 
CPU requirements. When multiplied 
across thousands of servers in large AI 
data centres, GPU power consumption 
becomes the dominant factor in both 
energy use and cooling demands.

Consider the evolution from tradi-
tional data centres to today’s AI com-
puting facilities – while CPU require-
ments have certainly grown, it’s the 
massive deployment of power-hungry 
GPUs that are driving the unprece-
dented surge in energy consumption 
and thermal management challenges.

Graphics processing units (GPU) are 
the computing hardware designed to 
render high-quality images and videos 
efficiently. Originally used for 3D 
games, they have evolved to become 
the engine of AI due to their ability to 
perform many parallel operations.

Therefore, it’s not hard to see how 
the requirements for both CPUs and 

GPUs have skyrocketed in recent years.
The main energy demand, however, 

doesn’t simply come from plugging 
more and more servers into the mains. 
It comes from keeping them cool. 

As computational demands soar, 
traditional air cooling methods – rely-
ing on fans, heatsinks and HVAC sys-
tems – are reaching their limits in 
data centres. The challenge was made 
clear when even tech giants Google 
and Oracle experienced server down-
time during Europe’s 2023 heatwave, 

highlighting the growing thermal man-
agement crisis facing the industry.

“Air cooling, while effective in the 
past, is reaching its physical limits”, 
explains Upadhyayula. “There’s only so 
much air can do to dissipate the heat 
generated by modern hardware. To 
continue using air cooling with today’s 
high-power components, you would 
need larger fans and increased system 
space to effectively circulate and expel 
hot air,” he explains.

While increasing the dimensions of 
systems could help, it conflicts with 
data-centre goals of optimising rack 
space and density, he says. “These 
opposing factors make liquid cooling 
more attractive since it can maintain or 
even reduce system size while achiev-
ing higher thermal efficiency.”

Over the past decade, Supermicro 
has pioneered liquid cooling technol-
ogy, revolutionising data-centre ther-
mal management. Through an innova-
tive system where coolant circulates to 
specialised cold plates and heat is effi-
ciently extracted from critical compo-
nents without direct contact. 

This addresses the mounting ther-
mal challenges posed by AI workloads. 
The technology has garnered enthusi-
asm from industry experts thanks to its 
ability to deliver superior cooling per-
formance while maintaining compact 
system footprints – a crucial advantage 
in space-constrained environments.

The superior efficiency of liquid cool-
ing systems is undeniable, but there 
are barriers to adoption, including 

resistance from data-centre operators 
wary of the unfamiliar technology and 
infrastructure requirements. 

Still, liquid cooling systems permit 
greater computing density and sig-
nificantly reduce an organisation’s 
carbon footprint.

For these reasons, Upadhyayula 
expects to see “more customers 
gravitating towards liquid cooling 
to maintain their current data-cen-
tre footprints while achieving higher 
system performance”. 

Achieving this requires a bespoke 
partnership approach rather than an 
off-the-shelf sales transaction. 

“We invite customers to our engi-
neering test facilities, where we work 
collaboratively to identify and resolve 
their challenges. By prioritising custom-
er-specific problem-solving over rigid 
metrics, we aim to deliver solutions that 
truly address their operational needs.”

Supermicro maintains complete con-
trol over its cooling solutions through 
comprehensive in-house design and 
assembly operations. This vertically inte-
grated approach ensures exacting qual-
ity standards and enables rapid inno-
vation through direct oversight of every 
stage from concept to completion.

“Our customer-centric approach 
involves understanding workloads and 
tailoring solutions to their specific 
needs”, explains Upadhyayula. “This 
includes determining whether air cool-
ing, liquid cooling, or another strategy 
is the most energy-efficient and effec-
tive option. Each system is designed 
with certified components, ensuring 
reliability and performance.”

Reshaping sustainable computing, 
Supermicro’s resource-saving archi-
tecture eliminates the need for com-
plete system overhauls by allowing tar-
geted component upgrades, thereby 
maintaining cutting-edge performance 
while dramatically reducing electronic 
waste and operational costs.

The solution can help CIOs gain the 
flexibility to modernise systems piece 
by piece, while CFOs benefit from 
reduced capital spending and lower 
operating costs, ultimately maximising 
return on infrastructure investments.

The data centres of the near future 
will prioritise enhancing efficiency, 
with liquid cooling and resource-saving 
architectures playing pivotal roles. 

Innovations in cooling technolo-
gies can help to move AI from a drain 

The data-centre 
scorecard: four pillars  
of sustainability success

to an enabler - AI-powered manage-
ment tools can optimise cooling, work-
load distribution and energy usage in 
real-time. 

Automation will further enhance 
operational efficiency, reducing 
human intervention and improving 
reliability, allowing for higher den-
sity in racks and minimising the space 
requirements for data centres while 
improving performance.

While the exact form of future data 
centres will depend on these advances, 
the overarching goal remains clear: to 
deliver higher performance with lower 
environmental impact, paving the way for 
a sustainable and greener digital future.

In the quest for perfect energy effi-
ciency, the industry pursues the goal of 
a 1.0 power usage effectiveness (PUE) 
rating, representing zero energy waste.

PUE measures how efficiently a data 
centre uses energy by dividing total 
facility energy consumption by IT equip-
ment energy consumption - the lower 
the rating, the better the efficiency.

While the current industry aver-
age stands at 1.35 PUE, with 1.09 once 
viewed as near-optimal, Upadhyayula 
says achieving higher energy efficiency 
remains a significant challenge.

“It’s akin to railroad tracks appearing to 
converge in the distance. Although they 
never truly meet, they guide us toward 
a shared direction, optimising perfor-
mance and efficiency simultaneously,” 
he says. 

Supermicro will keep moving the data 
centre industry in the right direction 
towards a greener, cleaner future.

 

For more information about 
how NVIDIA’s fully accelerated 
computing platform has provided 
leaps in AI training and inference, 
visit nvidia.com

 
There’s only so much air cooling 
can do to dissipate the heat 
generated by modern hardware

Success is about 
creating resilient, 
efficient and future-
proof infrastructure

Capital Group 2024

AS AI ADOPTION ACCELERATES, MANY ORGANISATIONS 
STILL LACK THE GREEN DIGITAL INFRASTRUCTURE 
NEEDED TO MAKE INNOVATION TRULY SUSTAINABLE 

Percentage of leaders expressing AI-related environmental,  
social and governance (ESG) concerns

54% 36%

26% 18%

see energy consumption and increased 
green house emissions as a key risk

see anti-competitive practices  
as a key risk

see pollution and e-waste 
as a key risk

see increased water consumption 
as a key risk

https://www.nvidia.com/en-gb/
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R
ansomware is the gift that 
keeps on giving for cyber 
attackers, forcing business-

es to pay a sizeable sum or risk losing 
access to their business-critical 
data. Ransomware simulations can 
help firms prepare for the worst – 
but they must be handled with care.

Most companies can expect to be 
targeted by a ransomware attack at 
some point. Six in 10 organisations 
(59%) suffered ransomware attempts 
in 2024, according to The State of 
Ransomware 2024 report from 
Sophos. Firms with more than $5bn 
(£3.85bn) in annual revenue were 
hit the hardest, with 67% affected by 
ransomware in some capacity.

in the organisation. The red team 
plays the role of the attacker, simu-
lating the kinds of malware or ran-
somware used by cybercriminals. 
The blue team must surface these 

threats, protect against them and 
repair any damage. 

These simulated attacks take 
place on portioned-off parts of a 
network using synthetic junk data, 
so as not to put the business at risk. 

The aim is to expose gaps in cyber 
defences. For instance, to test 
whether the organisation’s defend-
ers can detect threats, differentiate 
between false alerts and real 
threats and coordinate a successful 
response to an incident. 

Organisations with the right 
expertise can create standoffs 
between internal red and blue 
teams. But many will need to part-
ner with third-party vendors, which 
offer red-team services.

Lorenzo Grillo, head of Alvarez & 
Marsal’s Europe and Middle East 
global cyber risk services, says such 
exercises are a “great opportunity to 
test a company’s preparedness, 
detection and response processes 
and technologies in a way that mim-
ics real world conditions”. That’s 
because they assess the entire con-
trol environment to simulate how 
skilled and motivated cyber threat 
actors would target an organisation.

However, surprise attacks can put 
unnecessary pressure on staff and 
risk making them feel as though 
they’re under constant scrutiny, he 
adds. This can lead to trust issues 
between stakeholders. 

Alan Woodward, professor of 
cybersecurity at the University of 
Surrey, says blind testing is akin to 
letting off smoke canisters in the 
office during a fire drill. Such an 
approach can burn out or panic staff 
and lead to poorer productivity. 

“If you have a drill without telling 
someone it’s a drill, it can actually 
be just as disruptive as a real 
attack,” he notes. 

Red teaming can help to iron out 
some kinks or expose certain vul-
nerabilities, but if leaders don’t 
trust teams to perform in real crisis 
conditions, that “says more about 
your recruitment processes than 
anything,” Woodward adds.

Instead, he recommends an open 
and transparent approach to cyber 
drills. He suggests regular tabletop 
exercises – typically a 90-minute 
role-playing session that sets out 
cyber scenarios for teams and lead-
ers to work through. The National 
Cyber Crime Centre and the US gov-
ernment’s CISA website provide 
some useful examples.

These games usually involve a 
facilitator to run the exercise, 
inform participants of what’s hap-
pening and instruct them to make 
decisions. The aim is to create a 
plausible, realistic scenario and test 

how can security leaders ensure 
that training is effective?

Cybersecurity training has 
evolved over the years. Ambushing 
employees with fake cyber attacks 
was once a popular method: for 
example, sending spoof phishing 
emails to test whether employees 
would click on a dodgy link. Howev-
er, these techniques are increasing-
ly being eschewed for more open 
and transparent training.

One method is to create simulated 
attacks, engaging so-called red 
teams, often brought in from out-
side the organisation, to blind test 
the cyber defences of blue teams, 
who comprise the cyber defenders 

Ransomware attacks can be devastating. Regular simulations can help firms 
weather the storm, but careful preparation is essential to reap the rewards

Practice makes perfect: how to 
run a ransomware simulation

Tamlin Magee

The financial and reputational 
impact on businesses can be devas-
tating. Security personnel have 
even suffered PTSD-like symptoms 
after dealing with the fallout from 
such incidents.

Well-kept data back-ups, fail-safe 
systems and robust perimeter 
defences are all essentials for 
weathering the ransomware storm. 
Equally important is keeping a cool 
head in a crisis, showing confidence 
in decision-making and calmly 
working to resolve the situation.

That means ensuring all stake-
holders are prepared, not just secu-
rity teams. But what kinds of 
training exercises can help? And 

If you have a drill without 
telling someone it’s a drill, 
it can actually be just as 
disruptive as a real attack

responses, allowing participants to 
audit their current decision-making 
processes, technical defences and 
continuity plans.

Participants in these exercises can 
include IT teams, cyber experts and 
C-suite leaders. Crucially, organisa-
tions must include representatives 
from different segments of the ‘com-
mand structure’ – strategists, tacti-
cians and operational employees.

Properly defined and managed 
tabletop exercises can help test a 
company’s ability to respond to 
cyber crises, but businesses must 
learn to balance this approach with 
red-team exercises, Grillo says. 
“Red teaming can expose gaps and 
enhance defensive skills, while  
tabletop exercises offer room for 
safe practice and learning without 
constant stress.”

During a real-world ransomware 
attack, an organisation’s leadership 
must make tough business deci-
sions. It will be up to them to decide 
whether to pay the ransom, issue a 
statement and find a way to ensure 
business continuity while restoring 
systems. It is essential that the 
C-suite is briefed properly and in a 
language they understand. 

“Executives don’t need to know 
how to perform log analysis or 
reverse engineer malware,” says 
Dan Potter, senior director of opera-
tional resilience at Immersive Labs, 
a cybersecurity vendor.

In the past, adds Potter, security 
teams have succeeded in terrifying 
leadership with details of digital 
disasters and briefings on advanced 
persistent threat groups. They have 
been less effective at engaging the 
business. The facilitator of any tab-
letop exercises must prioritise inclu-
sivity and encourage participants to 
speak a common language.

The goal should be continuous 
learning, says Potter. “One big exer-
cise a year with the same 20 execu-
tives is not sufficient. It’s not 
providing the regular cadence or 
the validation of processes that 
organisations need.”

Given the busy schedules of 
C-suite executives, it may be diffi-
cult to find time for multiple table-
top exercises. This puts the onus on 
security leaders to keep teams 
sharp. Potter suggests frequent, 
small-scale exercises for first-line 
responders, including hands-on 
labs, technical skill development 
training or small-team simulations.

Security teams can then use these 
activities to brief senior executives 
on their progress. This can open 

conversations with leaders about 
concerns and priorities; it also helps 
to avoid exercise fatigue among 
leadership. Ongoing exercises will 
equip cyber teams with the data to 
inform leaders of their progress or 
areas where there’s room for 
improvement, ultimately instilling 
confidence in the team.

Successful training exercises are 
built on a security culture that’s 
rooted in collaboration and 
improvement, rather than shame or 
ridicule. Employees should under-
stand the need for rehearsals and  
be clear that exercises are not about 
catching people out, criticising 
teams or blaming systems, says 
Jason Nurse, reader in cybersecu
rity at the University of Kent. The 
goal is to work out where there’s 
room for improvement.

Tech leaders should carefully con-
sider the targets, timing and nature 
of ransomware attacks in their sim-
ulations. As well as ensuring the 
exercises don’t unfairly target cer-
tain groups, leaders must consider 
the state of the business before they 
implement a test exercise.

“For instance, is it the last day of 
the financial year?” asks Nurse. “Or 
is the simulation due on the day 
new software will be installed 
across the business? While there 
are certainly advantages to run-
ning simulations at these times – 
and ransomware groups themselves 
may find these ideal target times – 
they may cause significant addi-
tional stress for employees.”

Finally, any business setting up a 
simulation should consider wheth-
er the content is appropriate. There 
have been instances where organi-
sations have conducted attack sim-
ulations that were in poor taste and 
didn’t consider the employee or 
customer context.

“We’ve seen attack simulations 
offering bonuses or alerting to  
Ebola outbreaks,” Nurse explains. 
“There’s a balance to be maintained 
in achieving and testing security 
processes without compromising 
employee morale.”

Running cyber attack role-playing 
sessions might sound like corporate 
Dungeons and Dragons, but the 
benefits can be significant. By dis-
cussing actions needed to address 
these imaginary attacks, organisa-
tions can identify weak points in 
their security systems and skills 
gaps. When ransomware can lead  
to the destruction of businesses, 
running simulations can make all 
the difference. 

Sophos, 2024

ROOT CAUSES OF RANSOMWARE ATTACKS

Share of ransomware attacks with the following root causes in 2024,  
as identified by tech teams 
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From costly to cutting-edge: a new era  
of security analytics for CIOs and CISOs
Traditional security-information and 
event-management systems are no 
match for today’s data complexity and 
cyber threats. Innovative analytics 
platforms offer a powerful solution with 
enhanced visibility, risk prioritisation 
and cost optimisation

C
hief information officers 
(CIOs) and chief information 
security officers (CISOs) face 

tough decisions every day. They under-
stand that harnessing and interpreting 
data insights are key to any effective 
cybersecurity strategy.

However, the task has become 
increasingly complex owing to the sheer 
volume and diversity of disparate data. 
Traditional security information and 
event management (SIEM) tools struggle 
to keep up, often demanding significant 
costs for increased data ingestion while 
relying on operationally laborious 
threat-detection capabilities. 

“Some legacy systems have been in this 
space for years and have become a core 
component of security operations. 
They’re very much embedded within 
processes that the teams are currently 
operating on,” explains Randeep Gill, 
senior security strategist at Gurucul. 
“But they were not designed to cope with 
the realities of today’s cyber-threat land-
scape, IT complexity, evolving regulations 
and data-sovereignty requirements. Nor 
were they built to handle the sheer 
volume of data organisations now face.”

Security leaders are forced to make 
difficult choices about data prioritisa-
tion, resulting in either blind spots or 
unsustainable costs. “It’s the lesser of 
two evils – you either pay a premium or 
accept a greater level of vulnerability,” 
says Gill. This data security dilemma is 
not new. However, it is becoming 
harder to justify a decision to stick with 
legacy systems.

Indeed, research from 2021 found 
that half of security professionals were 
dissatisfied with their SIEM solutions, 
with 40% citing excessive costs and 
more having concerns over scalability 
and data management. This issue is 
compounded by the rapid growth in 
data generation – it is estimated that 
90% of the world’s data was generated 
in the last two years.

Legacy SIEM providers have 
attempted to keep up with the 
demands of modern organisations. But 
these often result in a patchwork of 
technology acquisitions or partner-
ships, which serve only as a band-aid to 
the problem and remain difficult to use 
and costly to run.

But what if organisations could reduce 
risks and costs simultaneously? Modern 
security-analytics platforms are doing 
precisely that, in a paradigm shift that 

addresses the limitations of traditional 
SIEM solutions and establishes the 
future of security operations.

Out with the old, in with the new
A new generation of security-analytics 
platforms address the challenges of 
the data dilemma facing security lead-
ers. These big-data platforms leverage 
advanced machine learning (ML) 
models, artificial intelligence and auto-
mation to effectively and affordably 
gain complete visibility to detect and 
respond to real threats. They accom-
plish this in two ways.

The first is native data-pipeline man-
agement. This enables teams to 
accommodate large volumes of data 
from various sources, preparing it for 
analytics while also ensuring complete 
control over data residency. These 
modules filter non-critical data and 
direct them to low-cost storage, 
resulting in cost savings while allowing 
federated search from within the plat-
form. They also enrich and normalise 
critical data for analytics readiness.

The second method is advanced ana-
lytics. This reduces false positives while 
streamlining investigation and response 
efforts by leveraging advanced behav-
iour-focused ML models. By centralising 
all relevant data, these ML models put 
anomalies into context to prioritise and 
escalate the most risky user and  
entity behaviour.

But the benefits go beyond cost and 
risk reduction. They also address the 
growing complexity and lack of visibility 
that has plagued many organisations.

Many security teams have invested in 
a patchwork of tools over the years to 
address the increasingly sophisticated 
threat landscape. But this only 
increases complexity and creates data 
silos that hinder visibility across the IT 
environment. This produces a deluge 
of incomplete alerts, resulting in false 
positives, which require manual and 
cumbersome investigations across var-
ious tools to validate.  

“Getting real value out of these tools 
has traditionally been a huge challenge 
and security teams have been disap-
pointed by false promises,” says Phil 
Close, VP of Europe at Gurucul. “To 
reap the true value of these legacy sys-
tems, you have to spend an inordinate 
amount of time managing, maintaining 
and navigating across platforms. It’s 
time these teams don’t have.” 

When approaching a security opera-
tions modernisation initiative, beyond 
selecting the right platform, security 
leaders must ask some critical ques-
tions: what does our current cyberse-
curity framework look like? How are 
we assessing risk in the context of our 
environment? How are we measuring 
the effectiveness of our tools and 
security posture? Where are our blind 
spots and what data collection is nec-
essary to illuminate them? Even with 
the best tools in the world, unless 
leaders understand the risk in the 
organisation, they’re going to fall at 
the first hurdle.

“The security-operations centre 
needs a single source of truth, where 
all insights should reside. Your analytics 
shouldn’t be running from disparate 
components within your organisation,” 
says Close.

Eliminate the risk of doing nothing
It’s important for security leaders to 
ensure their SIEM is capable of handling 
risks in a way that is cost-effective and 
manageable without sacrificing secu-
rity. Ultimately, those security leaders 
must consider the cost of inaction.

That’s because many times leaders 
will know the technology isn’t fulfilling 
their organisation’s needs, but they are 
reluctant to act out of fear that any new 
investment might be too risky or will 
just add more costs and complexity to 
their operations. But reducing cost no 
longer means increasing risk. The next 
generation of SIEM solutions can 
address an organisation’s commercial 
and operational costs without com-
promising security.

Gurucul’s Reveal security analytics 
platform is designed for agility, flexibil-
ity and scalability. Powered by 
advanced ML and AI, Reveal delivers 
high-fidelity threat detection and risk 

prioritisation in real time, cutting 
investigation times by 50% and elimi-
nating false positives. 

Moreover, Reveal offers substantial 
SIEM cost savings, typically exceeding 
40% in reduced data costs compared 
with traditional SIEM. In essence, 
next-generation platforms such as 
Gurucul Reveal can remove those bar-
riers to action. 

As organisations navigate the evolv-
ing threat landscape and grapple with 
the limitations of their existing secu-
rity tools, the time has come to 
embrace a new era of security analyt-
ics. By leveraging the capabilities of 
modern platforms, CIOs and CISOs 
can reduce costs, mitigate risks, mini-
mise complexity while maximising 
analyst output and gain the compre-
hensive visibility they need to protect 
their organisations effectively.

For more information please visit
gurucul.com

 
Getting real value out of these 
tools has traditionally been a 
huge challenge and security 
teams have been disappointed 
by false promises

Real-time threat-detection and risk assessment 

Quicker investigations and incident response time

Increasing visibility across complex environments 

Redcuing analyst fatigue and burnout 

Increasing productivity for the entire SecOps team

Cost-effective solutions 

Seamless integration with existing tech 

Customisable machine learning models 

Recognition from analysts like Gartner 

SECURITY OPERATIONS CENTER (SOC) CRITICAL NEEDS ASSESSMENT

Gurucul’s autumn 2023 survey of 204 cybersecurity professionals across the US, EMEA and APAC highlights the need for detection clarity 
while balancing operational efficiency and cost. Respondents were decision-makers or influencers in organisations with 1,000 or more 
employees and internal SOCs
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ADOPTION ACROSS THE ORGANISATION

AI adoption rates, in production or developing, across selected use cases

D
oes your CIO look tired? 
Perhaps GenAI worries are 
keeping them up at night. 

They certainly face a tough task. 
CIOs must figure out how to get the 
most out of the fast-evolving tech-
nology and generate business value. 
The pressure to deliver outcomes 
has resulted in a lot of trial and 
experimentation, but a road map for 
success hasn’t been easy to find, 
especially as use cases vary wildly 
depending on an organisation’s 
position on its AI journey.  

But new research from MIT’s 
Center for Information Systems 
Research suggests a process that 
could enable CIOs to implement AI 
into workflows quickly and safely.   

The research was inspired by ques-
tions from CIOs and their peers on 
why they aren’t getting the same 
value from GenAI as they have from 
data and analytics technologies in 
the past. Based on a series of virtual 
roundtable discussions with data 
and technology executives, it identi-

environment where our employees 
can safely experiment with GenAI. 
This proactive approach not only 
encourages innovation but also 
ensures that we can scale successful 
ideas into impactful AI applications 
across the organisation.”

One of the main takeaways from 
the research is that businesses can 
choose their approach: buying, 
boosting or building an AI solution. 

Buying means using vendor- 
provided solutions where the vendor 
manages the model and operations. 
Boosting enhances vendor-provided 
models by incorporating proprie-
tary data through techniques like 
fine-tuning or retrieval augmented 
generation (RAG), which customise 
pre-existing GenAI models with 
more relevant information from 
company sources. Building is the 
most resource-intensive approach, 
where organisations take full own-
ership of developing, running and 
maintaining the model.

“Buy or boost GenAI solutions 
when you need to move fast and 
gain competitive parity,” advises 
Van der Meulen. “But build when 
you need a differentiated GenAI 
solution that is hard to imitate and 
provides a competitive advantage.”

CIOs must remain vigilant when it 
comes to business alignment, so 
that GenAI is never siloed and left 
in the hands of a few select technol-
ogists, as this will starve it of the 
oxygen of innovation. 

As the MIT research suggests, the 
surest way to accelerate AI’s value to 
an organisation and ensure it is safe-
ly embedded is to make it more 
accessible to employees. 

being used safely. This will also help 
foster a self-perpetuating under-
standing of AI best practices across 
the organisation. As more staff use 
the tools correctly, best practices 
will become the norm. 

Once a sound knowledge base has 
been established, CIOs can further 
build AI architecture and expand its 
horizons with the introduction of 
GenAI solutions, which help groups 
of employees to transform work-
flows and create value. 

For example, Van der Meulen says 
the research team has “heard from a 
number of call centres that use 
LLMs to transcribe calls as they 
happen and process the content and 
tone of conversations. This is then 
used to coach agents in real time to 
either recommend empathetic 
responses to frustrated customers 
or propose upselling opportunities 
for satisfied ones.”

The key to success is to pursue 
both tools and solutions but use dif-
ferent strategies that dovetail to cre-
ate a virtuous cycle.  

“GenAI tools can serve as a form of 
grassroots innovation,” says Van der 
Meulen. “Employees can discover 
promising use cases that can later 
evolve into more formalised, scala-
ble and lucrative GenAI solutions.”

Organisations at different stages 
of the AI journey must adopt differ-
ent strategies. The report recom-
mends that the best starting point 
for GenAI implementation is the 
targeted adoption of just a few tools 
from trusted vendors, accompanied 
by close oversight. 

Those further along in their jour-
ney should shift their focus to 
developing GenAI tools into solu-
tions that contribute to strategic 
business objectives.

For instance, NN Group, an inter-
national financial services compa-
ny, created a ChatGPT ‘playground’, 
where employees can use various 
GenAI tools to test their ideas and 
figure out ways to make their work 
more efficient.  

“The playground is available to all 
employees. With a few ground rules 
in place and by making it easy to 
use, there is no need for employees 
to use unsupported tools outside of 
the playground,” explains Tjerrie 
Smit, NN Group’s chief analytics 
officer. “Launching the playground 
has been a game-changer for us. It 
provides a secure and compliant 

step, most importantly putting in 
place certain guardrails and back-
ing it up with workforce training.

“Unvetted GenAI tools, in the form 
of ‘bring your own AI’, can bring sig-
nificant risks for an organisation, 
including data loss, intellectual 
property leakage, copyright viola-
tion and security breaches,” 
explains Van der Meulen. “The 
guardrails should outline which 
tools are acceptable and any condi-
tions that may apply. For example, a 
company may permit GenAI use 
when prompts draw on publicly 
available information but disallow it 
if prompts require company data.”

The MIT research also notes that 
employees shouldn’t be left to 
explore tools independently. There 
must be company-wide training to 
teach them how to effectively and 
responsibly instruct and interro-
gate GenAI tools so they can get the 
most out of them. 

With these guidelines in place, 
CIOs can be assured that tools are 

Organisations are keen to reap the benefits of AI, but many 
struggle to implement the technology. Success means 
focusing on tools and solutions, according to MIT

fies a need to separate the technolo-
gy into two distinct parts – tools and 
solutions – before deploying them in 
a two-step strategy. 

AI tools “are designed to be broad-
ly applicable”, according to Dr Nick 
van der Meulen, who co-authored 
the research. They could include 
conversational systems, such as 
ChatGPT, Claude or Gemini, as well 
as digital assistants embedded in 
existing productivity software. 

“An employee will use a GenAI 
tool to summarise a document, 
brainstorm ideas, rewrite an email 
or analyse financial results,” says 
Van der Meulen. “As one executive 
in our study put it, they allow for 
‘productivity shaves’.”

Crucially, the report reveals that 
AI tools also help employees get 
comfortable with using AI and are 
important mechanisms for building 
data democracy in an organisation. 

However, it also emphasises that 
CIOs must understand some basic 
principles of usage with this first Bain & Company, 2024

Jon Axworthy

GenAI tools can 
serve as a form 
of grassroots 
innovation. 
Employees can 
discover promising 
use cases that can 
later evolve

As CIOs grapple with 
GenAI, MIT offers a 
two-step solution
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