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As insurance and reinsurance specialists,
at Inigo we pose ourselves a radically
simple question: How can we understand
risk more deeply in order to create better
outcomes for our clients?

Our answer:
Keep looking in places others are not.

Introducing the Inigo Risk Ambassadors.
' An ex-Royal Marine mountain leader
and wingsuit base jumper, a world
record-holding ice waterfreediver and

inigoinsurance.com/risk-ambassadors

m Inigo

a volcanologist. Extraordinary individuals
who will help us surface the science of
risk from inspiringly different perspectives
and environments.

The similarities between their world and ours
is immediate and striking. The convergence
of data and calculation, with experience and
instinct, informs the most critical decisions.

JOIN US AS WE SURFACE
THE SCIENCE OF RISK

BUSINESS RISK
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Welcome to the
low-cooperation era

As governments around the world retreat from multilateral agreements and
adopt more aggressive stances, potential risks to business are flourishing.
What can firms do to adapt?

Sophia Akram

he world stands at a cross-
roads: as global shocks
unfold, we’re entering a

“low-growth, low-investment and
low-cooperation era”.

That’s according to a report from
the World Economic Forum (WEF),
which warns that factors such as
worsening climate change, resource
scarcity and the rising risk of con-
flict, combined with a gradual weak-
ening of global multilateral institu-
tions and increasing geopolitical
fragmentation, are resulting in the
marked ineffectiveness of interna-
tional cooperation mechanisms.

It’s something that can be seen
everywhere from Ukraine and
Taiwan to the Middle East, where
tensions have risen, disruptive con-
flicts have bubbled up, and prices
have surged. The likes of the UN,
Nato, the World Trade Organization
and the G7 have done little to help.

The WEF’s dismal forecast of more
of the same has major implications
for global businesses too. The break-
down of top-level cooperation
threatens to put businesses’ supply
chains, communications lines,
finances and people management in
the firing line. But how have we got
here? And what can businesses do to
mitigate against the slow collapse of
international cooperation?

“Up to now, globalisation - or
rather, international economic poli-
cies - have exacerbated the inequali-
ties that have been undermining
democracies in the West,” observes
John Breen, lead consultant at global
risk analysis firm Sibylline. It’s one
narrative explaining what is behind
a great deal of the unravelling of
international cooperation.

After all, greater economic inte-
gration over the past 30 years has
not changed the internal political
dynamics or military ambitions of
economic superpowers such as
China and Russia. It has, then, been
all too easy for these regimes to
point the finger, casting Western-led
globalisation as an attempt to rein-
force the status quo. And mirroring
the sabre-rattling overseas, the US
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For instance, billions of dollars
were lost amid Russia’s invasion of
Ukraine and many Western busi-
nesses’ subsequent exit from
Russia. Fuel giant BP let go of close
to a 20% stake in Russian oil firm
Rosneft, at a cost of more than
$20bn  (£15.6bn). Italian bank
Unicredit lost more than $8bn, and
Exxon Mobil took a $3bn hit.
Clothing chain H&M suffered a 68%
loss in earnings and German DIY
chain OBI had to sell its Russian
stores to a local businessman.

In addition to this mounting risk
of costly disruption, Liza Robbins,
chief executive of Kreston Global,
an international advisory and
accountancy network, points to the
increasing compliance burden and
conflicting country-by-country reg-
ulations which make it hard to
secure the consistent, productive
flow of resources that international
businesses rely on.

Businesses’ digital set-ups are a
particular source of problems. “We
frequently encounter issues when
trying to align digital operations
because of regional technical infra-
structure capabilities,” observes

Efforts to negotiate an end to
Russia’s invasion of Ukraine have
been unsuccessful, meaning the

disruption continues for businesses

Robbins. A complete move to the
cloud, for example, is not always fea-
sible in countries which experience
routine power outages.

Data privacy and data protection
discrepancies between countries
also restrict the free flow of informa-
tion, particularly within the account-
ing sector, Robbins explains. In some
cases, that could raise the risk of
fraud and money laundering.

And it isn’t just on the information
side of the equation that the break-
down of international relationships
is having an effect.

“Post-Brexit, UK firms have had
reduced access to skilled talent
through migration, a common issue
across countries in a skills-short
market,” says Robbins. As barriers
to talent migration increase, there is
an inherent risk that workforces
will become increasingly national-
ised or monocultural, making it
harder to achieve global collabora-
tion between and within businesses
in the long term, she warns.

The challenges of a low-coopera-
tion world may already be having a
chilling effect on business growth. A
survey of 600 international business

FEWER THAN ONE IN FIVE BUSINESS LEADERS

RACONTEUR.NET@—@

leaders by Kreston Global has found
that 56% have chosen not to expand
their business abroad. Just under a
third of those (32%) said that their
decision was down to international
supply chain issues.

The recent experience in the semi-
conductor sector is a cautionary tale.
Tensions between China, Taiwan
and the US have piled on the pres-
sure in the global semiconductor
marKket, resulting in huge shortages.
The US ban on exports of semicon-
ductors and semiconductor manu-
facturing equipment to China has
contributed significantly to this, as
most foundries depend on American
technology for production, explains
Rashi Singh, assistant vice-presi-
dent for procurement and supply
chains at analytics specialist The
Smart Cube.

“With chips being the building
blocks for so much modern equip-
ment and future-defining technolo-
gies - such as Al, robotics, biotech
and 5G - it has become imperative
for Western countries to investin the
development of a local supply chain
for semiconductor chips while these
geopolitical issues continue,” he
says. Of course, that won’t be a quick
fix and nor will it come cheap.

Beyond semiconductors, any effort
to diversify supply chains will likely
be a key mitigation strategy for
global businesses. But the cost issue
will undoubtedly remain.

“It’s really expensive to move these
supply chains,” says Breen. “And
they’re incredibly wvulnerable to
shocks because there are so many
different inputs going into products
these days.” He also underlines the
importance of adding geopolitical
expertise at the board level to help
with crisis preparedness — a skill
which is increasingly sought by
firms’ legal counsel.

But as John Caplan, CEO of the
online payment platform Payoneer,
puts it, there’s only so much prepar-
edness can do. True resilience is
forged in the fires of a crisis. “When,
for whatever geopolitical reason, an
international corridor is shut down,
folks have to be resilient,” he says.
“What we’ve seen in our Ukrainian
businesses is that 30% or more are

has also shifted towards a more pro- | yayg FAITH IN INTERNATIONAL COOPERATION
tectionist economic policy to shore

itself up against the likes of China.

research. Its publications and articles cover a wide range of topics,

looking to accelerate the growth of
including business, finance, sustainability, healthcare, lifestyle and

their business.”
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‘Current risk
interventions may be
past their sell-by date’

The arrival of Al highlights issues in
the way businesses go about assessing
risk, says Airmic’s Julia Graham

he word “risk” conjures up
thoughts of negativity.
After all, it is typically far

easier to think about, assess and
quantify the downside of a looming
risk threatening your business than
it is to turn over the coin and look at
the upside or the opportunities. The
data and insights often just aren’t
there to support looking for opportu-
nities in the unknown, especially in
such a fast-changing, uncertain and
volatile world.

There are other reasons, too, why
grasping the upside of risk can prove
difficult. For instance, any decision
to dedicate time and budget to some-
thing requires concrete justification.
The ‘here and now’ is easier to con-
template and ultimately justify than
‘what might be’ — especially if the
‘what might be’ would probably end
up under someone else’s remit.

This brings us to the prospect of ar-
tificial intelligence (AI). The head-
lines tell us that it has ceased to be
‘what might be’ and has suddenly be-
come the ‘here and now’. The ques-
tion that remains, though, is: should
we fear or embrace AI?

Before we try to answer that ques-
tion, it’s worth remembering that AI
is a continuation of a trend which
started more than four decades ago.
One danger for us to grapple with is
that the attention being paid to the
downsides of Al are a distraction, fo-
cusing our minds on the negatives at
the expense of the opportunities. As
the technology accelerates quickly,
the focus ought to be on how we can
ensure implementing AI does not
widen social inequalities and does
not see it being used for the benefit of
the few at the expense of the many.

So, to fear or embrace it? Well, let’s
try asking ChatGPT: it tells us that if
generative Al is used to replace work-
ers instead of supporting them, it
could have consequences for em-
ployment and economies. It’s an
honest assessment, at least.

As businesses weigh up this conun-
drum for themselves - the up-
side-versus-downside risk analysis —
it will be worth recognising that
there are diverging views on the fu-
ture role of AI and whether it offers
valuable solutions or is something to
approach with caution. Certainly, ex-
treme optimism could be risky. It
feels as though we are rushing into a
future without fully understanding
what this might mean. The technolo-
gy seems to be ahead of our ability as

individuals, businesses, regulators
and governments to keep up with it.
The technologies are awesome at
what they do and are developing rap-
idly. We are in a race to understand
and implement technologies which
may evolve with inbuilt biases, when
perhaps we should be approaching
the future more like being at war.

Of course, Al is just one example of
a case where businesses need to
weigh up their approach to a given
risk, and it raises broader questions.
For one, what does our current sce-
nario with Al tell us in terms of how
businesses should go about manag-
ing risk? And how can businesses use
the knowledge and skills of risk pro-
fessionals to full advantage as they
assess changes of this kind?

For example, if you have risk regis-
ters — lists of risks and heat charts —
and you don’t operate the manage-
ment of them dynamically, then you
may as well put them in the bin and
save yourself time and money. Static
views of the world and what matters
can be divisive and can drive a busi-
ness towards a dead end - or worse.

Instead, businesses need to prac-
tise real-time, dynamic risk manage-
ment. This will help them to keep an
eye on a changing context externally
and internally, as well as identifying
any new risks as they arise. It’s also
well worth looking at risk connectiv-
ity and examining where the inter-
section points are right now and
where they’re moving to.

Ifthe sudden arrival of Al can teach
us anything, then, it’s that our cur-
rent risk interventions may be past
their sell-by date. Businesses could
be addressing the wrong risks in the
wrong way ot, equally, the right risks
in the wrong way. @

Julia Graham
CEO, Airmic
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5 ways Al could

endanger your business

Al isn’t always a boon to a business. As several recent incidents
have shown, it can cause serious problems if used recklessly

Emma Woollacott

n recent months, warnings
have come thick and fast
that artificial intelligence

(AI) could represent an existential
threat to the human race.

In March, for instance, tech lead-
ers including Elon Musk and Apple
co-founder Steve Wozniak issued an
open letter calling for a pause in de-
veloping Al, citing “profound risks
to society and humanity”. In late

May, a group of expert engineers
and NGOs argued that “mitigating
the risk of extinction from Al should
be a global priority”.

But none of this has stopped firms
from rushing to adopt tools such as
ChatGPT, encouraged by reports of
greater efficiency. But as some busi-
nesses are beginning to discover, a
hasty embrace of Al tools can some-
times bring problems of their own.

VA

Inaccuracy and errors

Within two months of its launch,
OpenAI’s ChatGPT application drew
in more than 100 million users. A
succession of similar tools followed
in its wake, from chatbots to website
text generators, scheduling tools
and presentation designers, and
even coding.

But ChatGPT and other large lan-
guage models have developed a rep-
utation for some serious problems
with accuracy.

And while ChatGPT-4’s creators
claim that it is now 40% more likely
to produce “factual responses” than
its earlier iterations, problems
remain. The system has no knowl-
edge of events since September
2021, it can make errors of reasoning
and it’s often confidently wrong.

In one recent example, a New York
lawyer representing a man suing Co-
lombian airline Avianca submitted a
set of cases as precedent. Unfortu-
nately, he had used ChatGPT for his
research, and not one of the cases
was genuine. He may now be sanc-
tioned for “fraudulent notarization”.

Similarly, many developers have
experimented with using ChatGPT
to generate code, and have found
that this, too, is subject to errors.

“Bad code simply wastes developer
time, takes up resources and ulti-
mately reduces business profitabili-
ty,” says Dr Leslie Kanthan, co-found-
er and CEO of AI code optimisation
firm TurinTech. “And those in the
data-science pipeline already want
to spend less time refining code.”

Transparency and
accountability

One of the principles of the EU’s new
Al Act is that organisations should
disclose whenever content has been
generated by Al

Unfortunately, this doesn’t always
happen. Tech title CNET, for exam-
ple, was recently discovered to have
been publishing Al-generated sto-
ries and was forced to apologise for
misleading readers.

The OECD recommends that Al
use should be transparent and gen-
erally understood, and that users
should be aware of their interactions
with it and able to understand and
challenge the outcomes. Communi-
cation with customers and other
stakeholders therefore needs to be
clear. In order to have accurate in-
formation to share with customers,
businesses will need to carry out
due diligence on their AI suppliers
in terms of data lineage, labelling
practices and model development.

To achieve all of this, Jay Limburn,
vice-president of Al and data at IBM,
advises involving governance, risk
and compliance staff and giving
them real teeth to help ensure Al
accountability. “If a company build-
ing Altools doesn’t follow clear prin-
ciples to promote ethical, responsi-
ble use of Al or if they don’t have
practices in place to live up to those
principles, their technology has no
place on the market,” he says.

“Ultimately this is about trust. If
the Al models that organisations are
using aren’t trusted, the organisa-
tions themselves will not be trusted
and society will not fully realise the
benefits of AL” After all, a lack of
accountability in AI, Limburn adds,
can result in regulatory fines, brand
damage and lost customers.

nn
S @
.e
> B2
\_I=—’

Data quality and
algorithmic bias

Despite the risks of unintended
biases in AI models long recognised
as a potential problem, according to
a survey by IBM three-quarters of
businesses using Al have still done
nothing to address this.

Such biases can have extreme con-
sequences too: Amazon, for exam-
ple, was forced five years ago to
scrap an Al recruitment tool which
was found to be sexist. Trained
using datathat came almost entirely
from male applicants, the system
was silently downgrading CVs
belonging to female candidates.

Simon Bain is CEO of encrypted
data analysis specialist Omnilndex.
He notes that the biggest chatbots,
such as ChatGPT and Bard, “still
rely on the same generative Al con-
cepts that made Microsoft’s Tay, the
incredibly misguided, racist and all-
round bigoted AI that was replying
to teens and journalists in 2016”.

Ensuring that this doesn’t happen
can be tricky. Data used for training
purposes needs to be accurately

Data privacy

Earlier this year, video platform
Vimeo agreed to pay $2.25m (£1.7m)
to some of its users for collecting
and storing their facial biometrics
without their knowledge. The com-
pany had been using the data to

Intellectual property

Businesses are increasingly falling
foul of IP rules in their use of AL
Most recently, for instance, image
supplier Getty Images sued Stability
Al for reportedly using its images to
train its art-generating Al, Stable
Diffusion. Similarly, a class-action
lawsuit is in progress against
Microsoft, GitHub and OpenAl,
alleging that they broke copyright
law by using source code lifted from
GitHub to train the Copilot
code-generating Al system.
Theodoros Evgeniou is professor
of decision sciences and technology
management at business school
INSEAD, and a World Economic
Forum academic partner on Al He
notes that there is a range of poten-
tial IP infringements in using Al
“One extreme is, for example, if one
fine-tunes a so-called foundation
model, such as Dall-E or ChatGPT,
on the work of someone else and

representative of all groups and
users should have the opportunity
to challenge the output.

Meanwhile, data needs to be thor-
oughly labelled, so that if problems
with the results are identified it is
possible to find where the issue
might lie.

The Brookings Institute think-
tank, for instance, recommends the
use of regulatory sandboxes to fos-
ter anti-bias experimentation, the
development of a bias impact state-
ment, inclusive design principles
and cross-functional work teams.

train an Al to classify images for
storage and insisted that “determin-
ing whether an area represents a
human face or a volleyball does not
equate to ‘facial recognition’.

But any personal information is
subject to standard data protection
rules, no matter how it’s used. This
includes any data collected for the
purposes of training an Al, which
can easily end up becoming
extremely extensive.

The Information Commissioner’s
Office advises organisations to carry
out a data protection impact assess-
ment to gain the consent of data
subjects; to be prepared to explain
their use of personal data; and to
collect no more than is necessary.

Crucially, procuring an Al system
from a third party does not absolve a
business from responsibility to com-
ply with data protection laws.
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then creates something like a ‘digi-
tal twin’ of that person or company.
“Then there’s also the question of
what to do about the prompts given
by the users - so, not the data used
to train the model. A user can fine-
tune the AI’s output using their own
prompts, which can be, for example,
the works of another individual.” ®
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De-risking the
supply chain: how
to leverage your data

When supply chain disruption occurs, businesses need the visibility
and agility to make data-driven decisions that deliver products

and profits, while exploiting the cloud to expedite data sharing and
access. Enter the intelligent ERP

he performance of global
supply chains is reliant on
a combination of interde-

pendence and interconnectedness to
deliver goods and services to consum-
ers. This is aided by predictable buying
habits, access to goods and consistent
shipping patterns.

But in recent years, covid-19, 2021’s
Suez Canal blockage, and the ongo-
ing Russia-Ukraine war have exposed
the vulnerability of supply chains and
forced businesses to re-evaluate how
they de-risk their business networks to
ensure customers get the goods they
need on time while maintaining quality
and profits.

Some have chosen to reroute their
entire networks. Globalised supply
chains have enabled companies to
source the cheapest possible quality
components, materials and products,
but lengthy networks spanning multi-
ple countries increase the risk of dis-
ruption. Near-shoring and reshoring of
production are becoming increasingly
common as companies seek more con-
trol overrisk factors by moving produc-
tion closer to the end consumer.

It’s an example of intelligent deci-
sion-making that can be enhanced fur-
ther by hard numbers. “Data sharing
across extended supply chains, facil-
itated by cloud ERP software, is pro-
viding businesses with greater accu-
racy in planning and execution, from
production to fulfilment, that can be
accessed anywhere at any time,” says
Andy Coussins, head of international
at Epicor. Predictive insights into
expected fluctuations in supply and
demand allow manufacturers, distrib-
utors and retailers to adapt at speed
and avoid stock-outs or excess stock.

“These visualisation solutions keep
supply chains moving by bringing data
to life, giving manufacturers access to
insights in context, specifically for the
function they're tasked with,” Coussins
adds. “Epicor’sdashboards can be con-
figured to an individual’s role, so they
have the latest relevant information
available when and where needed.”
This expedites decision-making and
ultimately ensures a right-sized supply
chain, so the right amount of stock is in
the right place at the right time.

Supply chain in the cloud

Moving supply chain data and busi-
ness-critical  applications  from
on-premises solutions to the cloud
can also increase resilience against

many threats, including cyberat-
tacks, by tapping into Epicor’s part-
nership with Microsoft to leverage
the Azure platform.

Businesses have no control over the
timing or duration of major events,
such as natural disasters or wars,
but many are taking action to reduce
shutdown periods when they occur.
One strategy is to diversify their
supplier community. If disruptions
impact one geographicregion, organ-
isations must quickly shift sourcing to
alternative suppliers.

To do so, these key supplier rela-
tionships and the ability to send elec-
tronic orders must be in place ahead
of unforeseen disruption. Epicor’s
supplier portal ensures a broad com-
munity of suppliers is available to fulfil
demand, regardless of whether any
part of the supply chain is disrupted.

But partnering with the right suppli-
ers can be complex and due diligence
is essential. Dashboards on historical
supplier performance, such as order
accuracy, fulfilment rates, on-time
shipping, and payment history, are
helping organisations to align with the
most reliable trading partners across
their supply chain.

Trading risk for reliability

Reliability also comes in the form of
the production and maintenance of
reliable products. “Fines and produc-
tion shutdowns can occur if minimum
requirements or regulatory mandates
are unmet. The cost of quality issues
is then passed down the supply chain,
often ultimately to the consumer,” says
Coussins. To support quality assurance,
Epicor has developed Advanced MES

solutions and digital work instruction
solutions (Epicor Connected Process
Control) - driving productivity, qual-
ity, as well as worker safety, that are
embedded in the production process
and deliver greater oversight into qual-
ity events - when there are issues with
products, components, or ingredient
quality in the manufacturing lifecycle.

Businesses are also starting to
measure and monitor other risk fac-
tors posed by trading partners in
their supply chains, including finan-
cial performance, regulatory com-
pliance, and adherence to ESG and
sustainability policies. Any of these
could impact a supplier’s cost struc-
ture and overall viability.

Sustainability is increasingly impor-
tant as businesses are tasked with
meeting ambitious net zero goals, and
it’s also at the heart of cloud-based
ERP solutions. Modern, cloud-based
ERP solutions drive sustainability by
helping businesses to minimise waste
all along their supply chains. They also
optimise transportation to minimise
carbon footprint and drive maximum
equipment uptime and performance
to reduce energy consumption.

A sustainable, lean and data-driven
supply chain will give businesses the
intelligence and agility to pivot to keep
their supply chains moving when the
next disruption occurs.

For more information please visit
epicor.com/business-insights

CRICOR



https://www.epicor.com/en/

RACONTEUR.NET 4?}@

BRITISH BUSINESSES ARE AMONG THE MOST LIKELY TO LOSE DATA TO A CYBER ATTACK NOT ALL DATA LOSSES ARE THE RESULT RECOVERY COSTS, FROM OPERATIONAL DOWNTIME TO LEGAL BILLS,
OF MALICIOUS ATTACKS ARE THE MOST COMMON CHALLENGE AFTER A BREACH
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Almost two-thirds of CISOs have had to deal with a loss of sensitive information from their
organisation in the past 12 months, whether via a malicious attack or an accidental data breach.
What does that end up costing a business?
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RESPONSIBLE BUSINESS

Why inequality is a
serious business risk

Social inequality is often seen as a problem for governments,
not business. But a new report from the World Business Council
for Sustainable Development argues otherwise, on the grounds
that the world’s yawning wealth gap presents various material
threats, including to companies’ supply chains, sustainability
targets and staffing. So, what'’s the case for putting inequality
on the corporate agenda?

Interviews by Oliver Balch

‘Human rights risks need to be
monitored and managed’

Caroline Rees

President and co-founder, Shift

he private sector hasn’t his-
torically seen inequality as
abusiness issue, but there’s

a strong moral case for it to do so.
For 50 or 60 years now, the domi-
nant business philosophy has
pushed companies to externalise
costs to maximise revenues. Much
of the brunt of this way of thinking
has been felt by vulnerable workers
and marginalised communities. It’s
natural and logical, therefore, that
businesses should help to resolve a

problem that they have had a hand
in creating.

Risk management is another major
reason to act. Covid-19 offers a clear
example. Years of pressing down on
prices have left companies’ supply
chains with no buffer whatsoever. In
several industries, suppliers can
barely pay their workers a decent
wage, let alone invest in business
resilience. So, when an unexpected
event like the global pandemic hit,
the whole supply chain collapsed.

Another example is when extrac-
tive companies displace communi-
ties unfairly or pollute their lands.
Very often these communities are
poor but can still put up a roadblock.
What’s more, they can connect with
international campaign groups and
get their story into the media.

Alongside operational and reputa-
tional risks such as these, there is a
wide range of regulatory and legis-
lative risks now emerging. In
Europe, we’re seeing legislation on
human rights due diligence and
reporting really taking off. In North
America, customs controls mean
that companies cannot import
goods from high-risk countries
without proving that forced labour
has not been used.

One of the first and most effective
steps to mitigate human rights risks
is for companies to assess how and
where their activities intersect with
particularly vulnerable groups — be
it in their workforce, in their value
chains, or among the wider public.
It’'simportant to actually talk to peo-
ple because businesspeople often
carry false assumptions. Most com-
panies don’t set out to have a delete-
rious effect on vulnerable people;
instead, what usually happens is
that good intentions get trumped by
conflicting incentives.

Imagine a company has an ethical
code of conduct for its supplier rela-
tions. Then imagine that the pur-
chasing department is being incen-
tivised to hit tight price targets.
Suppliers will inevitably end up hav-
ingto reduce wages or cut corners on
health and safety. For that reason,
human rights risks need to be moni-
tored and managed with the same
rigour as every other commercial
process. If not, the desire to respect
human rights will always lose out to
immediate business imperatives.

‘If companies neglect people, then
they will experience resistance’

Gerbrand Haverkamp

Executive director, World Benchmarking Alliance

he importance of a just
transition towards a future
that is net-zero and na-

ture-positive speaks for itself. Busi-
nesses can’t operate successfully on
abroken planet. Yet if companies set
out to reduce ‘X’ million tonnes of
carbon emissions or to restore ‘y’
million hectares of degraded land
but neglect to address the knock-on
effects of these changes on people,
then at some point they will find
they experience resistance.

Making sure the transition to a
low-carbon and nature-positive
economy is centred on people is
therefore an imperative. In practice,
that means companies not stepping
over the interests of their workers,
not ignoring the communities where
they operate, not failing to support
smallholder farmers, and so on.

Imagine the scenario for a large
food producer. Many large compa-
nies in the agriculture sector now
have ambitious sustainability strat-
egies. Why is this? Because they

know that climate change is seri-
ously impacting the quantity and
quality of food production. Mitigat-
ing this risk requires farmers to
adopt more climate-sensitive prac-
tices. But if they lack the skills and
resources to do this, then what hap-
pens? Large food processors or food
retailers cannot swap suppliers at
short notice. Climate change is
affecting farmers all over the world.
So if companies ignore the farmers
in their supply chains, they face the
risk of supply shortages or of failing
to deliver on their public sustaina-
bility commitments.

Taking a people-centric approach
will increase the likelihood of work-
ers and communities going along
with companies’ transition plans.
This involves businesses investing
in the skills of their workers (and
their suppliers, where relevant), as
well as in appropriate technologies
and resources. Likewise, it means
engaging with impacted communi-
ties to understand their needs and
take these into account. That way,
they will get to see sustained posi-
tive benefits from the transition. All
of this requires long-term planning.
It is not something that can be
resolved at the last minute.

If companies centre their transi-
tion plans on people as well as the
environment, then the benefits for
their business can be substantial.
We’re seeing this in the energy sec-
tor, for example. Right now, there is
a huge demand for electrical engi-
neers who understand how clean
energy technologies function.
Energy companies that invest in
training their own engineers effec-
tively remove what is currently a
major constraint to their transition
plans, thus enabling them to accel-
erate their business growth.

‘When younger people are out of
the workforce, businesses miss out

L]

Laurent Freixe

CEO, Nestlé Latin America

he risk to business of peo-
ple being out of work or
ill-prepared for the chang-

ing world of work first hit me more
than a decade ago. At the time, I was
heading up Nestlé’s operations in
Europe, where unemployment after
the 2008 financial crash was some-
thing like 25%. Obviously, this situa-
tion is tough for the individuals who
find themselves outside the formal
workforce. Some find themselves
having to work in the informal econ-
omy, where they have no contract
and no protections. Widespread
unemployment also presents a risk
for the wider economy: people out of
work spend less, which means con-
sumption drops, which leads to a
reduction in investment. It’s a
vicious downward spiral.

As every businessperson knows, a
skilled workforce is vital to the com-
petitiveness of their business. The
world is changing faster than ever
due to therise of digital technologies
and the climate imperative. While
it’s good to have older people in any
business, it’s the young who are best
placed to embrace these changes.
They have a sense of the urgency of
the issues at play, as well as an appe-
tite to transform how things are
done. If younger people are out of
the workforce then businesses miss
out on these key attributes. Instead
ofbeing agile and innovative, there’s
a danger they become stuck and
start to fall behind.

At Nestlé, for instance, we’ve intro-
duced programmes to try to better
equip young people for today’s
changing world of work. In 2013, we

launched a programme which set
out to give 20,000 young Europeans
the experience and tools required to
get a job. It offers jobs, training in
writing CVs, and preparing for inter-
views, as well as hands-on appren-
ticeships. I think apprenticeships
are a great way for businesses to
tackle inequality.

We also helped create a similar
programme called the Global
Alliance for Youth, through which
other major companies, including
Microsoft, L'Oréal, Starbucks and
Cargill, support similar initiatives.

Our business model ultimately is
all about creating shared value - not
just value for us as a business but all
those we interact with. Young peo-
ple make up a critical part of that
value proposition. Bringing the next
generation on board not only sets
them up for success; it’s good for all
of us too. ®

Commercial feature

66

People out of work
spend less, which
means consumption
drops, which leads
to a reduction

in investment.

It’s a vicious
downward spiral
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Can insurance CXOs
break free from the
on-prem era¢

Insurance companies face an urgent need to modernise
as talent shortages and legacy systems shine a spotlight
on outdated operating models

he insurance industry is facing
two pressing challenges - a
wave of imminent retirements

that is expected to leave a significant
talent shortage and a heavy reliance
on costly legacy systems. Recognising
those challenges, 68% of insurance
company ClOs said they intend to
increase investment in application
modernisation this year, according to a
Gartner survey. Meanwhile, insurance
companies and their asset management
businesses face increased competition,
further squeezing margins.

All of that underscores a need to
transform both digitally and opera-
tionally. “Too much money is being
spent on non-differentiating activities
like accounting and reporting, and not
enough on areas that can help insur-
ance companies differentiate,” says
Josef Sommeregger, Head of the DACH
region at investment management solu-
tions provider Clearwater Analytics.

The fast-approaching retirement
cliff poses a significant challenge for
companies as they struggle to secure
sufficient talent to effectively manage
their middle and back office func-
tions. Talent attraction and retention
is something that keeps 52% of CFOs
awake at night, Gartner’s research
found. The pressing question remains:
will businesses continue to have
access to the same calibre of talent
in the future? This concern is espe-
cially acute for numerous companies
lacking the necessary resources to
implement location strategies and tap
into overseas talent pools, according
to Sommeregger.

On the other hand, failure to consist-
ently invest in technology transformation

can result in companies lacking the
necessary efficiency and agility to
remain competitive. Thirty-four per
cent of CTOs have expressed concerns
regarding the sluggish pace of their
transformation efforts, highlighting not
only their awareness of the potential
business advantages but also the risks
associated with a slow and ineffective
transformation process.

“We already see that the asset man-
agement world is a very competitive
space. You want to be able to show a
fantastic client experience, but your
middle and back office can’t work fast
enough to meet the regulatory and
accounting requirements needed to
provide that. If you're not moving right
now, if you're not agile, you will miss out
on the growth opportunities that come
with it,” Sommeregger says.

Knowing that change is inevitable,
why are some companies still reluctant
to embark on digital transformation in
the middle and back office¢ The answer
is simple: they are unsure if their invest-
ment will pay off. For Sommeregger,
the start of future-proofing operations
is establishing a solid data foundation.
Once this is in place, insurance com-
panies can assess non-differentiating
activities and explore opportunities for
third-party technology support. This
leads to cost savings, quicker turna-
round times and increased precision
across all tasks.

However, the digital transforma-
tion journey can seem overwhelming,
so it’s essential to begin by stepping
back and prioritising desired out-
comes. For many, adopting a busi-
ness-process-as-a-service  (BPaa$)
could be the answer. It allows

companies to focus on running their
businesses efficiently whilst the chal-
lenges around change management
are effectively outsourced.

For Sommeregger, the future is
data-centric, which means organisa-
tions have to recognise the need to
change their legacy operating models
and the urgency of taking action.
“Everyone knows that we can’t avoid
digital transformation forever, my
question is, when will we realise that
this has to happen now?”

In the upcoming years, companies
relying on on-prem systems will face
disadvantages compared to their
competitors who can leverage more
agile technologies. The encouraging
news is that digital transformation
doesn’t have to happen overnight.
Success lies in taking incremental
steps forward, prioritising progress
one step at a time and partnering with
the right solution provider.

Sommeregger outlines the key ques-
tions leaders need to ask themselves as
they assess their investment operating
model: “Where do you have resources?
Where do you have talent gaps¢ Where
should you be looking for a partner that
has a technology-driven approach?
Who should you partner with¢ This is
crucial to understand, otherwise, you
might be on an agility train that never
leaves the station.”

To find out more, visit
clearwateranalytics.com

CLEARWATER
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@—@BUSINESS RISK

Are you baking risk into
your energy transition?

Business leaders might think they're
doing the right thing by decarbonising
and switching to cleaner technologies,
but could they be falling foul of hidden
risks in the process?

“don’t shoot themselves in the foot
by solving one problem and causing
others”. He cautions that: “One
piece of technology might help a
business to decarbonise - but could
prove disruptive from a nature or
biodiversity perspective.”

Businesses transitioning to
low-carbon technologies such as
energy storage batteries, solar pan-
els or electric vehicles, for example,
can find themselves in a complex
situation where they are running
on cleaner energy but have ex-
posed themselves to the damaging
impacts of the rare earth mining
industries as a result. All three of
these technologies rely on mined
minerals to work.

Guy Robertson is energy director

Olivia Gagan

or years, opting for low-
er-carbon energy - install-
ing rooftop solar panel or

choosing a renewable energy sup-
plier, for example - distinguished
abusiness as taking climate change
and decarbonisation seriously.

supply chains involved in imple-
menting this energy transition, and
ultimately raises the question: what
extra risks are businesses taking on
to go green?

From the reputational risks of
engaging with components sup-
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checks in terms of which technolog-
ical solutions make the most sense,
from scientific, technical and finan-
cial perspectives”.

He also advises businesses to look
closer to home in the first instance to
source heat and power. “In the short
term, the least risky approach is to
identify and focus on cost-effective
opportunities for on-site generation
and self-supply - such as sustaina-
ble biofuels and heat pumps.”

Robertson adds that over the
longer term supply chain surprises
can be averted by “developing early
partnerships with technology and
energy service providers and devel-
opers. Ask suppliers about the life
span of products, rather than focus-
ing on price, quality and function-
ality. Probe deeper into how your
suppliers source their raw materials
— how and where they are produced,
how far they are distributed and
how they are disposed of at the end
of their life. Be holistic.”

Such are the risks here that even
senior leaders will need to get pro-
active. At boardroom level, for
instance, a smooth transition to
cleaner energy “requires important
changes on governance, on trans-
parency and putting strong frame-
works in place,” Fletcher explains.

He adds that better supply chain
practices could be encouraged
through financial incentives. “Busi-
nesses can build rules about who
they will engage with and offer pref-
erential financing to suppliers that
score better on that internal meth-
odology. These expectations can be
stipulated in a ‘green supplier con-
tract’. We’re increasingly seeing or-
ganisations drawing these up.”

Another, tougher option is to reject
some options altogether. “If a busi-
ness is serious about these issues,
they might shift their business from
specific commodities or industries,”
says Fletcher.

That might be easier said than
done if your business is naturally
energy intensive. Telecoms compa-
ny TalkTalk, for example, sells in-
ternet and mobile services, as well
as electronic devices such as broad-
band routers - all of which rely on
mined components and significant
energy levels. Its head of sustaina-
bility, Will Ennett, says the British
telecoms industry has recently es-
tablished a forum, in part to help
mitigate these fundamental issues.

“We are competitors but when you
share notes, you realise that our
challenges are very similar,” he ob-
serves. “It’s better if as an industry
we have a clear and consistent mes-
sage for suppliers and make clear
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Making informed

decisions now will
distinguish which
businesses survive

Competitors are clubbing togeth-
er to spread energy transition risk
in other industries too. Fletcher
cites a metals industry initiative
called Responsible Steel. Under the
scheme, “corporates such as auto-
motive companies are committing
that the steel they buy is not only
lower-carbon but is produced in a
way that aligns with other of the
UN’s sustainable development goals
as well - for example, around labour
practices,” he explains.

Alessa Berg is co-founder of
ESG360, which advises FTSE 100 cli-
ents on ESG strategies. She agrees
that cross-industry collaboration
will be key to cutting out the supply
chain liabilities associated with de-
carbonisation. “The whole risk man-
agement process of companies is
evolving,” she says. “This is becom-
ing part of core risk management.”

But what happens to all this risk
as the energy transition acceler-
ates? Looking to the next five years,
Ennett predicts a corporate shift to-
wards “dematerialisation - selling
more products and services to cus-
tomers that don’t require hardware,
thus cutting out the need for materi-
als like rare-earth elements”.

Berg expects that “some compa-
nies will go out of business by not
considering these supply chain
risks”. She explains: “[The energy
transition] is fundamentally reshap-
ing certain industries. It’s impor-
tant to acknowledge that decarbon-
isation is tough. It’s not easy. But
making informed decisions now is
what will distinguish which busi-
nesses will survive.”

Despite the challenges, all agree
that supply chain improvements are
happening; they just need to hap-
pen faster. “My personal view is that
people sometimes focus too much
on the business risks [of moving to
clean technologyl,” Fletcher says.
“We perhaps need to focus more on
the opportunity side.”

If they handle this correctly, then,
businesses could find themselves in
a position to play a vital part in glob-
al decarbonisation. They might just
have to be prepared to take on some

But expectations are evolving. As
the regulations around, and spend-
ing on, clean energy technology
grow, so too does the level of scru-
tiny on the practices and processes
involved. For instance, UK-listed
businesses are now required by law
to disclose their direct and indirect
carbon emissions, as well as the cli-
mate risks and opportunities they
face. This comes as global invest-
ment in the transition to low-carbon
energy totalled a record-breaking
$1.1tn (£860bn) in 2022, matching
fossil fuel investment for the first
time, according to Bloomberg New
Energy Finance. All of this puts
the spotlight on the technological

pliers located in countries with
poor environmental and human
rights records, to the financial risk
of ploughing capital into new, rela-
tively unproven technology, to the
logistical challenges of relying on
fragmented global supply chains,
the energy transition can seem to be
a minefield for companies that want
to decarbonise in a way that protects
the environment and their bottom
line. What, then, can they do to pro-
tect themselves?

Luke Fletcher is a director at Lon-
don-based firm Pollination, which
advises clients shifting to lower-car-
bon services and investments. He
says it is imperative that businesses

at engineering consultants Ram-
boll. He points out that switching
to more sustainable energy sources
can also involve broader operation-
al hazards. These might include
“disruption to business processes,
upfront capital costs, and practical
constraints on the availability of
technology and infrastructure”.

He continues: “For small to medi-
um enterprises, these risks can be a
major blocker. For instance, switch-
ing to biomass or hydrogen fuels can
incur all these risks.”

If these are the risks involved in
going green, what then can busi-
nesses do to guard against them?
Robertson recommends “constant

what we expect.” of the risks in the process. ®

NEARLY HALF OF UK BUSINESSES CONSIDER THE ENERGY TRANSITION A RISK

Business leaders’ expectations of the impact of stricter climate standards
and regulations over the next five years

Opportunity . Risk No impact .

European Investment Bank, 2021

How megatrends are
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reshaping the future
of insurance

The insurance industry is on the verge of a profound shift as
megatrends reshape the landscape. To thrive, insurers will need
to embrace new talent, innovation and a culture of collaboration

he world is undergoing a
dramatic shift. A collection
of powerful, transformative

megatrends across the social, politi-
cal and economic spheres is poised
to reshape the risk landscape, creat-
ing new and exciting opportunities
forinsurers.

Megatrends are far from new; forces
of change shape the way we live, from
the discovery of electricity to the
invention of the internet. Today, how-
ever, the pace of change and synergy
is relentless, with digital innovation,
climate change and artificial intelli-
gence transforming our world faster
than predicted.

These megatrends will have profound
implications across all industries and
will drive the insurance markets of the
future, creating demand for both tradi-
tional and new protection products as
well as services that prevent and miti-
gate risk. For insurers that have tended
to view large trends through the lens of
risk rather than opportunity, this will
require a step change in approach.

“For decades, the insurance industry
has relied on descriptive analytics to
assess and manage risk. But increas-
ingly, we are seeing insurers recognise
that they need to anticipate and
respond to these driving forces as they
unfold and evolve,” says Wouter

Bosschaart, strategic consulting direc-
tor and ESG and climate change lead at
global professional services firm Aon’s
Strategy and Technology Group.

“At atime when the value proposition
of insurance is under growing pressure,
megatrends present an opportunity for
the industry to strengthen its rele-
vance. But to do so, insurers will need
to become more adept at harnessing
advanced technologies, prescriptive
analytics and innovation.”

For example, the rapidly growing
market for shared mobility is expected
to reach almost $1tn by 2030. This will
have far-reaching implications for the
insurance industry, with the shift to
electric, autonomous vehicles set to
create an insurance market of $40bn
by 2030 across not just motor but also
cyber, casualty and aviation.

Intellectual property poses an
equally lucrative opportunity, with the
potential to generate gross written
premiums in excess of $20bn by 2030.
The shift from tangible to intangible
assets, with the emergence of digital
assets that include non-fungible
tokens, virtual real estate and avatars,
is driving customer risk, yet the devel-
opment of new products has so far
been slow, leaving room for new
entrants and the development of new
products and revenue streams.

The metaverse presents a similar
opportunity to drive growth for the
insurance industry, with an estimated
insurance market value in excess of
$30bn by 2030. There are few insur-
ance products which serve the
metaverse, creating untapped poten-
tial for insurers to design solutions to
cover virtual assets and cyber attacks
in this space.

But, of course, in a rapidly changing
world, understanding and quantifying
the impact of megatrends can
be challenging.

“Not all megatrends have the poten-
tial to unleash new opportunities and
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Product innovation will require
being comfortable with analysing
vast quantities of data, adopting
a forward-looking view to assess
and price risks and create
products that meet the evolving
needs of customers
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revenue streams for insurers,” explains
Bosschaart. “"Some are simply too vast
or uncertain. The challenge is to ana-
lyse the broad range of megatrends
and sub-trends to determine the new
and evolving risks and identify the ones
that will be most relevant to the insur-
ance industry.”

Aon’s Strategy and Technology Group
has analysed more than 80 megatrends
to pinpoint those that present the big-
gest opportunities for the insurance
industry, and a series of deep dives to
better understand trend drivers, time
horizons and the required response.
While technology emerges as the big-
gest driver of megatrend insurance
opportunities, environmental trends
are also notable, accounting for half of
the top 10.

The impacts of global warming are
increasing in frequency and intensity,
with average temperatures forecast to
rise by more than 2 degrees before
2100. Against this backdrop, compa-
nies across all industries face increas-
ing regulatory and investor demand for
greater transparency and climate
change strategies.

According to Bosschaart, the growing
pressure on companies to transition to
low-carbon technologies will create
new forms of risk that insurers must be
prepared for.

“The physical risks attached to
climate change are well known but
the transition risk is also huge.
Although insurers can continue to
offer traditional property and
casualty cover, there is significant
scope for insurers to address these
risks through innovation.”

Carbon capture, decommissioning
carbon-intensive assets, biodiversity,
resilient infrastructure and electrifica-
tion are estimated to have a combined
premium potential as high as $25bn,
according to research by Aon. Carbon
capture storage, which involves cap-
turing CO2 in the ground, is attracting
particular attention and investment
globally, with market expenditure set to
reach $180bn by 2030.

$180bn+

The potential combined market for
prescriptive analytics, shared
mobility, the metaverse and IP for
insurers by 2030
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of that figure is attributed
to prescriptive analytics

Aon, 2023

But to unlock the full potential
requires a systematic and disciplined
approach to identify and assess both
risks and opportunities. Insurers will
need to establish a strong framework
to understand the future landscape,
using intelligence and insights to antic-
ipate global market trends and foster a
culture of cross-team collaboration.

“Customers will expect a single point
of entry for a project, replicating the
customer journey they experience in
the consumer world. Insurers will need
to break down silos and work collabo-
ratively both internally and externally to
improve information-sharing and deci-
sion-making,” says Bosschaart.

Equally important to the success of
insurers will be the ability to reskill and
upskill talent. The importance of talent
can no longer come second place to
business strategy; for insurers to keep
pace and respond to the onslaught of
new and emerging liability risks and
new technology, it needs an injection
of new technical skills across areas
such as data science, analytics and
artificial intelligence.

Bosschaart explains: “More than
ever, insurers will need people with
diverse skills and subject-matter
expertise across a range of risks and
industries, from biotechnology
through to green energy.

“Product innovation will require
being comfortable with analysing vast
quantities of data, adopting a for-
ward-looking view to assess and price
risks and create products that meet
the evolving needs of customers.”

He adds: "“The insurance industry is
so dynamic that we constantly need to
be reviewing how best we can engage
with the appropriate talent, skills and
resources that together allow us to
understand and manage new and
evolving risks. It’s not simply about
trying to find the right talent to plug the
gap, it’s also about evolving, expanding
and developing as an industry, with an
open mind and desire to learn, creating
working cultures that value employee
engagement and spur innovation.”

What is clear is that the insurance
industry is at an inflection point; rap-
idly evolving megatrends are shaping
the future risk landscape, driving
demand for new product solutions.
Responding to megatrends will not be
without its challenges but fast-moving
markets won’t wait for insurers to get
comfortable with the risks. To thrive,
insurers must get on the front foot and
ensure they are positioned to capture
the wealth of opportunities ahead.

For more information, please visit
aon.com/transformative-trends
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